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Smart Card Based Password Authentication Scheme
using Fuzzy Extraction Technology

Choi Younsung

{Abstract)

Lamport firstly suggested password base authentication scheme and then, similar
authentication schemes have been studied. Due to the development of Internet network
technology, remote user authentication using smart card has been studied. Li et al. analyzed
authentication scheme of Chen et al. and then, Li et al. found out the security weakness of
Chen et al’s scheme such forward secrecy and the wrong password login problem, and
proposed an a new smart card based user password authentication scheme. But Liu et al.
found out that Li et al’s scheme still had security problems such an insider attack and
man-in-the-middle attack and then Liu et al. proposed an efficient and secure smart card
based password authentication scheme. This paper analyzed Liu et als authentication and
found out that Liu et al’s authentication has security weakness such as no perfect forward
secrecy, off-line password guessing attack, smart-card loss attack, and no anonymity. And
then, this paper proposed security enhanced efficient smart card based password

authentication scheme using fuzzy extraction technology.

Key Words : Smart Card Security, Password Based Authentication Scheme, Security Analysis
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