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Permission Management System for Secure IoT Devices in
Android-Based IoT Environment

In Kyu Park’ - Jin Kwak"™

ABSTRACT

Android Things is an Android-based platform running in Google’s IoT environment. Android smartphones require permissions from
application users to use certain features, but in the case of Android Things, there is no display to send request notifications to users.
Therefore Does not make a request to use the permissions and automatically accepts the permissions from the system. If the privilege
is used indiscriminately, malicious behavior such as system failure or leakage of personal information can be performed by a function
which is not related to the function originally. Therefore, By monitoring the privileges that a device uses in an Android-based IoT
system, users can proactively respond to security threats that can arise through unauthorized use of the IoT system. This paper
proposes a system that manages the rights currently being used by IoT devices in the Android Things based IoT environment, so
that Android-based IoT devices can cope with irrelevant use of rights.
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<manifest package
<uses—permission android:name="per_name"/>

—_n

<uses—-permission android:-name="per_name”/>
<application android:label="@string/app_name
<action android:name="Activity”/>
<category android:-name="Main"/>
<category android:name="LAUNCHER"/>
<activity android-name=".StartActivity”>
</application>
</manifest>
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<manifest package="com.example.androidthings.doorbell"
xmins:android="http:/ fschemas.android.com/apk/res/android">
<uses-permission andreid:name="android.permission.CAMERA"/>
<uses-permission android:name="android.permission.INTERNET"/>
- <application android:label="@string/app_name"
android:icon="@android:drawable/sym_def app_icon"
android:allowBackup="true">
<uses-library android:name="com.google.android.things"/>
- <activity android:name=".Doorbell Activity">
- <intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category
android:name="android.intent.category.LAUNCHER"/>
< /intent-filter>
<!I-- Launch activity automatically on boot -->
- <intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category
android:name="android.intent.category. IOT_LAUNCHER"/>
<category
android:name="android.intent.category.DEFAULT"/>
< fintent-filter>
</activity>
«</application>
</manifest>

Fig. 3. Android Things AndroidManifest.xml File Example
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Table 2. Experimental Results

No. Permission Permission Information

1 BLUETOOTH Bluetooth

communication access

2 CAMERA Camera devices access
3 INTERNET Application network access

READ_EXTERNAL_

STORAGE External stroage access

Audio receive and

5 RECORD_AUDIO
record access
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Fig. 9. List of Connected Devices
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