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A Study on Pseudo-random Number Generator with Fixed Length Tap
unrelated to the variable sensing nodes for IoT Environments
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Abstract As the IoT world including WSNs develops, the number of sensor systems that sense information according
to the environment based on the principle of IoT is increasing. In order to perform security for each sensor system
in such a complicated environment, the security modules must be varied. These problems make hardware/software
implementation difficult when considering the system efficiency and hacking/cracking. Therefore, to solve this
problem, this paper proposes a pseudorandom number generator (FLT: Pseudo-random Number Generator with Fixed
Length Tap unrelated to the variable sensing nodes) with a fixed-length tap that generates a pseudorandom number
with a constant period, irrespective of the number of sensing nodes, and has the purpose of detecting anomalies. The
proposed FLT-LFSR architecture allows the security level and overall data formatting to be kept constant for
hardware/software implementations in an IoT environment. Therefore, the proposed FLT-LFSR architecture
emphasizes the scalability of the network, regardless of the ease of implementation of the sensor system and the
number of sensing nodes.
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Fig. 7. 12 bits FLT-LFSR simulation result
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(b) in case of abnormal operation
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