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Abstract - In this paper, we introduce an AES-based security chip for the embedded system of Internet of
Things(IoT). We used Verilog HDL to implement the AES algorithm in FPGA. The designed AES module creates
128-bit cipher by encrypting 128-bit plain text and vice versa. RTL simulations are performed to verify the AES
function and the theory is compared to the results. An FPGA emulation was also performed with 40 types of test
sequences using two Altera DEO-Nano-SoC boards. To evaluate the performance of security algorithms, we compared
them with AES implemented by software. The processing cycle per data unit of hardware implementation is 3.9 to 7.7
times faster than software implementation. However, there is a possibility that the processing speed grow slower due to
the feature of the hardware design. This can be solved by using a pipelined scheme that divides the propagation delay
time or by using an ASIC design method. In addition to the AES algorithm designed in this paper, various algorithms
such as IPSec can be implemented in hardware. If hardware IP design is set in advance, future IoT applications will be

able to improve security strength without time difficulties.
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Fig. 1 A conceptual diagram of the AES Algorithm
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Fig. 6 The test environment to verify AES functions
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This Paper eSTREAM 3.75
Bernstein eSTREAM 14.57
Gladman eSTREAM 17.84

Wu eSTREAM 26.74
OpenSSL 0.9.7e openssl speed aes 29
52 8

=TS =gl B JE& FPGAR F3dt= W
S 2AEATE HEHQY] He duElFel AESE Verilog
HDL o2 AASta FPGA 4 2 Elol® AlEH oA S
TPt 2ej Wet GudgEe AsHEtE A8 oE
sxedolz TdE AESS W 1 A3t sh=eof
718k AES ZEo] 2ZEYo2 FaYE Wany &9 dHol
HY Aa¥s AgF7]7F 399 o] wave AE felst
Ak 2 o] Aol stEgle] AAY 5 wiiEed i
o2 BAsRE A2PdAE AesEd o BPE &
£ grkE Aol Uk olF AMss] ANA AY A
AR A A sk stelekel A S ol gake]
of Jbsaiel, WAAY Ei ASICS BE FAT 2 U
o 7 AelE FRY & A4S Aotk B ohyel, ax
Egolz nek ¢nelHg PAsE ApolE e Tz
oAl CPUAA S S dte Algto]l Q7] wiiel Hoje] £
52 d35sts AT e oy, o wE 45 =
o] A3t w3 E7H9E Aotk ANt gedolm FEg
AESE 98k x&Ed CPUS Fdos Auglo]l Ao
e £E FA% A d5sE ALE F U ZEAH LS
2 st=doE Fste 73 AESH duEFol £AXE
dolz -5 AESHUT MAA Y n&o 7 dosts &

=S B, Aol A= AMEQIE Y, dut =
Az=Ed 2o A E FEdAR FAS He Al2E
o] Hxeo} TE&HQ FHoA o EAAUAdS & F UATh
A B9 9 ALY AAAIFEe] B He WAt o
38 7]5s ZE AL F=doE B B V|sE FE
sk Hot 3] A Fo] o 4FT AYS FAlsteE AL A
olt}. FPGA, ASICT Z2 3l=dol2 73w Het g
T2 oA AF3 FejxEy ¥HEAY T& I g%
e £x=2 Ad3srt shed Aoz gy oz
AES &g Fo] old IPSecd} 2 tdst dug|FEL
st=gloole g JtsstEE AAE IP(ntellectual

Iz

loT of Zz|AHold e 28t AES 7|8t Hok & dA

Trans. KIEE. Vol. 67P, No. 1, MAR, 2018

property)3tste] A& Feohd mlgo] AbE AU
AFELS A3H ez glo] Kl

2~

F 9 Aol

B dFE 20189 % AUty adTuE 2

wo} 3.

References

[1] E. Brown, “Who Needs the Internet of Things?,”
linux.com, Oct. 2016.

[2] Verizon, “State of the Market :
2017,” Verizon, New York, 2017.

[3] M. Hossain et al.,
issues, challenges, and open problems in the internet
of things,” in 2015 IEEE World Congr. on Services,
2015.

[4] M. Popa et al,
Vehicles Ecosystems,”
pp. 29-40, 2017.

[5] C. Wootton, “Samsung ARTIK Reference: The
Definitive Developers Guide,” Apress, 2016.

Standard (AES), Federal
Information Processing Standards Publication 197,
Nov. 2001.

[7]1 Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) specifications
Amendment 6: Medium Access Control (MAC)
Security Enhancements, IEEE Std 802.111-2004, 2004.

[8] J. Daemen and V. Rijmen, “AES proposal: Rijndael,”
1999.

[9] J. Daintith and E. Wright, “A Dictionary of
Computing (6ed),” Oxford University Press, 2008.

[10] I. Kuon and J. Rose, “Measuring the gap between
FPGAs and ASICs,” in Proc. 2006 ACM/SIGDA
14th Int. Symp. on Field Programmable Gate
Arrays, Monterey, California, 2006.

[111 D. J. Bernstein and P. Schwabe, “New AES
Software Speed Records,” in 9th Int. Conf on
Cryptology, Kharagpur, India, pp. 322-336, 2008.

[12] D. A. Patterson and J. L. Hennessy, “Computer

MIPS Edition: The
Hardware/Software Interface,” Newnes, 2013.

[13] T. Rahman et al, “Design of a High Throughput
128-bit AES (Rijndael Block Cipher),”
Multi Conf. Engineers and Comput. Scientists, Hong
Kong, 2010.

Internet of Things

“Towards an analysis of security

“Privacy and Security in Connected
Informatica Economica 214,

[6] Advanced Encryption

Organization and Design

in Proc. Int.



2]
N
Jok
o
i

ZX 67P3 1= 20184 3¥

8 8 2 (Hyeon-Keun Park)
2018 AT ARR S F3A 9
(SHAh).

FHAEE ¢ AREO Au|y=A| 2

ApEelE Y

E-mail : gudrmd2@naver.com

ol & A (Kwangjae Lee)
2014 e digtw AR FE Y &
A(FHh. 2012720179 AAFFEATY
AREAT T By el @A) 4
S ARHAFT 2uF,

r E-mail : begleam@smu.ac.kr

ol !

14 Copyright © The Korean Institute of Electrical Engineers
This is an Open-Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/
licenses/by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.





