SIZALEQIEIYHISHS|=2X] Vol. 4, No. 2, pp. 13-20, 2018 https://doi.org/10.20465/K10TS.2018.4.2.013

EEx2IZ &83t Single Sign-On 7|4t QIF AJAH

UX|E, o|Hsl, 0IFL
BHAITelm HEE Tl

Single Sign-On based Authentication System
combined with Blockchain

Im Jihyeok, Lee Myeongha, Hyung-Woo Lee’

Division of Computer Engineering, Hanshin University

Q % P =i L uTd AVE)] BEEAR VEs 7]‘ﬂ © 2 ‘Single-Sign-On'#} “Token 714t 1% W44
[ 15 Al2gS AQrakith Single-Sign-On 71k Q15 Aol EEAQI 71&S @Eo}@] @ELXHOT 7%
‘HAAS A ek o, Token 719 A5 W28 ALS-51 ST:ateleSSffL Self-Contained 15 7152 #|&-3F%T). o
3.3} 7|9 Token 5 2 A% AAS Fdst] HIS =U T AAN2H, Web Serveroﬂ gt <l ? AYGE A
STk 3 SSOT Token 714k 158 B8l MIAZE AS F4S Hot AzlsHA /XS 4= e WS A1 sIch

Abstract In this paper, we propose an authentication system that combines 'Single-Sign-On' and 'Token-based
authentication' based on 'Block Chain' technology. We provide 'access control' function and 'integrity' by
combining block-chain technology with single-sign-on authentication method and provided stateless
self-contained authentication function using Token based authentication method. It was able to enhance the
security by performing the encryption based Token issuance and authentication process and provided
convenience of authentication to Web Server. As a result, we can provide token-based SSO authentication

service efficiently by providing a convenient way to improve the cumbersome authentication process.

Key Words : Blockchain, Single Sign On, Authentication, Security System, Information Security.
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[Fig. 2.2.1] Block Chain Trading Method
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(Table 6,1) Commercial Systems Analysis

Corporation Solution name Characteristics
Integrated Applying the patent
authentication technology for
Company C platform using blockchain—based
blockchain personal certificate
KT Integrated Combine blockchain
z technology from partner
Company | Authentication . A
h (K) and their certification
Solution .
solutions
) Increase efficiency with
Blockchain Integrated .
S our integrated
Company | Authentication
Servi development support
ervice
platform
Static self-contained
e authentication is possible|
this paper SS0 Ce_rpf}cahon by introducing
System Utilizing Block|
study Chain Token—based
authentication method
into blockchain SSO
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