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A Study on the Optimized Balance Module of Security Policy to Enhance Stability in
the Service-Based Information System
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ABSTRACT

Presently in 2018, the security market is requiring progressive development and innovation in the area of security on
account of new changes and technologies. This means the rapid and prompt development of the service platforms and
service-based information systems. Here, this study is going to examine the process of operating a number of services
and obtaining security, not the criteria for selecting particular service in online environment where the various services
exist. Within a series of flows to protect the manager’s authority about the platforms operated by information systems,
and to provide and destroy services, this author limits the entire service platforms of the optimized balance module into
four categories maximum for the security of the area apt for illegal invasion and access, and the proper area. Also,
about the area with limited security, this researcher again applies subordinate security policy and technology respectively.
This author here will suggest a method to provide and to extend safety and security for the information system and
also propose the process of applying it as well.
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Table 1. Information system in the form of providing
service for online information operation and utilization

Classificati rati . .
Operating Service provided
on system
. Transaction Company—specific
Finance . .
system specialization services
Internal ERP Integrated internal
Industry .
system management of enterprises
Logistics
Logistics management RFID, NFC
system
P 1 . e
. ersonne internal institutional
Education management .
management services
system
. Communicati .
Communic . ommunication records
ation on linkage management
system e
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Table 2. Network path access and system vulnerability
types

Classification Type of Infringement

Zerbo, Klez, MITM, SSL Strip, Syn

Network Flooding, DoS, DDoS, Session
hijacking
System Spyware, Adware
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Table 3. Network path based attacks for information
system access

Network
division defense Used
devices
Switch Access list function with router
function Switch operation
Application of security functions
Router such as utilization of private IP
band for router network area
separation
. Perform firewall self packet
Firewall .
security
Informat WEB
ion . Illegal access defense of web fire
system Firewall
Filtering Filter defense to prevent packet
and information distortion
Comprehensive security
management that combines
UTM multiple security solutions
together to reduce costs and
minimize management complexity
Etc Operate other security equipment
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Table 4. Classification of 4 security areas of
information system service platform

Security Platform Area
Steps to define all the functions
and technologies of the policy
and configuration steps for
network security
Steps to define all the functions
and technologies of the policy
and configuration steps for
system security

Classification

Network Security
Policy and
Configuration

System Security
Policy and
Configuration

Other information
system linkage
information
Security Policy
and Configuration

Defining all the functions and

technologies of the policy and
setting—up phase for network
and system-linked security

Defining all the functions and
technologies of the policy and
the setting process for security
from the information generated
from the network and the
system to the destruction

Information,
General Data and
Personal Data
Security Policy
and Configuration
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(ex) System Security Policy and
Configuration [AREA 2]
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Fig. 1 Service-based stability enhancement Security
policy balance module standard application

environment
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Fig. 2 Design of optimization balance module
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