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A Study on the Framework of Comparing New Cybersecurity Workforce
Development Policy Based on the ATE Programs of U.S.
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ABSTRACT

The US cybersecurity workforce policy is being pursued comprehensively and systematically, based on the NICE
established initiated in 2010. Security Technologies, one of the eight areas of Advanced Technology Education(ATE) of the
National Science Foundation(NSF) included in the STEM. This policy has been comprehensively promoted in conjunction
with NICE, and this security technology field is operated with five detailed programs. In this paper, we examine in detail
five cybersecurity workforce development programs supported by ATE, and compare them with the current status cultivation
of cybersecurity workforce in Korea. After finding out the problems and improvements by comparison with the current
situation of cybersecurity workforce development in Korea, we propose several implementations of nation-wide strategies for
cultivating new cybersecurity workforce in Korea.
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A5 1980 d ol AHFE R
(Computer Security Act of 1987)¢lA H%o]
AFE Bkt A vES S Betelhs it A}
S=9deb(1). 1990 Hell= IT €198 547 t&
o] AHBHE(information security), HEEZ
(inform- ation assurance) 52 £°¢7} AR5
gom 90dd) Fubr] QEle] A 2 xu4al
Hule] e el ARA(information
warfare)o|gbs A2 £o7F T4kt 2000
ddlell S FxE  FEHEY (Homeland
Security Act of 2002)2 <44 ‘C-Information
Security Wl AtolHrEsE 78 (Cyber
Security Enhancement Act of 2002)& %3}
ATH2). o] HellA BZo] Ale]wmal gol7} FA
Aow HelA Ag TAsNLH HHHEL e A
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(cybersecurity)e] 7P EZz]ql L2 Az]=] o]
AR AL i) SEjuee] A felE o o) Ede
FA| REF Golo g A e] Fasjc)

vl vk B v ke (FISMA 2002)°] <1
u7)gke] Asl(§3544) 014 AFQlEE FRHEEE
o) p-sbeboict, wgk ARA| g Aok 2 7)et A
2L 5 93 olF el gk Bkl Al wEa (security
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Zo F7F Al EeHSE THFE AlewHgH
(Cybersecurity Act of 2015)< #|A st} o]y
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Table 1. NIST Affiliated Programs

No Affiliated Programs etc

Cybersecurity Education and

1 Awareness Portal : National
Initiative for Cybersecurity

Careers and Studies (NICCS)

9 Advanced Cyberforensics ATE
Education(ACE) Consortium Center
3 Center for Systems Security and ATE
Information Assurance Center
4 Cyber Security Education ATE
Consortium (CSEC) Center
5 | CyberWatch West (CWW) Cﬁggér

6 | National CyberWatch Center (NCC) ATE

Center

7 Catalyzing Computing and Cybersecurity
in Community Colleges(C5)

8 | CAE Community

National Centers of Academic
Excellence(CAE)

CAE-C National Centers of Academic
9 Excellence in Cybersecurity

CAE-CD National Centers of Academic
Excellence in Cyber Defense

CAE-CO National Centers of Academic
Excellence in Cyber Operations

10 | CyberCorps®: Scholarship for Service

11 | GenCyber

12 | K-20 Cybersecurity CECOR Project

A ZR2AE AR R B 5 9l

NIST #lf =238 Table 1.04 BXo] <F
127 Z2ae] 294 Fof vl ml=e A&
W-5(Advanced Technological Education,
ATE) #3252 =71t (NSF) A4S wo}
AA 9= = Aol BgE 1k B ATE AlE
= 20174 5%°] AA = olet.

NISTellA g AYste Z2a3e Table
2,914 Hzo] of 8/ mEaEle] R4 Feof it
571 7132 'Regional
Multistakeholder Partnerships to

Alliances and

Stimulate(RAMPS) ¢4l s4s}= RAMPS
2016 Awards $AFsTH11),
Table 2. NIST Funded Programs
No Funded Programs etc
1 | NICE Challenge Project
National Integrated Cyber
2 | Education Research
Center(NICERC)
PACET : Partnership to RAMPS
3 | Advance Cybersecurity 2016
Education and Training Awardee
HRCyber : The Hampton Roads
4 Cybersecurity Education, Réé\flgs
Workforce and Economic Averdee
Development Alliance
5 Cin-Day Cyber : Cincinnati RIQXIO\{J%’S
-Dayton Cyber Corridor Awerdee
RAMPS
6 | Cyber Prep Program 2016
Awardee
7 The Arizona Statewide Cyber R%\iﬂgs
Workforce Consortium Aveardee
8 | CyberSeek

. 0= AlEn=(ATE)

3.1 ATE £ 29

n=e] ATE AR 19806 Zub7kA] A&+
=it vls o] 2 AR 2R H3=
gMAwlo]o} 3= 3} Doug Walgren o=} &
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Weksa 19899 x| Eelelte] sl
David Pricew= #3 2 7|& &7 HA Hs
9 siolet. o] 22 =HE T3 19924 104, °
3]=  SATA(Scientific and  Advanced
Technology Act of 1992)% <] Public
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Law 102-476°] 33} 2 A 7]& WS 53 Al
Zek 19931, SATA 1992 W& &A= =7}
A Aens =Z2ads At
(13)(14).

1993 NSF+= SATA W& 442 ATE ==
a3 AZE 7133913 (National  Science
Board, NSB)ol| Hwsle] qlubgra 19934 8
o Ant FH FxIt] FAA LR FAIEA =S
tH15). ATE Zzadle] 341 A3s Avud o
w3 7ol SoF% 4 9lrh(13).
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Astar ol F7MIElE 7Y A JHEE
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= Z2AEZ AYEH g, zZEa9 i me
X FAI 2L Bl F o AeAeR 23S
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There are 42 ATE Centers located around the United States.

Fig. 2. 42 ATE Centers Map
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Table 3. ATE Centers for Security Technology

ATE Center Year Type
CSSIA(Center for Systems .
Security and Information 2003 Rgegrll(ggfl

Assurance) Www.cssia.org

CSEC(Cyber Security

Education Consortium) 2004 Support
www.cseconline.org center
NCC(National CyberWatch Center) 2005 Regional

www.cyberwatchcenter.org center

CWW(CyberWatch West) 2011 National
www.cyberwatchwest.org center

ACE(Advanced Cyberforensics
Education) Consortium 2012
www.daytonastate.edu/ace/ center
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17]' AA= e 9t
321 ZUIA|AEIEOH B HEHEHEME{(CSSIA, 2003L4)

CSSIA=  20034el  AAR A GAlE|2A
IllinoisF Palos Hillsel $1*& Moraine
Valley Community Collegesl#] & L
W, ula A ol 6719 73 SEYE 9
393, v Ao HE 2 uSstae} 9 - A
S A s

CSSIAE A e Alojuule] AzI)3](Midwest

Collegiate Cyber Defense Competitions, CCDC)
+edsle] SAFlA Al R Hofe] AA
gL Al 2006 FAF 2z di3E AR
g o]#|Z CSSIAE "id o= + 2 X i3]
Al 30090] J= S-S Zodsty ¢l 20084
CSSIAE A3 2He$l493] (Competition
Advisory Board, CIAB)E FA3te] A A&
sty AA AF ALE & F UES T 24
=5 i3l F71ch 2006WE 2011974
1,1207 8] &AlE5o] o] dj3]o] rlaict.

CSSTA«= 7Mdst ago] 7153les Ale|wHt
W8 Fe=E sfuksta gt 20119 CCDC th3)
o] aFpAel FRS E3] CSSIA 7HA3Hd o] e AlE]
(CSSIA Virtualization Data Center, CVDC)
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3 glen) 2F feld o7, A" za4, we
+, Microsoft ¥ Linux OS Z% 73 59
7]_ IAE 7HH1—z‘sl— 74];&]0]1;}

2017 &A CSSIA 7 w5 2 gy 34
25070 a5 7]RbellA] A glom, o] 7]iE
ZIAbe AlolwHglE A elE Zg e 9 29X
ahe] Aol =3 10,0009 o)At SAES 7hE
23 glek. 2011 olel 29370¢] A% & 7)ol
A CSSIA 34 F 3k o|iks w53t o] 7HA
ato] 8 £ qlet.

Security +(v.2) 24771 713+ ¥4
Ethical Hacking 2187} 713 2
CNSS 4011 19470 713 24
Forensics 15571 713 23
Network Security 8771 7|3 £
Security+(v.3) 7471 713 2

o Python Security 437§ 7] £

< ¥ 2
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10 rle
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(0]
(0]
(0]
(0]
(0]

322 AIO|B{EOIMEZAAA|X(CSEC, 2004)

CSEC 20041l A% A|LAE]Z Tulsa o
Stael|x]  $¢ So|t}. Arkansas, Colorado,
Kansas, Louisiana, Missouri, Oklahoma,
Tennessee, Texas ol & 2134 stz =4

- 7]1% A9} 9 EAS W 9Jr} Tulsa Wk
= AQ) F4 7|3e Jdsie 23dA J.L‘Ir7]“'}' 493
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o] koS whal 2439o] EEITh g
CSEC #AellA 341742 CNSS(Committee on
National Security Systems) 15417} a54l
on AxAY me ZSAAHS F& 72199 A
A7} w5 vkl

CSECe] A=k 20049 o]F 2017 A
1 4421:1,] A g—‘;:,—o] A].o]a]ioy b‘L/\}a‘l— =3 r}g)}

g

Table 4. CSEC Partnership Institutions in 8 States

Arkansas

o Arkansas State University - Beebe

o Arkansas State University - Mountain Home
0 Northest Arkansas Community College

o Phillips Community College

o Pulaski Technical College

o University of Arkansas Community College Batesville

Colorado

0 Arapahoe Community College
o Community College of Aurora
o Front Range Community College
0 Pueblo Community College
0 Red Rocks Community College

Kansas

Butler Community College

Dodge City Community College
Hutchinson Community College

Johnson County Community College

Kansas City Kansas Community College

0
0
0
0
0
o Manhattan Area Technical College

Louisiana

o Bossier Parish Community College

o Louisiana Technical College - Sullivan
o Bossier Parish Technical School

Missouri

o Metropolitan Community College
o St. Louis Community College

Oklahoma

o Cameron University

o Control System Security Sites

o Oklahoma CareerTech Cyber Security Sites
o Oklahoma City Community College

o Oklahoma State University - Institute of Technology
o Rose State College

o University of Tulsa

Tennessee

o Cleveland State Community College

o Columbia State Community College

o Dyersburg State Community College

o Jackson State Community College

o Nashville State Community College

o Northeast State Community College

o Pellissippi State Technical Community College
0 Roane State Community College

o Southwest Tennessee Community College
o Volunteer State Community College

o Walters State Community College

Texas

o Richland College
o Texas State Technical College Sweetwater

3 360%e] shAleke] ZRaEls b g,
1,878%¢] dAFe] AT ZEa(certificate
program)= "Fit}. CSEC 7|32 2004d%-€
2,236712] CNSS QA& wafglon) we 34
Eo] CNSS FAE uksich

3.2.3 Z7HALO[H{ I X|MIE{(NCC, 2005'H)

NCC= 20054l A= A AE] =
Maryland 5 Largoe] i+ Prince George s
Community Collegeelx] +9 Zo|t}. NCCx
TS 2 <lS ZRods 93 ARES A
FYL et NCC Zzase E3 AzFHS
vk g Ak A= Je 2E AF 983 AHE
Aol wjHste] AEe] 214 2 4
2o Alls: IR S UEFR B
(Model transfer pathways)E &3tz 9)r}.
01 wdo] AR od W 4d W

S opel 3 9 upek o] Fo] xghuEl)

A wWe] SAEI ) o] mmgxle] wid
National Cyber League(NCL)el #7}3le o]
YALE F3l st 9 wple] Alolwrel x4 Y

=
Nes Mslel el ® F AFT 5 Ak A%
A9 g B9E AP 2pEe] AA) A

EdolA el gAY AFell sk EHlx
7} 23E] o] =,

S 7habo]w 2oksh 8 3] (National Cybersecurity
Student Association, NCSA)& <] w3}
APs &, VMEYT] 2 oz AT
Aghe sty 9loh(12).

NCC= A, A% 2 A 71 g8+ ¥4 &
5t2 2AFeEH NCCY riile] A= oiske]
Alelmnel 2 gl £FS A Fow | o]t
AR WEH I 2538730, 35 2 A

a2, 71 2 AN 713 5 20070 elade] stEYsE
Zredstar gt

324 AO|HHRIX| YAECWW, 2011H)

CWW= 20110l 2|4 S 7HIE 2
Washington 5 Bellinghamedl] ¢+ Whatcom
Community Collegeolld % Folt}. CWW=
AFAA 1470 FellA AbelHEst AHE FA 3]
Qg =2 aws A Folr
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20114 o]% CWWw= 26799 ot xZexls
e 17 7le 55 H3ss AlTden,

z34]
T CWWe 94 <lzel nek 3 2419
k3 7‘1

2014 7 NCLellA #8852 “capture-the-
flag” Aol 2eplez Fojgicl #Arlel 1,368
o] 4 & Adxel 20139 B} 48% FIE
1,040 (76% ) A= 3hte] ks 5319}
olgfgt ts]el FHoAgomH, TS 7|H7TelA
Zpale] AfoldHEQE 7]o] 7EA7} Stk s Hod
A =k,

CWWe ZAA AAA <oz 7|9F7} A
oML LR NE IE BT ¢ UEE okt
byl e §H=EHE Y8l CEO, CTO ¥ 119,
A 9 HE A AYhE z23sted F 605 Hol
gk 2014 HHFE Ak 1A 3] 9] (Cyber
Risk Summits)E & 4 ot

CWWE= mid 370 gt 2] HArhs]et 14
2SR FF AAUIE A5t 25HA, 2
g 49 djghle] Fofsle Afolwuel H3E A
sl=dl, 2 i3] Table 5.014 R}

de (L Lo

CWWE 3ARR17} A Sl A Alo]HBE e o]
£ W3y &7sl=E Adslt} CyberGirlz 2
Girls Go Teche} 78 Yagrose JFA S A
Atolmrel Y el 2¢]S gk

Faculty Graduate Program(FGP)2 #4%&
2 a5zle] CWWe AA #1418 dbo} Alo]mr
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Table 5. Cyber Competitions supported by CVWWV

Student Cyber Competitions

o Western Regional Collegiate
Cyber Defense Competition
(WRCCDC)
www.wrcede.org

College o Pacific Rim Regional Collegiate

Students Cyber Defense
Competition(PRCCDC)
www.prccdc.org

o National Cyber League(NCL)
www.nationalcyberleague.org

High o CyberPatriot

S?&ggglts www.uscyberpatriot.org

g 4 9lAl &t Faculty Professional
Development Training(FPDP)& %3 #4714
o8 w4Ae oo tAPEAA ¥ ws wl
o} 2 FAR A NFsa 22l 3 2
Yol 5 AER =7 2 7ol Hg ZH Ao
A 3 So] =

Table 6.5 Ateldule] W& e HHHZ W&
o4 CAE =+ CAE-2YZE AAE CWW wWHeal
1970 27| /HES HofFr),

>

Table 6. CWW Membership Institutes

Community Colleges(9)

0 Coastline Community College, Fountain Valley, CA
0 %‘Lern New Mexico University Ruidoso, Ruidoso,

o Estrella Mountain Community College, Avondale,
A7

o Highline College, Kent, WA

o Honolulu Community College, Honolulu, HI

o Houston Community College, Houston, TX

o Mt. Hood Community College, Gresham,
OR

o Red Rocks Community College, Lakewood,

o Whatcom Community College, Bellingham,

Universities(10)

o California State Polytechnic University
Pomona, Pomona, CA

o California State University, San
Bernardino, San Bernardino, CA

o National University, La Jolla, CA

o Regis University, Denver, CO

0 San Jose State University, San Jose, CA

0o Texas A&M University—Corpus Christi, TX

o University of Arizona, Tucson, AZ

o University of Idaho, Moscow, ID

0 %r(liversity of Texas at El Paso, El Paso,

o University of Washington, Seattle, WA
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Microsoft ZEelA G 5dxe] Ao 7 =Zo
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Palmetto Cyber Defense Competition®} #2
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Competitions A¥de}t. o] A= Armed
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Table 7. Comparison of ATE Programs (®
CSSIA, @ CSEC, ® NCC, @ CWW, ® ACE)

Items Comparison

@ |o organize CCDC
® |o organize NCL

Cyber o Support College student
Competitions competition(WRCCDC,
@ | PRCCDC, NCL)
o Support high school student
competition (CyberPatriot)

@ |° CVDC
. o Video Channel
On-Line Book
Contents 0 ¢-boo

® |o Cloud-based LAB Solution
o WEBINAR Series

@ |250 educational institutions
Membership © |43 institutions

& affiliated | ® |More than 200 partners
Institution '@ |11 Business Partnerships
® |4 states, 15 members

) o Associate degree 1,442
Degree @ |o Bachelor's degree 360

Cemf;‘éaﬁon o CNSS certificate 2,236

@ |Associate, Bachelor Degree

@ |o ICS Summit

o NCSA

o0 3CS

o Cyber Risk Summits

o CyberGirlz & Girls Go Tech

@ |o CyberPatriot Coaching Academy

o GenCyber Camps

Meetings 0 Open Source Intelligence Workshop
& o Train-the-Trainer Workshop
Events o IT Summer Camp
o Academic Cybersecurity
Conference

= |0 Palmetto Cyber Defense
Competition & Palmetto
Digital Cyber Forensics
Competition

o Support Girls Day Out

o InfraGard Summer Camp

Career Path | ® |Model transfer pathways
Teacher @ |FGP, FPDT
training ® |130 lessons and 5 courses

olke] 2WA st w5} Fhefstar gl

CWW #o17]352 NCLel 54202 #ofs)
aoglen, oEAE 9% 4zIds] WRCCDC,
PRCCDC, NCL} TS Sk
CyberPatriotZ #1931 gt} 1170 714 zkEy
1< 93y 3lev Cyber Risk Summits,
CyberGirlz ¥ Girls Go Tech, CyberPatriot
Coaching Academy, GenCyber Camps,
Open Source Intelligence Workshops £33}
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Security characterized University)
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. Information Security Master’s Program)
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Table 8. Comparing Similar Programs of 2 Countries

(Item 1) Laws and Directives based programs
CSSIA

CSEC | SATA 199

US NCC NSPD54/HSPD23(CNCI 2008)
Federal Cybersecurity Workforce

CWW | Assessment Act of 2015

ACE
ISCU
KUCIS
ISMP
KR BoB N/A
ITRC
I1ISEG
(Item 2) Target workforces of program
CSSIA  |high school, college
CSEC | college
Us NCC  |college

CWW  |[middle & high school, college
ACE middle & high school, college
[SCU |undergraduate
KUCIS |undergraduate

ISMP |graduate

BoB  |middle & high school, college
ITRC |undergraduate

IISEG |middle & high school
(Item 3) Online Contents and Systems
CSSIA  |CVDC, Video Channel
CSEC -

e-Book, Cloud-based LAB Solution,
US| NCC |\yEBINAR Series

(j\tVVV -
ACE -

KR

(Item 4) Teacher training

CSSIA -
CSEC -

Us NCC -
CWW |FGP, FPDT

ACE 130 lessons and 5 courses

ISCU -
KUCIS -
ISMP -

BoB -
ITRC -
IISEG -

KR

(Item 5) Membership collaboration program

CSSIA  |o organize CCDC
CSEC |0 ICS Summit

o organize NCL
NCC o organize NCSA
o organize 3CS

o support WRCCDC, PRCCDC, NCL,
CyberPatriot

o Cyber Risk Summits

CWW  |o CyberGirlz & Girls Go Tech

Us 0 CyberPatriot Coaching Academy

0 GenCyber Camps

0 Open Source Intelligence Workshop

0 Train-the-Trainer Workshop

o IT Summer Camp

o Academic Cybersecurity Conference

ACE |© Palmetto Cyber Defense Competition
& Palmetto Digital Cyber Forensics

Competition
o Support Girls Day Out
o InfraGard Summer Camp

o SWU : summer * winter camp,
ISCU FTBSS(Fusion Technology Business
Security Symposium)

KUCIS -
KR [ 1SMP -
BoB -
ITRC -

IISEG |o summer camp

ISCU -

KUCIS -

KR ISMP -

BoB -

ITRC -

IISEG -
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Table 9. Cybersecurity Workforce Policy Compa-
rison and Evaluation Framework Draft

Phase 1 Targeted programs selection

USA(5) : CSSIA, CSEC, NCC, CWW, ACE
Korea(6) : %ISSCE% KUCIS, ISMP, BoB, ITRC,

l

Phase 2 Deriving comparison items by
program (USA, Korea)

D Cyber Competitions, @ On-Line Contents,
@ Membership & affiliated Institution,

@ Degree & Certification, ® Meetings &
Events, ® Career Path, @ Teacher training

l

Phase 3 Set up comparison items to apply

(1) Common items
(Item 1) Laws and Directives based
programs
(Item 2) Target workforces of program
(2) Extended items
(Item 3) Online Contents and Systems
(Item 4) Teacher training
(Item 5) Membership collaboration program
* Cyber Competitions, Camps,
In-depth training, Conferences

|

Phase 4 Evaluation

(1) Comparing programs by each item
(2) Identify and suggest improvement plans
for each item
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Table 10.2 vI=3} $-2juete] Afolnjnsh o1
el Hid w3l W, AA, A Lol o

o gleix =2 “Computer Security Act of
1987, “Homeland Security Act of 2002"
“Cyber Security Research and Development
Act of 2002, Federal Information Security

Table 10. Comprehensive comparison of cyber
security workforce development laws, policies
and programs in the U.S. and Korea

Items U.S. Korea
Legislation High N/A
Initiatives & Strategies High Low
Support Programs High Moderate
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