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Establishment of Cyber Security Countermeasures amenable to the Structure

Abstract - The emergence of the Smart Grid is an integrated solution for the next generation power system that combines IT
technology in the power system to create optimal energy utilization and various services. However, these convergence
technologies (power systems and information communications) are not only improving the related technologies but also
producing various problems especially exposure to cyber risk. In particular, the intelligent power grid has security
vulnerabilities through real-time information sharing among various organically linked systems, and it is more complicated
than the cyber risk problem in the existing IT field and is directly connected to national disaster accidents. Therefore, in
order to construct and operate a more stable smart grid, this paper analyzes the system of power system control system in
Korea, and proposes a cyber security element definition and a countermeasure establishment method of power monitoring &

control systems based on security standards of smart grid (No. SPS-SGSF-121-1-1).

Key Words : Smart grid, Power control system, EMS, SCADA, DAS, Cyber security, security standards
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Chest oifd wie dasto] #E AlAFEo] Hob Fopde KA
o HE QI EoF LAZOIUOIME AfOH SAHCE WHA YR
HERH0l ofGFAErt RaEE0] 8Tto] 7hto] dsgo] ¢
SHe ARIZE QAACHS].

B =RiMde ozt JYAS FMolAAE AAE BAls
I AREIE HOF BEA(EEMS ¢ SPS-SGSF-121-1-1)
E 7|dteR ¥ MOl EE HothAE AT

2. REUEt AHAS AOAILE A

vl AEAESe ad"g It Zo]  EMS(Energy
Management System)E H4AICZE WA - SA - idAS ¥
RMAAN A" AAEO Q%5 ArH6]. S &2 EMS, &
HIFIOIAE] (FOF EMS)QF AF EMS7E 29 ZHojm, SHAA
E9] 42 7ERoZE YAITAIROIAIAEI(SCADA; Supervisory
Control and Data Acquisition System)oll 93] SHIA #H A
YHHIE Aojsla AFRE FSSITE

HolEle] AY AAQ B, EMSE 71EQRE 345kV 0|49
HEAQ WAL J8 AATHEER|(RTU; Remote Terminal
Unit) & Soffl EMSeH 23 BIOJHE &S+4lstal, 154kV Olah ¥
A R9FEA(RCC; Regional Control Center)E =38l EMS
o} SAlsttt.
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Fig. 1 Frame of Power Control System
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Table 2 Acquisition information of EMS

AS

SefgE

OPdEIEE

WEAE
S8, B, Ane,
IPPER)

MCD - 154kV O]4 ZHEZ CB

MW

- 2R MW
- SHT MW(step-up TR 2%b
- Target MW(Set Point)

PNT=RET BN

oo T

MW

- 154kV 04+ T/L, M.Tr
- Start-UP Tr(Gen &< AQ))
- Local Load
- Aux. TR

- Gen. CB, DS

- 154KV OJ4} CB, DS

- Gen AGC Control

- TR Ry ALE
- UFR Ry AJEf

Status

MVAr
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Fig. 3 Procedures for Securing Cyber Security
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Table 5 Definition of security requirements
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Table 7 Step-by-step location mapping
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1 — - -
*SR3-3 *SC3-3
*SR4-3 *(SC4-3)
) T1-2 SR6-2 SC6-2
T2-2 SR7-2 SC7-2
7 SR9-2 SC9-2
n) *SR15-3 *SC15-3
= SR3-3 SC3-3
SR4-3 (SC4-3)
5 T1-3 SR6-3 SC6-3
T2-3 SR7-3 SC7-3
SR9-3 SC9-3
SR15-3 SC15-3
1 — — —
*SR4-3 *(SC4-3)
T3-2 *SR5-3 #(SC5-3)
T4-9 SR6-2 SC6-2
2 T5-2 SR7-2 SC7-2
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2 *SR15-3 *SC15-3
4 SR4-3 (SC4-3)
T3-3 SR5-3 (SC5-3)
T4-3 SR6-3 SC6-3
3 T5-3 SR7-3 SC7-3
T6-3 SR8-3 SC8-3
T9-3 SR10-3 SC10-3
SR15-3 SC15-3
*SR2-2 *SC2-2
1 TT170—11 SR6-1 SC6-1
SR16-1 (SC16-1)
T3-2 SR2-2 SC2-2
A, T7-2 SRG-2 SC6-2
a T10-2 SR12-2 (SC12-2)
A T11-2 SR16-2 (SC16-2)
T3-3 SR2-3 SC2-3
. T7-3 SR6-3 SC6-3
T10-3 SR12-3 (SC16-2)
T11-3 SR16-3 (SC16-3)
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outage)7t ATHEOR AfHOHE ‘BVog AFsIQnh Eot
AEAAE Hobh HeE neh mAgEolse 71719 Sdol
o 718de QoA e 49k Bem(b], &g met A
BAIOR A1Fstal QoEE FEES4] 717191 RTUON thaiAl
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B 8 WHAS MoAAEE QF: dit ¥ 10 =8 FH2 HORIET) AE

Table 8 Result of risk by power control systems Table 10 Identification of physical access security threats
MolEor | Al2" ' 7)17] | Tidd | Rl | el (T7)
[nYAE EMS == =2 =2 o4& e P Dlshot= T7
LHAE DCS =5 == =5 EMS 3| A T7-1
SHEAS SCADA == == =5 DCS 3 2 T7-1
HiE A S DAS = =3 == SCADA S 4 T7-1
HEESA RTU =2 =2 =2 DAS s o T7-3

RTU 5] St T7-1

T BIeR Agsith

ngos Fade gHol 9-Hxo tig vdgi: .
oF 11 AolER A Y& HlolEo tigt AMojvise Ze
Q4 & SHANLY ggHo] & #ld tisl w=5'ez ddst
At T ATiAQl gdulsiol tieh ukEEat B tlojE<
= Vse Ze Alcd B gXAs gAE ggol nnleitial
wHEo] ‘BPer "I

Cheoz 20l Hovg Shi thalo] theh # HOIES
AMESHIAL & 171K HORIEE 4 7IYes FAYAES Al
OA~E d oY HORISE njoreith. BA 171K HOeTH
S duol tieh Hokgs) ¥ QIF(T1~Te)ol thal wEAdshH
F P Ltk B 9olM E8%= ddieEy uEgute] 4
W Y9 VECR AEsilon, 2 A~ gH S-o|
2t (TDOIA (TO7HR] BE HORIF S utotstrt.

11 UEAD 28 "ET @90 2ol 9F A
Table 11 Identification of threats
access and denial of conduct

to network denial of

e HEAS 78 HE(TS) P19 HITY)
EMS T8-3 T9-3
DCS T8-3 T9-3
SCADA T8-3 T9-3
DAS T8-3 T9-3
RTU T8-2 T9-2

E 12 51YA Z2 VIs0] tet ARZLIE(T10) A1H
Table 12 Identification of usage threats (T10) for unauthorized

A7) QIH(TI~TOSS AQIs LA ORI g Aldat functions
oy 2tk 2218 Ja BTl tisl 244 & oA 71558 BT 7hsd T10
10y0f, UEQD B HE(To)uh #L1e] Hel & I(T9)ol EMS Al2~El R0 -
thall deleld (& 11)3F ATt 0]Q] HRIF(T10, T1Dol thal DCS A2E R o] 1= Qe -
M (& 12)QF (& 13t Zo] Felg 4= At SCADA A28 R o] -
28A9 AHAS ROAIAH E AEE HORIHE FelolA DAS Al~E A&o] 7tsd A T10-3
(B 1497 2t} tEo2 AdE HORRIE FHGE 149 Hob RTU tlole ¢i71 4 s -
ol e HAQFANE 6) ¥ TAYE XM &E 1) A=
g g8dl9 HOt QFAIE EEGHA) F oo WE iRl T 13 W5 AY AR 98(T1)
FHAGAS 2 Ao] €88 Hot BEAMoME tiY 2& Table 13 Excessive resource use threat (T11)
9 7158 ety Fist Het @AKol Exfjeitiy wrkE 0y Teod 0 Zan T
A2 MM £ Atial AFEHA AR, 2 AHAFOIA = EMS R e T11-3
TEY HO QPAEE HF 118(6t0] olo] ASohe HettiE DCS A8l A T11-3
g FHSITE oo WmE Zile= (% 159 At SCADA A8l A T11-3
(& 15)9] 2= BEAGiEH, EMS, DCS, SCADA, DASS A DAS A~g] AF T11-3
AHOZ EREO HohHo| thst gE50] RARRE & = RTU 717] = T11-2
9 3H &IE HAFE(T1~Te) 4™
Table 9 Identification of information-related security threats (T1-T6)
oAt mjslieE Bl S= RSNl Q5 T1 T2 T3 T4 T5 T6
EMS A A At T1-3 T2-3 T3-3 T4-3 T5-3 T6-3
DCS & & A T1-3 T2-3 T3-3 T4-3 T5-3 T6-3
SCADA & A A T1-3 T2-3 T3-3 T4-3 T5-3 T6-3
DAS = S = T1-3 T2-3 T3-3 T4-3 T5-3 T6-3
RTU st S = T1-2 T2-2 T3-2 T4-2 T5-2 T6-2
HMAAE HMOJAIAE Txof wE Ato|e] FHolfm £ 1583



Hoetsl=2X 673 125 20184 12¥

E 14 BEAS AONAEE B A
Table 14 Identification of security threats by power control systems

HORRIY 115 T1 T2 T3 T4 T5 T6 T7 T8 T9 T10 T11
HORIH Al T1-3 T2-3 T3-3 T4-3 T5-3 T6-3 T7-1 T8-3 T9-3 - T11-3
7144 3 3 - - - - - - - -
EMS 1 o [ mas - - 3 3 3 3 - - 3 - -
7Hed - - 3 - - - 1 - - - 3
HORE Al T1-3 T2-3 T3-3 T4-3 T5-3 T6-3 T7-1 T8-3 T9-3 - T11-3
714 3 3 - - - - - - - - -
PS | o= [ 2ag - - 3 3 3 3 - - 3 - -
tes - - 3 - - - 1 - - - 3
HOrRlE A T1-3 T2-3 T3-3 T4-3 T5-3 T6-3 T7-1 T8-3 T9-3 - T11-3
7144 3 3 - - - - - - - - -
SCADA _
A= 724 - - 3 3 3 3 - 3 - -
7184 - - 3 - - - 1 - - - 3
HOrRIE A T1-3 T2-3 T3-3 T4-3 T5-3 T6-3 T7-3 T8-3 T9-3 | T10-3 | T11-3
719 3 3 - - - - - - - - -
DAS _
A= 724 - - 3 3 3 3 - - 3 - -
7184 - - 3 - - - 3 - 3 3
Hor Sy T1-2 T2-2 T3-2 T4-2 T5-2 T6-2 T7-1 T8-2 T9-2 - T11-2
714 2 2 - - - - - - - - -
RIU | gge [ 22y - - 7 2 2 2 - - 2 - -
7ted - - 2 - - - 1 - - - 2
ki3 15 QRmE 7]k HOtha] ¢
Table 15 Establishment of security measures based on location mapping
_(?J AlAE] 717
9 EMS DCS 2 SCADS DAS RTU
= 25| 3EA ATHA| 20HA| 3EA| 4T 28 A 3EHA| 4T 25 A A ATHA|
1 - — - - - - - - - - - -
*SR3-3 *SC3-3
#SR4-3 | *(SC4-3)
) ) . ) . ) . ) . ) T1-2 SR6-2 SC6-2
T2-2 SR7-2 SC7-2
7] SR9-2 SC9-2
g *SR15-3 | #SC15-3
4 SR3-3 SC3-3 SR3-3 SC3-3 SR3-3 SC3-3
SR4-3 (SC4-3) SR4-3 (SC4-3) SR4-3 (SC4-3)
5 T1-3 SR6-3 SC6-3 T1-3 SR6-3 SC6-3 T1-3 SR6-3 SC6-3 . ) .
T2-3 SR7-3 SC7-3 T2-3 SR7-3 SC7-3 T2-3 SR7-3 SC7-3
SR9-3 SC9-3 SR9-3 SC9-3 SR9-3 SC9-3
SR15-3 SC15-3 SR15-3 | SC15-3 SR15-3 | SC15-3
1 - - - - - - —- - - - -
#SR4-3 | *(SC4-3)
T3-2 *SR5-3 | *(SC5-3)
T4-2 SR6-2 SC6-2
2 - - - - - - - - - T5-2 SR7-2 SC7-2
T6-2 SR8-2 SC8-2
=} T9-2 SR10-2 SC10-2
2| *SR15-3 | #SC15-3
= SR4-3 (SC4-3) SR4-3 (SC4-3) SR4-3 (SC4-3)
T3-3 SR5-3 (SC5-3) T3-3 SR5-3 (SC5-3) T3-3 SR5-3 (SC5-3)
T4-3 SR6-3 SC6-3 T4-3 SR6-3 SC6-3 T4-3 SR6-3 SC6-3
3 T5-3 SR7-3 SC7-3 T5-3 SR7-3 SC7-3 T5-3 SR7-3 SC7-3 - - -
T6-3 SR8-3 SC8-3 T6-3 SR8-3 SC8-3 T6-3 SR8-3 SC8-3
T9-3 | SR10-3 SC10-3 T9-3 | SR10-3 | SCI10-3 T9-3 | SR10-3 | SC10-3
SR15-3 SC15-3 SR15-3 | SC15-3 SR15-3 | SC15-3
] SR6-1 SC6-1 ] SR6-1 SC6-1 ~ ] B ] SR6-1 SC6-1
U] T ) srie-1 | scie-n | 71| sri6-1 | (sci6-1) 71| srie-1 | (sc16-1)
Al 2 j ~ ] j j j B j ~ T3-2 SR6-2 SC6-2
A T11-2 | SRI2-2 | (SC12-2)
b -5 | SR2-3 SC2-3
5 T3-3 SR6-3 SC6-3 T3-3 SR6-3 SC6-3 T10-3 | SR6-3 SC6-3 . } )
T11-3 | SR12-3 | (SC12-3) | TI1-3 | SR12-3 | (SCI2-3) | yj_5 | SRI6-3 | (SC16-2)
SRI2-3 | (SC16-3)
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AAldE FAIsE shetl =A0] QU &, AHAS AMojAl~
19 {715 Y, Vs 58 EUE AlLE E AOHLIH
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ZAAE FAISSIICE
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