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ABSTRACT

Recently, drones have been used in various field to overcome time and space limitations. However, single drone
still has a lot of restriction on transportation wight and travel time. Therefore many studies have been conducted
to increase the utilization by swarm of drones. Many things should be additionally considered in order to operate
swarming drones securely. Especially the group key management is a challenging research topic in tactical domain
due to existence of adversary that has anti-drone skill. In this paper, we proposed an efficient group key
management scheme for tactical swarming drone networks where an adversary equipped with anti-drone skills
exists. The group key can be updated with a small number of message exchange compared to other convenience
schemes. The numerical and simulation results demonstrate that the proposed scheme manages the group key

efficiently and securely.
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Fig. 1. Procedure of group key management for a
newly arrived node
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