Journal of the Korea Academia-Industrial https://doi.org/10.5762/K A1S.2018.19.11.303

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 19, No. 11 pp. 303-309, 2018

IoT 3FAA A A 7|k AA B35 QA5 7|
o]-ﬂ“&]l* o]] )
gl AT Ego) gty 2 rsta e Tk}
Mutual Authentication Method for Hash Chain Based Sensors in IoT
Environment

Kwang- Hyoung Lee", Jae- Seung Lee’
'Dept. of Software Eng., Seoil University
’Dept. of Computer Science and Eng., Soongsil University

2 oF AERQIEY 7)Ee RE AMES Y ddsta 45 A4k XNTd AuaR FAX G g Bae g2
AIA = glel A o] Huto] s e, T w2, HIIZE A ele] RUEY & vz woll &8 b 71€o]u} AR, mE
717150] AEdlel Az el l we}, Hek HopE o] 8ok TRt T A0% AAA Sdolu AAME % 5 THE vs)
& WA A7 o, 35 o8 MuaL AR HAe] Ao T AS o8 g A1 Fs A Wgﬂ  9lek wet
A, Alkals el AE A BgellA sATAIQL 71Nke] SKey7|ES A-gato] tute] 23t A5l 7] A Al 5

Sl AERIT Uil el A stk Aljkehe ZREES o]

o AR EAFORA T BNl T e BE
o) A g 7P, 0T B304 # Lelzl #42 A

B

oft

34, 7§74, dole ¥4 Sl hge

Q= =1

i O‘_N
)
f

o
2
of
r
=2
_IN

Abstract Internet of Things technology is an intelligent service that connects all objects to the Internet and interacts
with them. It is a technology that can be used in various fields, such as device management, process management,
monitoring of restricted areas for industrial systems, as well as for navigation in military theaters of operation.
However, because all devices are connected to the Internet, various attacks using security vulnerabilities can cause
a variety of damage, such as economic loss, personal information leaks, and risks to life from vulnerability attacks
against medical services or for military purposes. Therefore, in this paper, a mutual authentication method and a
key-generation and update system are applied by applying S/Key technology based on a hash chain in the
communications process. A mutual authentication method is studied, which can cope with various security threats. The
proposed protocol can be applied to inter-peer security communications, and we confirm it is robust against replay
attacks and man-in-the-middle attacks, providing data integrity against well-known attacks in the IoT environment.
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Fig. 1. Initial design based on hash chain
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Fig. 2. Sensor Node -MN Authentication Protocol
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Fig. 3. Sensor-MN Communication Protocol
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