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In recent years, there has been an increasing number of ways to distribute document-based

malicious code using vulnerabilities in document files. Because document type malware is not an

executable file itself,

it is easy to bypass existing security programs, so research on a model to

detect it is necessary. In this study, we extract main features from the document structure and the

JavaScript contained in the stream object In addition, when JavaScript is inserted, keywords with high

occurrence frequency in malicious code such as function name, reserved word and the readable string

in the script are extracted. Then, we generate a machine learning model that can distinguish between

normal and malicious. In order to make it difficult to bypass, we try to achieve good performance in

a black box type algorithm. For an experiment, a large amount of documents compared to previous

studies i1s analyzed. Experimental results show 98.9% detection rate from three different type

algorithms. SVM, which is a black box type algorithm and makes obfuscation difficult, shows much

higher performance than in previous studies.

» Keyword: malware, PDF, machine learning, java script, detection

O

ne

_>|i

b ®

[ ofm
:?é

s

B

S
2 o X
i 10 12
o of ox O

)
&
ol
N

oH

o 1
:?L

o e

)
o ok

o mn
=
ot

o
©
2,
ol

o
el

M
s

Pﬂm

N

-/

4o £ 0N
o, f

o Nlﬂ
ot _lm =

ofo
fein
o

Introduction

ot Aol =Sl A BA B 0% An % 5¢ ZHow
A% Felslel BAgel BAG S T ol ¥4 W) 18 I8elel B4 bl mm gl
SR e, A 48 el oz oty

Egleks APIE 94 RSP € olE

g s4sto] oMEEE K
3

’\«401«4*](Spear ph1shmg, 2o FAT) oA olmde] Yro
59 ot ohd 530S BAoR 8 A
5 (Watering hole, AR} o1& &4 o1} Hoo= &

| 2AA wlEstn e S 3l A =2 f¥sa ot

24 31900] AP ol§3to] FA13

EIHH‘/} A WHEskeE At
FE EAA BRI
. = AANA AL
<] ¥wiel PE(portable executable) 39S %j
3

_IO —{E ol:o
> ob
};I 32 7

* First Author: Ah Reum Kang, Corresponding Author: Jiyoung Woo

*Ah Reum Kang (armk@arkang.net), Dept. of Big Data Engineering, Soonchunhyang University

*Young-Seob Jeong (bytecell@sch.ac.kr). Dept. of Big Data Engineering, Soonchunhyang University
**Se Lyeong Kim (srkim@kisa.or.kr). Korea Internet & Security Agency(KISA)

sk

Jonghyun Kim (jhk@etri.re.kr). Electronics and Telecommunication Research Institute (ETRI)
*Jiyoung Woo (jywoo@sch.ac.kr), Dept. of Big Data Engineering, Soonchunhyang University
***Sunoh Choi (suno@etri.re.kr). Electronics and Telecommunication Research Institute (ETRI)

* Received: 2018. 10. 01, Revised: 2018. 10. 30, Accepted: 2018. 11. 01.
* This work was supported by Institute for Information & communications Technology Promotion(IITP) grant

funded by the Korea government(MSIP)

(No0.2016-0-00078, Cloud based Security Intelligence Technology

Development for the Customized Security Service Provisioning) and also supported by Soonchunhyang University
Research Fund (No: 20180121).



86  Journal of The Korea Society of Computer and Information

20163 8EHE
o 24 ) 54 9% 9
a

=2 o sl a3z
= A

,d
off
_>,i
il
N
o
o2
>,
)
K
o
N,
N
2
o o
fru
2 18 8

]z 75]— 7H ]Uﬂ ET: 1__ ]‘:Hg_];
5250 ﬂ 1:h:]—x]--§— Asle] FH oz Ak

19, oo o
o O oo du ol Rl oox ox 2

(CVE-2013-0808)< &-831311L, o] #2FH-2 encapsulated
postscript(EPS, 11¥ 49 QS FA o7 o= od ¥4 1t
2o ued geFo] A3 HEY w3} W whalef o]uX &

Al A 9w d4e deR skl
1

#H 9l 2017h4 5 ’l‘lﬂ’\} HAlolek= A 2
oA AdH Ziiﬁi 7HgE oM EAE f
gk Abglolth, HE-H A Ul = H5ke] Alsl] el Hgt
AT AV F3E 2= 49, oM OLE(Object Linking and
Embedding) 7} s}elo] A5 et FEE 1A S 4 9=
C&C(Command & Control) AlHe} A& kA Hr). C&C
A A7 dshs TAS TS A0 HES W

ZAY MJFEE Alofel= AHE Heith

2017'd 2¥oll= T oHA R g o I A7
1S F3l FEseE AR SAESIT AR EAE
O_Ldja]'jl—gl,‘_ PC7]‘ ;Gy_ E]—‘H [ IS :/Eoﬂ 7]—0:1Q‘— HV\1O]E]— o_'L/\E)]

seE HoPE o8 4

o

A7} 0M71 wiol 71

: 01%— 228 Hh e s AEH

g 3lth. PDF #4¢]

FEohe A9 Jdy

o] grh HA 9 A= A TEH 548 o %

st 9lom, 1 47 AN Hhel, H Ao M B9
TR ol A9l oMY A ERNH HAE IS 5E

FEote] nrk Au g R AN Ho.

1o,
BN
fr
-z
o T

[I. Related Works

Ty oM 3142 Microsoft Office, Adobe PDF, 3=}
2 2 ae] FoHou A Y FRe] FHFHE o8
QA IRl AAY Folu W= ob

A 71t} Microsoft Office #d9] 4% =3t 0
AR G Yo egI=E AU &

A 7FsAde] EAIHH Microsoft Office Z2 1344 A5
dh= 715l WARE Akl oY A9lE FUKE S ol
= HWP 3t €] 74, mIARE el nga ol e] o]
ElE ey HWPelA AR e 2Efe F718
ek ofel whe} £AE obd s BAskaL, AYs Ads
7] 918k ofe] 74A] A7k g Qi

MY oMdase o P9 AEE Y % gA=ED,
UEH A, TeA2e] dxlelA A8kl a9 ARE 7
Hho 7 gAshs A, A9 HeRS EA kAL Ui 2 o
4l HHE BT A, M IE vlolde] ddukel

5l e frAREE Hlal

o] slth
o] F8 A9 A

r
¢

2
b
i
i
E
=
rsh
fo
iy
e
%

s
a

19 e

O_L—‘J

HJ ol[‘[

o
£
)
to
i
o,
s
)
T
Sl
o
ot fr

Laskove} Srndic [119] A& BA Add Af~ay
FEote] A=E ETssle] 54R o83l
219 A= vlEdolE9F A o] 2
of et 545 o]&stt wEtdo|H &2 Stream:  7HA<]
T, Al A A 7, viE dold $4 - 72 F=o B4
3 B ool A] - Zbzke] 7] B Q)] ol ¢1xd W
W, A - g5s A FE ol &skitE A 5ES
Count_font, count_javascript,count_js: “/Font”
“/JavaScript”, “/JS” ®A]9] 912BlA 4= Count_stream_diff:
FA9] Aol
/\]9] ] #1A1, Image_totalpx:
RE oln|x|e] E HAlo] 3t Producer_len: HEMOJE 7]
Ae TA 4, Count_obj: “obj” JAl9] Q€A
PDFid0_mismatch: PDFid0 k9] a1 Qlx®lA (Uit
2 D), AA 419 A7]el oigk HolA]  HjES o] &3}
ek o] AFE FgdoA F& T 54N ol Ve &
A(count-stream_diff) & ARESIREH, & A= F
%A Ex]oﬂ S E;q] A oﬂ.é_ Euq onAE & /qg]

EE
—_=

Smutz®} Stavrou [

“stream”¥  “endstream” QB

Pos_box_max: WFA9} 3=} 3%

Ho}h g .T_’TSL E4o] EEHES sGith

Srndic9} Laskov [3]9] ¢4+ PDF parser &
PopplerE o]&3}] AHIAAHES 23531, Mozilla AFlA]
W38tk SpiderMonkeyS AHE-, Tokend}ste] o]& Ed =z A}
B39it). o] AT AMAIHEE XA 92 oA A
& gAA E3he dAE 7RI

Lu 9 [4]¢] A& 4 248 B3 AAagES A3
AlZ1a, 1 ¢ke] opcoded FE3to] EA R ARE3I3ATEH

Corona 9] [51¢] A o AMIAAHEE BA| 5= H]
WA Zreks WS ]"]E}J—Z} kA HE 7]Rke] PDF o
Az =9} dut PDFE 1 A% gelo] thE2rh= Ho| zols)
Ak APL R=EE ]H}Oi AT HE EAskehs WS

olgte] wal el 9 Hlolez AL

AN

rlr



Detection of Malicious PDF based on Document Structure Features and Stream Objects 87

Srndic®} Laskov [
2 ARSIl o E
Tt

Li 9] [7]1¢] A= P
Egﬂm 31 ARE
e, Ak
T 54= o3tk ‘d%ﬂ%] l"f*l"‘?:g 3| %3}5’—, X}t‘}iﬂ
HES Y&& ’r‘:]% TAgk

Khitan ] [8]& 2]
AL 713’910}04 PDF #919] malware® Zrohll= Wi
Akttt of7) A ARE-SF WHE }

619 A= PDFY #7119 238 &
S /OpenAction/JS 59 Bj19] %%

o mﬁ

jured)

PDF oﬂtﬁ
ﬁ} 0% X}H}’\ﬂa‘f«] T

HX—WE z%_u;_ AyS 2z

(=St}

b O
o ool
4
Y
<t
o
s}
@D
B
o8]
(@}
=
o
i)
ne, -
>
>
jiAs

Zhang [10]¢] @?L PDF 7]wt dAzm= &Bx2 93]

MLPdfa} He]= MLP 417 Sl
< Alekslgith MLPAf = Eil" =g e ES

:LEHQO*E UAE A zh= gy dags
°F 105,00071] ¥4 = ool
A dolg Alelx 14 5AE FEIh B7F A=
0.08%9] false positive?} 95.12%9] true positive H] &S H
At

Torres®} Santos [11]19] A7 AWRAITHEZF Ugd
PDF A oA g zm= &xof digk 717 <5 7S A3t
o] wpole]s WAl A= W Fah 2 7] =
o7 wee & Oihxl o] -5 Eelsh=
T3k malware BEA|A|A ofE] 7 =
aEF ko] vul Aol 25 AA ok dAukEl Ans
&3k

Matiorca ¢ [12]% PDF 3} 9]

Mel 774 PDF A&} 7,37070] <}
7} A¥R= PDFOIA] okl A9l Z}t‘}i

ATE 7189 A7 SRS SEstaA Ankaay
Eo] xgojiel AAgle] thdet 54S o]&sto] 317} of
2l 94 dagFE AlAlstaak gk

lll. Proposed Model
1.1 PDF structure analysis
PDF&= U AREA7F ARGk 7] o] 9]e] vdt 7]

AFsRee, o] F Shp} AhsARES T e
7t % g 7olw, M TEE olF okgsks 247} Bt

PDFE thh 22 74 948 7

» Object: PDFE Hlo|E 2HAE

* File Structure: 3 T3 QHAE A%, Ht, ddo]
EARE ¥t s

* Document Structure: Al FZ5= ojg] QHAE o]
AE st wi Aol tigk ARE Al 9l

* Content Streams: %EﬂE 2Ed, A9 9} 1y

=] [
84 Adgske = 9 s

=

PDF Y +z5 Auwd, 18 191423 Header, Body,
Cross-reference table, Trailer® A% o] St}

Body

Cross-reference table
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 Cross—reference (xref) table
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Fig. 5. benign (above) vs. malicious (below) file
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1.2 PDF feature extraction
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* PDF 5] 7]
- Afolz, WA
« PDF J], ?‘J_ 2 \:ﬂ x]_ﬁ]_/\iaE /\Lol ;qy_ (47H)
- ASCIIHex, Flate, ASCII85, JAVASCRIPT
« PDF 94 jo] 8 7]9)= Ax (437))

- obj, endobj, stream, endstream, xref, trailer, startxref,
/Page, /Encrypt, /ObjStm, /IS, /JavaScript, /AA,
/OpenAction, /AcroForm, /JBIG2Decode, /RichMedia,
/Launch, /EmbeddedFlle, /XFA, /Colors > 2724, /Type,
/Catalog, /Version, /Pages, /OpenAction, /rovers,
/abdula, /Kids, /Count, /S, /Filter, /FlateDecode,
/Length, /ASCIIHexDecode, /ASCII85Decode,
/LZWDecode, /RunLengthDecode, /CCITTFaxDecode,
/JBIGZ2Decode, /DCTDecode, /JPXDecode, /Crypt

AR (27H)

* PDF 3def Q19 s]o] Ae ~3HE ] §AE AR (777))

- WAZH: charCodeAt, fromCharCode, charAt, IndexOf,
replace, substring, split, join, push, unescape

- J0AY, 47 Array, String, Date, Number, Object,
Number, Object, length

- AXR}L 44, BRY, 2Rl var, if, this, function, return,
for, null, false, new, true, while, try, catch

- 715 2E#: app, fnc, pluglns, buf, sum, arr, num, doc,
nPage, getAnnots, subject, syncAnnotScan, proc, out,
func, info, Function, viewerVersion, array, STARTSCR
IPT, mail,

viewerType, creationdate, moddate, numPages

author, pageNum, getPageNumWords,

rl

PDE7} A3k 139 W4 5 ASClHexDecode ZE =
ASCIL 16714 Aoz <zygd dHolgE yxysic)
FlateDecode LEE ZIP due]&S 7|Hko 2 3lo] <layy
Hlo|E1E tjmg et} ASCII86Decode ZE&= ASCI 7]¥ 85
e g HolHE vadsta veldz] Holes

A8l
otfjol PDF o4 ol EAlste A4 w49 oM 419
o] e Fask 719 =9 ovE AEasich
* obj, endobj: QLEAES] AJZ7} 28 A= HL
e stream, endstream: 2EH| AF3} 28 Ak Bl
o /Page: PDF Wol &A18k= #o]x] 4= AH
e /IS, /JavaScript: AFFAAHE A|2HS A= H2

* /AA, /OpenAction: A& A&
¢ /Type: SEHAES] EIQ] AH

HoATeA= 99 22 PDF #4949 7
size$} version AH, PDF Y ¢l 2 X}H}ii%
45 471, PDF 94 o] FQ 719= 43719 24 A
AR ARSIk =g, Ak aHETL AYgE Aeddls 2
HE Ul Wasd, AW, 49, A, A
2 b 2EY F oIS oA o] B MRt He

g FEdel, Wy A5F 542 AHgagn

IV. Experiment Results

2 Ao A= 20129 2€FF 2017 3¥€7HA] F-secure,
Kaseperskey, FireEye, Bitdefender, Crysys ¢ & X<t
gAbel A =3 gk 20,093709) EAE EAEISITE 7S ATl
A A AES ol rlE] ATl e dERe] BAE

A1 A9 dolee o F4% 11,09371, 9,00071¢]
A EAE AE QT
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1.1 Feature statistics
54 a5 A o BAY BEE AR d oy 2t

Table 1. PDF Version
malware clean
%PDF-0.9 2 0
%PDF-1. 1,770 1,147
%PDF-1.0 576 3
%PDF-1.1 65 144
%PDF-1.2 71 536
%PDF-1.3 5,971 1,142
%PDF-1.4 921 2,610
%PDF-1.5 68 322
%PDF-1.6 945 1,001
%PDF-1.7 31 2,095
etc. (%PDF-, —aaa, lI*) 673 0
total 11,093 9,000
Table 2. PDF Feature Statistics
malware clean
ASClIHexDecode, # 303 0
FlateDecode # 3769 0
ASClI85Decode # 128 0
JavaScript # 5362 0
size, mean 23,310 95,080
/Page, mean of # 0.75 2
/Type,mean of # 3 5.6
obj,mean of # 11 90
stream, mean of # 3.4 30
/FlateDecode, mean of # 1.4 4.6
/Length, mean of # 3 13

1.2 Training algorithm

o] gk 7]74] 5 OL—’E]Z«]
aFgleh. ARggE Gargls W
9] random forest, support vector machines ©]-88}3ith
Naive Bayesh B9 y4s 7HAsta, g5 HlolE =
HH F el B SES SR A, 28 o]
Elo] 5o dlsf &AM et A FEe| §& T EHshe
e8] &olt} Support vector machine(SVM)2 F H-7F&5 1}
Y7 linear hyper plane 2t=d|, 7 F/F2] tlo|gdllA 71
W AN HHE Fe OL—TLE]*Z“O]E} SVME 7 o=
A TAl AR 4= 9lom dFe] HFEETL ) Edh
W2 49 feature”} ol 2 tHE Qe o] e AL
2 49A sk 248 71l e #AR A=rt dairh 1
Yy By 3% Agte] o8 Age d@He] 9tk Random
forest ¢ FL o] 7o 2A Egs %]QHP—E Eisy
ol WA ] e Wolth CART w4
tlo]gle] A2 o] 79| decision tree5S ﬂ%’\];ﬂu}.
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