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Abstract In this study, we try to detect anomalies on the network intrusion detection system by learning only one
class. We use KDD CUP 1999 dataset, an intrusion detection dataset, which is used to evaluate classification
performance. One class classification is one of unsupervised learning methods that classifies attack class by learning
only normal class. When using unsupervised learning, it difficult to achieve relatively high classification efficiency
because it does not use negative instances for learning. However, unsupervised learning has the advantage for
classifying unlabeled data. In this study, we use one class classifiers based on support vector machines and density
estimation to detect new unknown attacks. The test using the classifier based on density estimation has shown

relatively better performance and has a detection rate of about 96% while maintaining a low FPR for the new
attacks.
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Fig. 1. A flowchart of the proposed method
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Fig. 2. A graph of TPR and FPR for known attack
types
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Fig. 3. A graph of FP and TN for new attack types
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Table 4. Confusion matrix [20]

Actual
Positive Negative
- Positive True Positive False Positive
g (TP) (FP)
= ) False Negative True Negative
o3 Negative EN) ™
TP
TPR(’I‘eCLLll) - m (1)
FP
FPR(specificity) = TP+ TN 2
.., _ TP
FDS(precision) = TP FP 3)
Accuracy = TP+ TN (4)

TP+ TN+ FP+FN

precision X recall
precision + recall

Flscore =2 X% 5)
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EF1 F1 score 0961 0090 | 0920 | 0824 0.090 0910
Results for new attack R_FPR Specificity
types R_ACC Accuracy
T3-2 Hempstalk 5[15]2] 4=l digh & ®elc},
TS 2% 9 ~(target class)@ 1 skt 2% Fj20)
Table 6. TPR, FPR, accuracy, F1—score of one—class =
’ o ’ 3 Z3 glo|E = FolA Aot Ao = AN F
SVM according to nu parameter. R AR ol A A= g 2
gizo) sttt A= <lF S8 X(artificial class)gha
nw | TPR | FPR | ACC Fi__ [ RFPR | RACC Sxl o]T Lal A 2z By o
045] 0711] 0145] 0827] 065 o046 osea]  OoP 81% SElAE AR ¥ (reference distribution) &
046] 0699| 0110| 0853] 0650] 0444 05% AbgEte] ST X shbe] O1AEIAZ LpEpWith
047 0.685 0.037 0.909 0.745 0.442 0.558 P(XIA) = &i %:—1_:11_94 =k SPT(den31ty function) O]
054 0544] 0026] 0890] 0658] 0320] 0680 th. P(XIT) & 58 Fexo] 3 dx 424 3
0.55| 0.531 0.026 0.888 0.648 0.318 0.682 J_Z]— o]—** 75_‘4_011;}_
05| 0520| 0006| 0%1| 0673 00| 097 _ N .
057 o0498] o004 0899] 0657] 0030] 0970 22~ FE  F(class  probability function)$!
058| 0481] 0003 0897] 0645 0016] 0884  p(7x)= otrir A1 A Bt Hlo]E =i
sh5ek Zgl2 85 F47](class probability estimator)
) = 3] S22z mylEl g
Table 7. Results of one—class SVM according to nu = ARkl of dE Wrket AUt dlrh
parameter. g3 7o 3k UE s AAlelE HEHS Ho
nu | ETPR [EFPR] E ACC | EFi | RFPR| RACC Tk 2U2 2E 49 P(TIX), % 22 0% 3
045 0.711 0.119 0.846 | 0.657 0.476 0.524 o] P(XIA) 1;% P( )7}- _Z,_oﬁzg\v% HH, P(XlT)lE %E
0.46 0.699 0.083 0.872| 0.69%4 0.444 0.556
= [$) [¢) =2 zlgl= o =S 1
047| 0685 0004| 0931] 0805| 0442| 055 Zefzo] @ JAx'AE #Este AR FE(prior
probability) S UERATE Hlo] = o2& 2 &b
0.54 0.544 0.003 0.903| 0.700 0.320 0.680
0.55 0.531 0.003 0901 | 0.689 0.318 0.682 P( ﬂX) = P(XIT)P( T) o] l:}-
05| 050| 0002| 0899] 0680| 0053| 0947 P(X)
057 0.498 0.002 0.894 | 0.661 0.030 0.970
0.58 0.481 0.002 0.891 | 0.647 0.016 0.984

Table 4= H7}A %] &5 3 & (confusion matrix)[20]

S e A 153E A 5= ASHIIE 93 A=
UebdITh Table 55 A#ol AR8-3F SA X ol T3t Al
W-&-& 1t} Table 6-‘% Table 714+ 71& 24853
o tigk &4 et At s AFEol i B4 Ass

H] a3k e%‘ﬁﬂroﬂf‘i LibSVM 7|9t} &4 S
SVM 282 7]&E AR st 94 e 22 452
Holih At 54 S 2 g As

o] E-F(two class classification) A3l A, X¢] &
=

E2 4E Fg~ 2P /1A X9 3 o' AE HA
i Ssolth A A thest 2ol wE 4 9o
_ PXIT) P(T)
PUIX) = B0 POy + PO PCA)
Wl 2ol wol ALEal el BE 2ol
A= e PXIT) ol dis] Foh $41 2259



)
o
ok
Al
alo
odt
L
jo_\‘
Hn

A A9H ALS

ol Qle F2 3 P(XT) 9 BHE F& 93
o2 Hulth
PXIT)P(T)P(TIX) + P(XIA) P(A) P(TIX)
ZP(XIT) P(T)
P(X14) P(A) P(TIX) = P(XIT) P(T) -
P(XIT)P(T)P(TIX)
S Fo) P(XIT)E Zehn Uuae Fwos
WY owe masa RRo P(T)E REar)
P(XIA) P(A)P(TIX) _
D) P P(Tx)  PAIT)
 P(X14)P(4)P(TIX)
POIT) = 5 = plaiy)
% 2ot el W, P(A)= 1- P(T)
o 2t} T Aelahy,
p(ir) = SIS pxta) oy

A Tl &3hs s~ o o] F4
(estimate)o] 22, P(T1X) 9] & 7t Fefl»~ 3E >
A7)(class probablhty estimator)Z 53171 $13 o|™

RUN R =]

Fig. 4= LibSVM 7]dte] oo
Hempstalk 59 ¢ 2~ £77]5 v
= *Q“EH’\ SVM9] nu S EE HSkA 7=
< sl 215F Aol g FPRe] Hempstalk 52
Ff~ 3?%7& AL&3E A3 FPR¥Y} AR 74
Q& A3E vudth 43 23= Hempstalk 59 ©
A FYx l"ﬁ_re 71& AMEEE ARe] Asol 45%Hs
o] Hempstalk 59 57 23S 2% 7]

B TS AL 49 47 Astolrh

==

Ha2 s ol——;p/]zo Z—]%E}— 2= 0 ];}_
=

=

o

One Class SVM(LibSVM) vs. One Class Classifier(Hempstalk et al)

1.000
0.900

0.800
0.700
0.600
0.500
0.400
0.300
0.200
0.100
0.000

PR R_FPR R_ACC

B LbSVM1(nu=0.55) = LibSVM2(nu=0.56)

Fig. 4. Performance comparison of one—class SVM

(LibSVM) and Hempstalk’s one—class classifier
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