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Abstract As the smartphone and mobile environment develop, the time and space constraints for individual work
performance are disappearing. Companies can reduce costs and expand their business quickly through cloud
computing. As the use of various cloud expands, the boundaries of users, data, and applications are disappearing.
Traditional security approaches based on boundaries (Perimeter) are losing their utility in the cloud environment.
This paper describes the limitations of existing network access control (NAC) in a cloud environment and suggests
network security technology that complements it. The study explains the SDP and combines SDP(Software Defined
Perimeter) to overcome the limitations of NAC, while at the same time explaining its role as a new framework for
supporting the cloud environment. The new framework proposed in this paper suggests a software-based network
security solution that supports physical and software parts, providing identity-based access control, encrypted
segment management, and dynamic policy management, not IP-based.
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Table 1. The Treacherous 12

Major Threat

(severity order) Description

Sensitivity information leakage by mistakes,

data outflow vulnerabilities, etc.

authentication and Data tapping by unauthorized access, and so on

permission
, Bypass of the management interface and
interface .
malicious attempts, and so on
. . system Permissions and data hijacking using
Fig. 1. Cloud Introduction Effect and Reason vulnerabilty | vulnerabilities
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intelligent threat [Loss of control by APT and so on

data loss Permanent loss of data due to disaster

insufficient due

diigence Accidental damage caused by improper use

misuse and abuse |Misuse as a stopper for spam, phishing, etc.

Availability Infringement by the use of malicious

denial of service )
excessive resources

tezmgfggy Security concems due to the sharing of assets
vulnerability (platforms, etc.)
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Fig. 2. Cloud Access Security Broker
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