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Abstract Recently, a wide variety of IoT environment is being created due to the rapid development of information
and communication technology. And accordingly in a variety of network structures, a countless number of attack
techniques and new types of vulnerabilities are producing a social disturbance. In May of 2018, Talos Intelligence,
the Cisco threat intelligence team has newly discovered 'VPN-Filter, which constitutes a large-scale IoT-based
botnet, is infecting consumer routers in over 54 countries around the world. In this paper, types of IoT-based botnets
and the attack techniques utilizing botnet will be examined and the countermeasure technique through EXIF metadata
removal method which is the cause of connection method of C & C Server will be proposed by examining the
characteristics of attack vulnerabilities and attack scenarios of VPN-Filter.
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Fig. 5. schematization by attack stage
Z9 U A ASEAE 197 7o) Aeiud ol
A 3248 Alo]El "Photobucket.com’ |4 EXIF €}
dolEl7} g ojnlx HAL e RS ARaL o

g 7o) GPS BEE 4 0}04 7}74 717k A9 C&
C ServerA IPE 24 2 A4S AE3t) Az A
& 79 ‘toknowall.com' o] 4] 72 W20 & A A gkt
o] 7 7 W B A A9 gy st <
25 we 54 EdA d2S drlsie g7 2 A
C&C Server A2 AlLdit},

20 AL 19415 F3) siE¥ ‘VPN-Filter' 7} 4

10
o

AAR FAE hs RO A8,y MR 9 5, |
A7 W A w A 24 T dubHl X Y
71%G& shat glvk =5k 54 ofgsime] - Aol 3
Ao 2719 AHoR dofpal o g S AHH
8 vl vplAl7]E AR 716 SRSkl glek §hA
RH B 2e] epdEEe) Vs AR A AR TS
°of fli= epdsEehL s AR A WEE Y
s QAE alF o] EAE dod £ e Aew
FAH L QI

P 3l 20 e Ee] Qo RM, 2
W I MEe] Vs FUket] S vt
4ol 7FsstA dvh dAZEA] wE E8 a9l §)
ApOlE AHA =8, Modbus SCADA Z2EE HUEH
o] HA¢l B s sk w7l Ay, 29 oS
=9 Tor SAl& A ehs $4 a2 277} iy

u

St} 3HARF ‘VPN-Filter' & #H713F Talos ®oll 2lsha

e Bhel Fealel EASAW, WA 2
Aolehts B slo] oW Aol FAOE ST 9
HYA opTE mEd,

3.2 VPN—Filter 24 <
"VPN-Filter':= A& {18 Yl botnet& 758k
=9 dF o7 AR £} Alolw BA EFZ e

4 oS
SE SL
o N,
= Olf
o |
ofl MY
_Ml, M o
0]
ol
r ;%
o X
0_>L'4 ol
. Pn
I
rlr
12
ooz
Ol-(Tl H-!
2L lg
SRS
o
[UiO > _]O
- ro —
e o,
oo R

=
=
g
rlr
br
i)
olr
2
52
fd
i)
S
:CI)L_tl

6 o= o L =l 44+ A
1 aAA) shefe] YE BUAT AxebE FASH 2
o] F& Bajoln] 374 J)Fort FAH AU F
stz ARG F3, b, MEAY| T ASH ol
FeA oz AR o= delt Y Fulel )
o AolE Qo 4 ek AolA vhs AA 99

0 X9
=4 XK
g0
=
o
2
oZ
2
N
s
=
o
XY _‘Z,_\

o2 >

o
:CI)L_tl
oo omn 2 2

fog oy

7
Ast= AL Brlso 7}7{}7] wseol w2t

4. VPN Filter 32 o]-27]H

‘VPN-Filter’ & AFd ] WA817] $8iA 28] 74
o] ATk ALA sfof st=7toll A Lotry 3t
o,

Al Ao A 1R 3 37b 4
< F3lo] A4S A== EXIF WEldlolg 248
AR xebate] C&C Servere] G4< o7 o 24
Ao]@o] w7 = AL kx| sl= WAL A A5t A} o

RN s

C7} EXIF "lEtdle]lHE &
= EO] AFR9] GPS ARE ETiE
U ARE A5 717k C&C Serverd] A4S



AFZCIE Y 840 A2 VPN—Filter malware 7]<=3 &4y 235

- IMG_0085.PG Properties

General | Security | Details

Property Value o
GPS
Latitude 36; 6; 48.360000000000585

Longitude

Fig. 6. GPS data in picture files
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import piesif

filename = "sanple.jpg”

data = piexif.load(filenane) # Dict with netadata
piexif.remove(filename)

empty = piexif.load(filename) # Mo metadata

Fig. 7. Example of a simple EXIF metadata removal
python program
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