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Abstract While cloud services are expanding, many users are having difficulty in adopting cloud services. This is
because there is no information as to which cloud services can be trusted by users. loud service level agreement
(Cloud SLA) is an agreement between cloud service providers and cloud service consumers using qualitative and
quantitative indicators including quality and performance, etc. of cloud services. In this study, we propose a
framework for cloud SLA that can be applied to the domestic cloud industry to improve service levels for cloud
service providers and to protect users and also derive the detailed components of cloud SLA applicable to the
domestic cloud industry using the proposed framework. Through this result, it is expected that the government will
utilize the policy to enhance the reliability between cloud service providers and users under “the Act on the
Development of Cloud Computing and Protection of Users", and eventually to activate cloud services by improving
the quality and performance level of domestic cloud services and building a user trust.
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Act on the Development of Cloud Computing

and Protection of Users{Act

Mo. 13234, 2015)

[Article 23]
Quality & performance
criteria of cloud service
(Official announcement

by MISP)

[Article 23]
Information protection
criteria of cloud service
(Official announcement
by MISP & MOGAHA)

[Article 24]
[Article 22] Standard
Interoperability contract

(KCC, MISP, FTC)

Guideline for quality
and performance
criteria_of cloud service

Guideline for Security
certification of cloud
service

Service Level Agreement{SLA)

Establish the private-
oriented measurement
and evaluation system

Check security
compatibility

Provide reference framework for the
private sector

Fig. 1. Legislation System of the Cloud Computing Act for User Protection
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Management elements for operational
execution

Configuration and

change management Operation management

Performance e
management Disability management

Security management Backup management

User support
management

Computer room
management

Operation outsourcing

management Budget management

Fig. 2. Ten management elements for operational
execution of information system management
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Management elements for cloud SLA

Cenfiguration and

change management Operation management

Performance and

quality management Disability management

Security management Backup management

User support

management Other

Fig. 3. Management elements for deriving cloud
SLA components
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Table 1. Management area and components
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Management
area of cloud Components of cloud SLAs
SLAs
Configuration ) - -
capacity, reversibility, termination, management
and change
system
management

availability, capacity, performance metrics, support,
) service reliability, authentication/authorization,
Operation ) o ) ) e
logging/monitoring, audit/security verification,
management I ;
management system, accountability service, data
classification
Quality and ) ) )
response time, capacity, performance metrics,
performance , I -
service reliability, data portability
management
Disability , L "
management logging and monitoring, vulnerability management
authentication/authorization, encryption, security
event management/reporting, audit/security
) verification, vulnerability management, governance,
Security L , L
data minimisation, data lifecycle, restrictions on
management

use/storage/disclosure, responsibility, physical
location of the customer's data, intervention,
personal data protection
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availability, reversibility and termination processing
user data, mirroring/backup/restore,
data lifecycle, data portability

Backup
management

User support
management

support, reversibility and termination processing,
purpose description, openness/transparency/notice

other -

Operation availability, scalability, service level reporting
management

Quality and Service availability, service scalability, service
performance ,

level reporting

management

Disabilty Service failure
management
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Table 2. Management area and components of

cloud SLA of CSCC

Management area

of cloud SLAs Components of cloud SLAs

service content, service scalability, service
architecture,
termination of a contract

Configuration and
change management

security, privacy, security governance, security

Security management audits

availability, fault, data backup/recovery,

Backup management termination of a contract

r ) )
User support customer support, service level reporting

management
other -

3.2.3 “ISO/IEC 19086—1:2016 Information
technology — Cloud computing —
Service  level agreement  (SLA)
framework — Part 1: Overview and

concepts[12]”
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Table 3. Management area and components of
cloud SLA of ISO/IEC 19086—1
Management
area of cloud Components of cloud SLAs
SLAs
Configuration and| Cloud SLA components (agreement services,
change Cloud SLA definitions, service monitoring, roles and
management responsibilities)
Operation I - ) L
availability, resiliency, service monitoring
management
Quality and performance of cloud services (cloud service
performance , : ) I
response time, cloud service capacity, resiliency)
management
N service reliability (service resiliency/fault tolerance,
Disability ,
customer data backup and recovery, disaster
management
recovery)
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privacy, information security,
data management (Intellectual property rights (IPR),

maii%irgent CSC data, CSP data, account data, derived data,
data portability, data erasure, data location, data
examination, judicial approach)
service reliability (service resiliency/fault tolerance,
customer data backup and recovery, disaster
Backup h o )
recovery), service termination (data retention
management

period, log retention period, service termination
notification, asset return)

User support

cloud services support
management

compensation, accessibility, cloud service features
other and functionality changes, governance, certificates,
certificates, audits
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Table 4. Management area and components of
cloud SLA of TTA
Management
area of cloud Components of cloud SLAs
SLAs
Configuration and
change resource efficiency
management
Operation operation management,
management | availability, resource efficiency, service satisfaction
Quality and T )
availability, time responsiveness, resource
performance . , , , ) .
efficiency, service handling, service satisfaction
management
Disability - . ) )
resiliency, service satisfaction
management
Security security
management
Backup availability, resiliency
management
User support user support management, service handling,
management service satisfaction
other -
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2011d WEEA9 LB (KCO)ol A 7t “Fehe-=
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Table 5. Management area and components of
cloud SLA of KCC
Management
area of cloud Components of cloud SLAs
SLAs
Configuration and SLA objectives, service content, conditions,
change scalability, service structure,
management termination of a contract
Operation availability, scalability, service level reporting
management
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Quality and
performance availability, scalability, service level reporting
management

Disabilty disability
management

Security )

security

management

Backup availability, failure, data backup/recovery, service
management contract termination
User support customer support, service level reporting
management

other penalty (damage compensation)
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Table 6. Management area and components of
cloud SLA of Ministry of Government

Administration and Home Affairs(MOGAHA)

Management
area of cloud
SLAs

Components of cloud SLAs

service objectives, target and scope, duration of
agreement, agreement management, service level
management, revision and modification of
agreement, cancellation of agreement

Configuration and
change
management

Operation

service availability(MTTR, MTBF),
management

Quality and
performance
management

service availability, service performance (average
response time, maximum response time exceeded)

service failures (determined time of failure, average

time of failure, rate of identification of the cause of

disability, maximum number of time-out for failover,
total number of failures)

Disability
management

security management (number of security
breaches, number of security violations, rapid
reporting of breaches, rapid resolution of breaches,

Security
management

intrusion detection rate, and periodic preventive
inspection rate)

Backup
management

data management (backup Compliance, data
recovery time, data recovery success rate)

User support

customer support (average customer request
processing time, customer request processing rate,
timely service request processing rate, change

management | request processing rate, error rate when applying
change, resource allocation compliance rate, and
service satisfaction)
other -
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Table 7.

Management
cloud SLA of Ministry of Science,

components  of
ICT

area and

and Future Planning(MSIP)

Management
area of cloud Components of cloud SLAs
SLAs
Configuration and
change availability, scalability
management
Operation availability, scalability
management
Quality and " " S
performance availability, scalability, reliability
management
Disability reliability(service recovery time)
management
Security B
management
reliability(service recovery time, backup interval,
Backup : )
backup compliance rate, backup data retention
management ,
period)
User support service support(service support system), customer
response (customer response system, customer
management ) ,
complaint handling system)
service continuity
other ) e "
(service provision ability)
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Table 8. Steps to propose a framework for Cloud
SLA components

Step Contents
1st step Setting the review range of Cloud SLA
ond step Proposing a framework for deriving cloud SLA
components
3d step Proposing cloud SLA components through expert
groups
4th step Proposing final cloud SLA components
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Cloud SLA Framework

1st Step : SLA
components

Cloud SLA components |

Division

Large category Middle catergory Small caterogy | Required | Optional N/A

2nd Step : Applicability by service sector

Saa$ Paa$ laa$

| 3rd Step : CSP & CSC review

| Service Provider Service Consumer

|[Required [Optional | Reauired | Optional [Required ‘Optional | Reauired Optional Reauired Optional

Avaliability rate i [s] [s] o
Avaliability MTTR | o o [ 5] [ 5]
MTBF I o o [5) o [5) o
Performance response time 5] [5) [5) 0 5] 0
— ::;n'n:. of concurrent | o o o o o o
backup period | o 0 ] o o 0
pata backup ¢ Backup Compliance | © 0 [ o <) [5)
data recovery  Data Recovery Time I 0 0 [5) 5] [5) 0
gac_h:ip Data Retention | o o o o o o
. DDisainy Scheduled time of failure | 0 o o o 5 o
_?:“r:ite Failure Action | 5 o o o 5 o
Customer request
processing time: | ° ° ° ° ° °
Customer support | SUSLOmE feducst | 0 0 0 o 0 o
aevecaivm | o o o o o o
Change request timely | o o o o o o
processing rate
ompersaton” I ° ° ° o | o °
isnf;‘r""i';mm number of servce training | o o o o o o
Accessibility Standards H g g 8 g 8 g
Avaliability | o 3] [¢] 5] o o
Cloud service response lc":::“ i‘r’""’l'lf; |
i, ponse o o o o o o
Time Observation
Remporse Tine Mo 0 0 0 0 0 0
Cloud Service
Response Time | o o o o o o
Variance
Limit of Simultaneous
Cloud Service o o o o o o
Performance Connections
Limit of Available
Capacity ﬁ:::. r},i;slvice | o o o o o o
o | ; 3 ; 3 ;
Cloud Service o o 5 5 5 5
== . . . . .
Elasticity Elasticity Speed I 0 5] [5) 5] [5) 0
Elasticity Precision | 0 0 [5) [5) [5) [5)
Fig. 4. The proposed checklist for cloud SLAs
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Table 9. The derived cloud SLA components

Components of cloud SLAs
management large middle required/ TR
area category category optional
Operation availability EC,
mar?a et | availabilty o required | CSCC,
d ISO/IEC,

others
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TTA, EC,
KCC, CSCC,
MOGAHA, backup ISO/IEC,
MSIP compliance | required TTA,
' Kce rate KCC,
MTTR optional MOGAHA MOMGST;A
MTBF optional Mg(G:(A:H A EC,
data recovery optional ISO/IEC,
EC, time P KCC,
CSCC, MOGAHA
ISO/IEC
response ) ! data ) EC,
' time required | TTA, potaviity | %" | sopEC
Quality and KCC,
performance | performance MOGAHA, data deletion | optional | ISO/IEC
management MSIP data retention )
CSCC. period optional | ISO/IEC
elasticity & ) ISO/IEC, )
scalabiity | | e, ' log pfrtiig“on optional | ISO/IEC
MSIP sewlce
: termination service
semvice optional MISP termination | optional | ISO/IEC
recovery time notification
scheduled . KCC, )
service |time of failure optional MOGAHA asset feturn optional llsg//llé(::
disability service )
disz\éﬁi@gt?me optional | MOGAHA support required KCC,
system MSIP
total number ,
Disability of failures | OPtonal | MOGAHA fg:;g:fer qured | KCC
management disaster system MSIP
recovery optional | ISO/IEC customer
target time complaint required MOGAHA,
disaster disaster handling q MSIP
recovery recovery optional | ISO/IEC system
target time average
disaster . customer
recovery plan optional | ISO/EC request optional KCC,
User support | customer , MOGAHA
processing
personal EC management support time
identification . y
) ) optional CSCC,
information ISO/IEC customer
protection request optional KCC,
EC processing MOGAHA
'”;Oerg:ﬁitt'o” optional | CSCC, fate
y ISO/IEC service
request timely ) KCC,
number of EC, ) optional
Security securit security optional CSCC, prO(;\aetseS " MoGATA
management y breaches ISO/IEC
change
msjg]cbuerztyOf request timely optional KCC,
O optional | MOGAHA processing P MOGAHA
violation rate
cases
regular compensa- Cg;mpgg:; optional ISO/IEC,
preventive |- tional | MOGAHA tion tion Kee
inspection other
rate verification
certication | _ 9% | optional | ISONEC
EC, and audit services audit| %P
CSCC,
Backup data backup ' ISO/IEC,
management manage= period required TTA, ==y o A=) H= =1 =
ment KCC, Table 10¢] =% SLA 7485 7o T2+
ap | o Level ?*JHMQEL AL Bgsh duoz A
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