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Abstract The most threatening attack that has become a hot topic of recent IT security is APT Attack.. So far,
there is no way to respond to APT attacks except by using artificial intelligence techniques. Here, we have
implemented a machine learning algorithm for analyzing cyber threat data using machine learning method, using a
data set that collects cyber attack cases using Scikit Learn, a big data machine learning framework . The result
showed an attack classification accuracy close to 70%. This result can be developed into the algorithm of the security
control system in the future.
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Fig. 1. MapReduce Structure
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’%i] 3172 ubuntu 18.04, Hadoop-2.6.5°]1t}. Hadoop
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‘openssh-server' &

dino@ubuntu:~$ sudo apt-get install openssh-server
[sudo] password for dino:
Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id

Fig. 2. Hadoop Install - openssh—server
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/usr/local /bin/spark-2.0,8-bin-hadoopZ. 7
PARK_HOME/bin

/Library/Jave/JavaVirtualMachines/jdk1.8.0_171. jdk/Contents/Home

Fig. 3. Spark Install - Variable Edit
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tokenize("coffee panda”) = List("coffee’, “panda”)

mappedRDD
rdd1.map(tokenize) {[coffee’, "panda’], ["happy”, "panda”],
"happiest’ ‘pandas, ‘party’]}

RDD1
{‘coffee panda’, "happy panda’;
“happiest panda party”}

flatMappedRDD
{"coffee’, ‘panda’, “happy”, "panda’,
"happiest’, ‘panda’, party’}

rdd1.flatMap(tokenize)

Fig. 4. Function Structure
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from pyspark import SparkContext, SparkConf

= SparkContext(conf=SparkConf().setAppName("KDDCup99"))

Fig. 5. Create Session

71 o] 5ol sfof 3 8- Fig. 67 Zo] A3 data
£ B2jeE Flojth o714 AMEH dataset KDD99
dataset©]T}[7]
from collections import OrderedDict
from time import time

data_file = "./kddcup.data”
raw_data = sc.textFile(data_file)

labels = raw_data.map(lambda line: line.strip().split(",")[-1])
label_counts = labels.countByValue()

Fig. 6. Loading Datasets
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buffer_overflow. 320
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Spy. 2

Fig. 7. Result of Sorting
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from sklearn.metrics import accuracy_score
acc = accuracy_score(pred, labels_test)
print("accuracy : ",acc)

accuracy : ©.6689576174112256

Fig. 13. Result of Experiment
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