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Abstract In this paper, we propose a personalized user authentication system (PUAS) that can be used in multiple
stages in user authentication by customizing the password keyword to be used in user authentication. The proposal
concept is that the user oneself defines the password keyword to be used in user authentication so as to cope with
a passive retransmission attack which reuses the password obtained when the server system is accessed in user
authentication. The authentication phase is also designed so that it can be expanded in multiple stages in a single
step. Also, it is designed to store user-defined password related information in an arbitrary encrypted place in the
system, thereby designing to disable the illegal access of the network. Therefore, even if an intruder accesses the
system using the proposed system, it is possible to generate personal authentication information by generating a
password keyword through unique personal information possessed only by an individual and not know the place
where the generated authentication information is stored, It has a strong security characteristic.
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