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Abstract Internet of Things architecture connected to the Internet is a technology. However, Many
paper research for the lightweight Protocol of IoT Environment. In these Paper excluded secure
problem about protocol. So Light weight Protocol has weakness of secure in 10T environment. All of
IoT devices need encryption algorithm and authentication message code for certain level of security.
However, 10T environment is difficult to using existing security technology. For this reason, Studies
for Lightweight IPsec is essential in loT environment. For Study of Lightweight IPsec, We analyze
existing protocols such as IPsec, 6LOWPAN for IEEE 802.15.4 layer and Lightweight IPsec based
6LOWPAN. The result is to be obtained for the lightweight IPsec protocols for 10T environment. This
protocol can compatible with Internet network.
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1. IKEv2 Notification IPCOMP Transforms IDs
Table 1. IKEv2 Notification IPCOMP Transforms IDs

Value Compression Type Reference
0 Reserved RFC7296
1 IPCOMP_OU! UNSPECIFIED
2 IPCOMP_DEFLATE RFC23%4
3 IPCOMP_LZS RFC2395
4 IPCOMP_LZJH RFC3051
5-240 Unssigned -
241-255 Private Use RFC7296
Value 0 Reserved, Value 1
IPCOMP_OUI . oul
RFC
Value 2 IPCOMP_DEFLATE Value3
IPCOMP_LZS Value 4 IPCOMP_LZJH
. Value 5
Unssigned  Private Use
Payload
[ 2]
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Table 2. Payload Compress Algorithm in Proposed
Protocol
Value Compression Type Reference
0 No Compression -
1 IPCOMP_DEFLATE RFC23%4
2 IPCOMP_LZS RFC2395
3 IPCOMP_LZJH RFC3051
IPv6
Value 0 Not Compression
Value 1,2,3
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Pad Pad Pad Length UDP Payload, FCS _
Icv IPsec 6LOWPAN
IPsec 1\ , Pad Pad Length
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P+M+A+B+C+F+I+S+L+Z 6LOWPAN log(A)
6LOWPAN log(B)
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Table 3. Comparison of calculation amount log(D), Icv log(E)
— e— log(A)+log(B)+og(C)+og(D)+og(E)=log(ABCDE)
6LOWPAN | Lightweight Lightweight
IPsec IPsec
Calucul
ation a QHHSHAZ | aH+SHL+ZHD+E 4.
Amount Table 4. Comparison of communication amount
-a: 6LOWPAN Existed Proposed
. B6LOWPAN Lightweight Lightweight
-V IPsec IPsec
- S : ESP Checksum Commu
_L: Pad Pad lenath nication log(AB) log(ABCDE) | log(AB:CDEcZ)
’ 9 Amount
- Z:ESP - A : 6LOWPAN
-D: - B : 6LOWPAN
- E : Payload _C: IV
IPsec - D:Pad Pad Length
IPsec _E:IcV
Payload - BC :
. Compression - EC : IcV
Algorith 6LoWPAN_NHC _7-
IPsec SPI SN IPsec 6LOWPAN
6LOWPAN_NHC . log(A)
PHMHAFBHCH+I+ log(BC), IPsec v
StLAZ+DHE ) log(C), Pad Pad Length
[ 3l - BLOWPAN 100, Icv log(EC)
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