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I. INTRODUCTION

Optical information encryption technology has received 

extensive attention from researchers in recent years, because 

of its advantages of high-speed parallel processing and 

multiple degree of freedom in encoding. One of the earliest 

and most widely studied optical encryption methods for 

images was the double random phase encoding (DRPE) 

system proposed by Refregier and Javidi [1-5]. This 

architecture is based on a 4f imaging system together with 

a pair of random-phase keys, to encode image information 

in both spatial and Fourier-spectrum domains. There are 

many examples showing that optical security and encoding 

techniques have continued to attract the attention of 

researchers, and many kinds of implementations have been 

proposed [6-14].

A common aspect of all these classical DRPE systems, 

the white-noise-like random plate was utilized as a random 

phase key (RPK). To our knowledge, J. F. Barrera et al. 

proposed the concept of a structured phase key (SPK). 

They suggested that phase keys can be catalogued in two 

categories: random phase keys and structured phase keys 

[15]. In the first group, speckle patterns or white-noise-like 

phase keys are classical examples. In the second group, 

structured phase keys defined by some specific configurations 

are used. Although white-noise-like RPK has been widely 

used in image encryption, we cannot deny that this scheme 

is vulnerable to various types of attack [16-18]. In this 

regard, numerous methods have been proposed to improve 

robustness. The optical asymmetric encryption system 

(OACS) is one of the possible solutions originating from 

the phase-truncated Fourier transform (PT-FT) [19, 20]. The 

main issue is to find a more effective trapdoor one-way 

function, to increase system security. So far, many derivative 

OACSs have been proposed [21-27].

In recent years, another alternative to the classical DRPE 

scheme has been to use SPK in the encryption-decryption 

process. Several kinds of SPKs have been constructed, 

such as the fractal zone mask (FZM) [28], linear phase 

mask (LPM) [29], toroidal zone mask (TZM) [30, 31], and 

spiral phase mask (SPPM) [32-40]. These kinds of SPKs 

have shown significant simplicity and robustness, to meet 

the requirements of high flexibility and safety. From a 

broader perspective, these SPKs have been applied in 
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different domains, such as the gyrator transform (GT) 

[41-45], Hartley transform [46], Fresnel wavelet transform 

[47], and gyrator wavelet transform [48]. H. Singh et al. 

proposed a scheme applied to GT, with RPK and a devil’s 

vortex Fresnel lens (DVFL) placed in the frequency plane, 

for double phase-image encryption [49].

In this paper, we present the implementation scheme for 

an optical encryption system with hybrid-pattern random 

keys. Unlike the classical DRPE system, two different 

types of phase keys are used in this new hybrid encryption 

system: one is RPK, and the other is SPK. The outline 

of this paper is as follows: First, the principles of the 

encryption-decryption algorithm and the generation process 

for the keys are described in Section 2. Several simulated 

results are given as proof of concept of the proposed 

method in Section 3. In particular, the encryption-decryption 

process with different patterns of phase-key combination is 

analyzed: (i) SPK+RPK, (ii) RPK+SPK, (iii) SPK1+SPK2, 

and (iv) RPK1+RPK2 (as a reference). To evaluate the 

quality of the recovered images, some statistical indicators, 

such as the correlation coefficient (CC) and the peak 

signal-to-noise ratio (PSNR), between the input images and 

the recovered images are calculated. Next, the robustness 

of different phase-key combination schemes is also studied. 

Finally, the main conclusions of the work are provided in 

Section 4.

II. PRINCIPLE OF ENCRYPTION-DECRYPTION 

SCHEMES

In this section, we first briefly review the classical DRPE 

system, which is used to conduct the hybrid-phase-key 

approach that we propose. The schemes for the encryption 

and decryption processes, based on a well-known 4f system, 

are shown in Figs. 1(a) and 1(b) respectively, where 
1

KEY  

and 2
KEY  are the white-noise-like RPK or SPK, ( , )I x y  is 

the input image, and ( , )E x y  is the encrypted image. 

1
KEY  and 

2
KEY  are positioned in the input plane and the 

Fourier spectrum plane respectively. {}FT ⋅  and {}IFT ⋅  

represent the Fourier transform and inverse Fourier transform 

respectively. In this case, the complex output encrypted 

image ( , )E x y  can be written as

1 2
( , ) { { ( , ) ( , )} ( , )}E x y IFT FT I x y KEY x y KEY u v= ⋅ ⋅ . (1)

The decryption process is the reverse of the encryption 

process, where the encrypted image is Fourier transformed 

and then multiplied by the complex conjugate of the SPK. 

An {}IFT ⋅  is performed to recover the real part of ( , )I x y . 

The decrypted image ( , )I x y′  can be express as

2
( , ) { { ( , )} ( , )}I x y IFT FT E x y KEY x y

∗

′ = ⋅ , (2)

where * indicates the complex conjugate of the SPK. Note 

that if ( , )I x y  is a complex function, multiplication by 

2
( , )KEY x y

∗

 is needed in the decryption process. 
Next, the construction procedure for defining the subkeys 

in the key is introduced. By setting the value of an integer 

n , we split the phase key into sub-blocks of size d =

/dim n, where dim is the pixel size of input image. For 

simplicity, we show an example for the case 512dim =  

and 8n = . We consider that a 512 512×  phase key is 

divided into 64 8 8= ×  where the size of each subkey is 

64 64d d× = × . The SPK can be written as a linear 

combination of the states of the 64 subkeys ij
M , as shown 

in the following equation:

8 8

1 1

( )
ij

i j

SPK M d d

= =

= ×∑∑ . (3)

We select some representative SPKs as cells, such as 

the linear phase key (LPK), quadratic phase key (QPK), 

spiral phase key (SPPK), and spiral quadratic phase key 

(SQPK). The general phase distributions of these designed 

cells are provided in Eqs. (4)~(7),

1 2
exp[ ( )]

LPK
T jk a x a y= + , (4)

2 2

1 2
exp[ ( )]

QPK
T jk b x b y= + , (5)

1
exp[ ]

SPPK
T jkcθ= , (6)

2 2

1 2 3
exp[ ( )]

SQPK
T jk d d x d yθ= + +  (7)

FIG. 1. Flow chart of the proposed scheme: (a) encryption 

process, (b) decryption process.
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in which, 1
a , 2

a , 1
b , 2

b , 1
c , 1

d , 2
d , and 3

d  are random 

parameters, k  is the wave number, and ( , )x y  and ( , )ρ θ  

are local coordinates. Each subkey will be filled with the 

above structured random parameter functions.

To illustrate the procedure described above, examples of 

SPKs generated for different function mode and number m 

are shown in Fig. 2. For the sake of clarity, Fig. 2 shows 

the phase distributions of some generated structured phase 

keys. For the experimental implementation of the proposed 

technique, a spatial light modulator (SLM) can be used to 

generate the SPK and RPK. In such a case, the smallest 

size of the subkey is limited by the number of pixels of 

the modulator. Theoretically, a subkey with a minimal size 

of 1 1×  pixels can be obtained, in which case SPK and 

RPK are equivalent.

III. NUMERICAL SIMULATION

In this section we study the feasibility, effectiveness, 

and sensitivity of the hybrid-key encryption scheme, based 

on simulated results. The simulations are carried out on 

the MATLAB®2016a platform. A grayscale image (pepper 

image) of size 512 512×  pixels is used as the original 

image to be encrypted, as shown in Fig. 3. We first present 

some simulation results to show the hybrid scheme in the 

classical DRPE system. In this scenario, 1
KEY  is an arbitrary 

type of SPK positioned in the input plane, and 2
KEY  is an 

RPK positioned in the spectrum plane. The encrypted 

images are shown in Figs. 4(a)~4(d), corresponding to the 

SPK patterns shown in Figs. 2(a)~2(d). The results show 

that the encrypted images have similar distributions for 

different types of SPKs in the SPK+RPK scheme. However, 

they are quite different from the image encrypted by the 

RPK+RPK scheme.

We quantitatively analyze the quality of the encrypted 

images by introducing three indices: the correlation coefficient 

(CC), peak signal-to-noise ratio (PSNR), and information 

entropy (IE), as defined respectively in Eqs. (8)~(10).

( ) ( )

( ) ( )

1 1

2 2

1 1 1 1

( , ) [ ] ( , ) [ ]

( , ) [ ] ( , ) [ ]

x y

x y

x y x y

x y x y

N N

p x y p c x y cn n

N N N N

p x y p c x y cn n n n

I n n E I I n n E I

CC

I n n E I I n n E I

= =

= = = =

− −

=

− ⋅ −

∑ ∑

∑ ∑ ∑ ∑ , 

(8)

2

2

255
10 lg

( , ) ( , )
x y

x y

N N

p x y c x yn n

PSNR

I n n I n n

⎛ ⎞
⎜ ⎟

= × ⎜ ⎟
−⎜ ⎟

⎝ ⎠
∑ ∑

, (9)

21
log

L

l ll
IE P P

=

= −∑ , (10)

In Eqs. (8)~(10), 
x

n  and y
n  denote the pixel positions, 

p
I  and 

c
I  are the intensity of the original image and the 

encrypted image respectively, 
x

N  and y
N  are the pixel 

size of the image, and l
P is the probability that gray level 

l  occurs in the encrypted image. CC and PSNR are utilized 

FIG. 2. Four SPK patterns: (a) LPK, (b) QPK, (c) SPPK, (d) 

SQPK.

FIG. 3. Original image.

FIG. 4. Encrypted images (intensity) for different types of 

SPKs in the SPK+RPK scheme: (a) LPK, (b) QPK, (c) SPPK, 

(d) SQPK.
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to indicate the similarity between original and encrypted 

images. It may be noted that a smaller CC or larger PSNR 

means greater similarity between original and recovered 

images. The CC assumes values from 0 to 1, because 

images with negative correlations can also be recognized 

by the human eye. Table 1 summarizes the CC, PSNR, 

and IE (with a maximum value of 8) values obtained by 

comparing different SPKs in the hybrid-key DRPE system. 

The results for the above four SPK patterns are listed in 

Table 1. The results shown in Table 1 indicate that images 

encrypted by different SPKs have statistical indicators 

similar to those for double RPK encryption. However, the 

statistical indicators of the image in the SPK+RPK scheme 

are related to the parameter selection of the SPK.

In a hybrid encryption system, the following four key 

combinations can be selected:

(i) SPK + RPK,

(ii) RPK + SPK,

(iii) SPK1 + SPK2, and

(iv) RPK1 + RPK2,

where the SPK is generated by SQPK, and the double RPK 

scheme (iv) is selected as a reference. Figures 5(a)~5(p) 

are the key and the encrypted image for the above four 

combinations. In Fig. 5, the first column is 
1

KEY , the 

second column is 2
KEY , the third column is the intensity 

of the encrypted image, and the fourth column is the 

phase of the encrypted image. From the perspective of 

human vision, the encryption results (including intensity 

and phase) of the four schemes are different. According to 

the principle of the DRPE system, the encrypted image 

can be recovered without any loss by using the fully 

correct conjugate key for decryption.

We conduct a decryption analysis using keys with partial 

error. In the first case, we introduced different percentages 

of error at random positions in the decryption key. The 

encrypted image used here comes from the results of Figs. 

5(c), 5(g), 5(k). There are three groups in this Fig. 6: 

(a)~(d) for RPK+RPK, (e)~(h) for RPK+SPK, and (i)~(l) 

for SPK+RPK. In the entire phase key of both keys, in the 

respective columns 20%, 40%, 60%, and 80% of the pixel 

values at random locations are erroneous. The varying 

quality of the recovered image is depicted in this figure. The 

decrypted images are recognizable even when the fraction 

of erroneous key is up to 60%, for the RPK+RPK and 

RPK+SPK schemes. However, the decrypted image from the 

SPK+RPK encryption scheme has become unrecognizable 

at this point.

The reason for these results is obvious: The RPK+RPK 

scheme has the highest information entropy, while the 

SPK+SPK scheme presents the lowest information entropy. 

The information entropy of the hybrid filter scheme falls 

somewhere in between these two extremes.

Hypothesis testing is applied to encrypted images. 

According to the results, at the 95% confidence level, the 

encrypted amplitude image obeys the Rayleigh distribution 

TABLE 1. Quality evaluation of encrypted images

Indices LPK QPK SPPK SQPK RPK

CC 0.015 0.015 0.005 0.005 0.002

PSNR 1.928 1.929 1.925 1.925 1.927

IE 7.747 7.747 7.747 7.747 7.747

FIG. 5. The keys and encrypted image (intensity and phase) 

for different hybrid-key-pattern combinations: (a)~(d) RPK+ 

RPK, (e)~(h) RPK+SPK, (i)~(l) SPK+RPK, (m)~(p) SPK+ 

SPK. The 1st column is 1
KEY , the 2nd column is 2

KEY , the 

3rd column is the intensity of the encrypted image, and the 4th 

column is the phase of the encrypted image.

FIG. 6. Decrypted images using partial-error keys for 

different schemes: (a)~(d) RPK+RPK, (e)~(h) RPK+SPK, 

(i)~(l) SPK+RPK.
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for all combinations. The encrypted phase image obeys the 

uniform distribution only for the combination RPK+RPK, 

and does not obey the uniform distribution for the 

combination SPK+SPK. For other combinations, the results 

are uncertain. As mentioned, the SPK+RPK and RPK+SPK 

are the in-between schemes.

In addition, CC results for the mean value obtained 

after performing 100 runs with the above four modes are 

shown in Fig. 7. In this figure, the percent correctness of 

the phase key increases from 10% to 60% with an interval 

of 10%. The CCs of SPK+RPK and SPK+SPK are 

different, but not clearly so, from the other two schemes 

(RPK+SPK and RPK+RPK), when the percentage of correct 

keys is about 10%. However, as the percent correctness of 

the keys gradually increases, the CCs of the four schemes 

become almost the same.

A quantitative result for decryption with partial parameters 

of keys in error is depicted in Fig. 8, using CC as the 

evaluation parameter. The results show that when SPK is 

used for decryption, if there is an error in the parameters 

of the SPK, the decryption quality of the image will be 

significantly affected. It should be noted that a hybrid key 

combination will not change the features of alignment 

sensitivity, it depends on the type of decrypted key. An 

RPK is very sensitive to the alignment, but an SPK is not.

IV. CONCLUSION

In this paper, a hybrid phase-key scheme for an optical 

encryption system is proposed. In this scheme, one of the 

phase keys is an RPK and the other is an SPK. The entire 

SPK is divided into subkeys and filled with subblocks of 

different parameters. The subblock is defined by various 

functional phase distributions. This hybrid scheme serves 

as an alternative for single-pattern phase keys, and shows 

obvious benefits and features. Numerical simulations were 

performed for the encryption process with the proposed 

hybrid-key schemes and single-pattern schemes. The output 

images encrypted by different key patterns show similar 

statistical indicators. Compared to single-pattern schemes, 

the hybrid-pattern method enables a more flexible key-space 

design with multiple degrees of freedom.

The double RPK scheme has strong randomness, but no 

configurability. The double SPK scheme has relatively low 

randomness, but high configurability. Between the remaining 

two options, the SPK+RPK scheme is relatively better, as 

the rough outline of the image cannot be recognized from 

the ciphertext. The SPK+SPK and RPK+SPK results show 

that vulnerability clearly, because the rough outline can be 

regarded as prior information about the plaintext image and 

used by attackers. However, no matter which combination 

of modes is selected, the defects inherent in the DRPE 

system cannot be changed. The hybrid keys are applied in 

the DRPE cryptosystem, which is based on the Fourier 

transforms. Therefore, the inherent linearity introduced by 

Fourier transforms has not been removed. It is also 

vulnerable to some known attacks, such as known-plaintext 

and chosen-ciphertext.

In this work, we also investigate the situation for 

reconstructing the original image when the keys are partially 

erroneous. The result shows that the proposed scheme is 

secure and robust for grayscale phase images. Undoubtedly, 

this hybrid-phase key encryption scheme has the potential 

for use in other structured encryption systems, such as 

Fresnel transform, Hartley transform, gyrator transform, 

and so on. It also can be possibly extended to encryption 

systems for color images, or multiple images. We hope 

this hybrid-key scheme can provide insights into other 

areas of optical information processing.
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