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ABSTRACT

This paper surveys the DDS, a real - time communication middleware, and proposes ways to improve the DDS secure
communication performance. DDS is a communication middleware standard by the OMG. The OMG has released the
DDS Security standard to resolve the security issues. The security performance of DDS can be considered into
transmission speed and confidentiality. In terms of confidentiality, AES-GCM, currently the encryption algorithm specified
by DDS Security, is a very strong encryption algorithm, but there are well known weaknesses associated with
authentication. In terms of speed, The computational load for the security function is a restriction to use DDS in systems
which requires real-time performance. Therefore, in order to improve the DDS security, algorithms that are faster than
AES-GCM and strong in encryption strength are needed. In this paper, we propose a DDS message encryption method
applying AES-OCB algorithm to meet these requirements and Compared with the existing DDS, the transmission
performance is improved by up to 12%.
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Fig. 1 System architecture DDS middleware
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