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ABSTRACT

Recently internal information leakage in industries is severely increasing in spite of industry security policy. Thus, it
is essential to prepare an information leakage prevention measure by industries. Most of the leaks result from the insiders,
not from external attacks. In this paper, a real-time internal information leakage prevention system via both storage and
network is implemented in order to protect confidential file leakage. In addition, a Hadoop-based user behavior analysis
and statistics system is designed and implemented for storing and analyzing information log data in industries. The
proposed system stores a large volume of data in HDFS and improves data processing capability using RHive,
consequently helps the administrator recognize and prepare the confidential file leak trials. The implemented audit system
would be contributed to reducing the damage caused by leakage of confidential files inside of the industries via both
portable data media and networks.
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Fig. 1 Hadoop 2.0 system configuration[10]
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Fig. 2 The basic architecture of the Flume-NG
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Fig. 3 Configuration of the secret file leakage prevention
system
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Fig. 6 NAS server configuration
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Fig. 7 Ubuntu server configuration
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Fig. 8 Configuration of the Hadoop distributed file system
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Fig. 13 Comparison of data processing time between
MySQL and Hive

v

[N
rhu

U &% BH|

A AAH R 7|50 rggo] WMs| e
3 glom, FugEw Qe 7199] el sttt 27t
ShaL itk £ ol A Fa7]lolu WX 7|4 87
oA 7 55 Ak 9 7S] Sl A RS

Bojstar A A 41 Al
54 A A Y =92
BN

oft o
<
)
2 e
il
ot
_?L
2
jﬂ
2

o
path
=

H

rl r°*'

i}

i)

ﬂllo w

%Léﬂo% o) 47 E»]Ew 4 UEs
AZsk A 2Ee PRSI A28k T o
AU REAE BN AN 4
of thah 41455 chg:3k 4 Glek.
o154 AATHA L U= Aol A
QAHE, WHY 5l AN fE
wpol that 7k B s,

S/ = T D (N R 1 T
l‘L

T YR A [ 11
x
fr

a
O
i

RE re

=) rf-p
e
rLF

oL 1o
o

e mi‘_ﬂ.

5

Pl”# 2o

ﬂHN'

1223
2,
=
>4
an)

ACKNOWLEDGEMENT

This work was supported in part by Daejeon
University fund (2018) and MSIT(Ministry of
Science and ICT), Korea, under the SW master's
course of a hiring contract program(2015-9-00999)
supervised by the IITP(Institute for Information &

communications Technology Promotion).

REFERENCES

[17 J.S. Lee and K. H. Lee, “A study on security container to
prevent data leaks,” Journal of the Korea Institute of
Information Security & Cryptology, vol. 24, no. 6, pp.
1225-1241, June 2014.

[2] M. B. Hyun and S. J. Lee, “The proactive threat protection
method from predicting resignation throughout DRM log
analysis and monitor,” Journal of The Korea Institute of
Information Security & Cryptology, vol. 26, no. 2, pp.
369-375, Feb. 2016.

[31J. H. Choi and S. Y. Rhew, “Monitoring system of file
outflow through storage devices and printers,” Journal of
the Korea Institute of Information Security & Cryptology,
vol. 15, no. 4, pp. 51-60, April 2005.

[4] T. K. Juand W. Shin, “A new filtering system against the
disclosure of sensitive internal information,” Journal of the
Korea Institute of Information and Communication
Engineering, vol. 19, no. 5, pp. 1137-1143, May 2015.

[57 J. U. Choi and Y. J. Lee, “E-DRM-based privacy protection
technology for overcoming technical limitations of
DLP-based solutions,” Journal of the Korea Institute of
Information Security & Cryptology, vol. 22, no.5, pp.
1103-1113, Oct. 2012.

[6] S.J. Hee and H. B. Park, “ Multiple barcode watermarking

technique for improve robustness and imperceptibility,”

Journal of the Korea Institute of Information and

Communication Engineering, vol. 20. no. 9. pp. 1723-1729,

Sept. 2016.

G. J. Shin, G. H. Jung, D. M. Yang, and B. H. Lee, “A USB

DLP Scheme for Preventing Loss of Internal Confidential

—
~
—

Files,” Journal of the Korea Institute of Information and
Communication Engineering, vol. 21. no. 12. pp. 2333-
2340, Dec. 2017.

1552



—

[

—

[ 81 Snort Users Manual [Internet]. Available:

https://snort.org/documents.

S. N. Park, A. Y. Kim, and H. K. Jung, “A study on
signature-based wireless intrusion detection systems,”
Journal of the Korea Institute of Information and
Communication Engineering, vol. 19. no. 5, pp. 1122-1127,
May 2014.

Apache Hadoop [Internet]. Available:
https://hadoop.apache.org/.

R. D. Caytiles, “Big Data is not just Hadoop,” Asia-pacific

Journal of Multimedia Services Convergent with Art,

Humanities, and Sociology, vol. 1, no. 1, pp. 11-16, June
2012.

58l|2l(Hye-Rim Yoo)
20054 cHEich et MESAIS e

20074 ChEChst chstpl HESAISE!
201144 CHMCHSHD CHBtel HESATE

SHAD

=

=

ATFZI(Gyu-Jin Shin)

20164 CHMCHstu HESMNS SR
|

2018 3%} @0f0 AL o172l

2t=Eal(Dong-Min Yang)

200054 POSTECH Z{B&{ 23ty
2003 POSTECH Z{EE{ =8t

2011 POSTECH Z4FE{Z5tl(EtA}

THAAY

BRY CHRCHSH 2K} - MBS MTetm ZolHetms:

20184 CHMCHS DSt HESUSEIHAMAY

EE
2009 92 ~2011A 98 AMMZ X} Senior Engineer

ShE 7|Hho ALSKt #e| BM S S5 7Tl RE WA AIAH

[12] Apache Flume [Internet]. Available:
https://flume.apache.org/.

[13] The industry-standard windows packet capture library.
Available: https://www.winpcap.org/.

[14] Apache Sqoop [Internet]. Available:
http://sqoop.apache.org/.

[15] Apache Hive [Internet]. Available: https://hive.apache.org/.

}
KA )

 BHU2OF: El2id, Dfal2l), i, Ulsiasol S

5 BAJOF: AFBRIE, IE0[E], WIS

201114 92 ~2017\4 92! CHRICHEHD MEEAIRS D} Zms
20171 92 ~ BIR| FSCHEHE Chetel 7122 P23zt T

3 ZHAEOof : Archives & Records Information Security, loT, Manet

0|2&lBong-Hwan Lee)

# A0} Z2IRE 2, MBLE, UET RS

15563



