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ABSTRACT

As the use of software is increasing in aircraft system, an exposure to the threat of
safety and security also continues to grow. Although -certification criteria for software
safety such as DO-178C have already been established, specific certification criteria for
software security have not yet been included. Recently DO-326A, DO-356 and DO-355
have been published separately for aircraft and system airworthiness security certification
criteria. However, to comply individual certification criteria and procedures, it requires the
additional cost and effort. Therefore, this paper proposes the efficient integrated certification
criteria saving cost, effort and time by combining the certification criteria for software

safety and security.
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DO-331 Table 1. Safety Level of DO-178C
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DO-178C typically loss of the airplane
A large reduction in safety margins
po3z2 P N poan or functional capabilities, physical
(Object-Oriented i % (Formal Methods i i
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- Table 2. EAL of Common Criteria
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« Software safe
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as serious

Reguirements a low to moderate
2 Structurally tested |level of independently assured

security
Methodically Requires a moderate level of
3 tested and independently  assured  security
checked and thorough investigation of TOE
Methodically Applicable when moderate to high
4 designed, tested |level of independently assured

and reviewed security is required

Applicable where a high level of

Semi-formally independently assured security in

5 designed and a planned development and a
tested rigorous development approach is
needed
Semiformal Applicable to the development of
6 verified designed | security TOEs for application in
and tested high risk situations

Applicable to TOEs with tightly
focused security functionality that
is amenable to extensive formal
analysis

Formally verified
7 designed and
tested
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1 s Ageofsiti{13]. Table 3. Level of Threat Condition
CCollM = SdFarZEYS Hotd tidt HrdZ
SH9S HRE FE3Y EAL(Evaluation Assurance Level | Term Definition
Level) 10] 7} ©+& Hol 555 9v|shy, EAL 7 No Would not affect the operational capability
o } o =1 = T} ‘:_ o] \ Safety |of the airplane, and Would not increase
= 7P =8 wel sidEnh Table 2= CCo Effect |crew workload
B7HF SFS veER A glvHL,14] S f
5 a3t = ight reduction in safety margins or
?501— SAhELES o{ :TLAJ%O]L} }\] AEA]Q] CcC ?l o v Mi functional capabilities, or Slight increase in
2 93t A HA w@AE= HF AEFo] g EAL nor crew  workload, or  Some  physical
%%% Qxé 8}‘—‘:— Zic’]‘:]' cC ?J—c?“—e‘ -?‘]5]] QT discomfort to passengers or cabin crew
EHE \____E_d'y,]_ H]%% EAL C:Loﬂ [q_g}. ﬂ-ﬂ.x 1;]_ Significant reduction in safety margins or
= functional capabilities, or Significant
[14]. EAL S%°] ZASE yd, AFe Hot Il Major |increase in crew workload, or Discomfort
B_;LA]_-&O]-% %:::;\]721 _/|: 9}% EiEEJ}O] (PP) or physical‘ disﬁress @o p‘assgngers or cabin
o solatm @ pAbate] WA o7k A 01_7114_ crew, possibly including injuries
1 o) 1 Ao A=A Large reduction in safety margins or
b O}X PP7]— W ?T’ EZO% EAL & H?ﬂ functional capabilities, or Physical distress
o= KOl Vs QAR Hob A5 @ FAME Hazardo- |OF higher workioad such that the flight
O =~ = = = Il crew cannot be relied upon to perform
= &7ote] PPE whEojop Gt N us their tasks accurately or completely, or
Og2 NI BHot QFANE S FFHA7]7] Serious or fatal injury to an occupant other
“Hﬁﬁ E‘_OI‘E‘I’:(ST)—E‘ ZH] 3]_ Z—]]Z ]_‘_1:_ jé 7]_%_ than the flight crew
Ael AEZ7 ST #H EAE d=H AP A2 | | Catastro- | Occurrence of multiple fatalities, usually
Zﬂ%?}l’/]—, ]Udit STQ} EH_,_o]—Oﬁ XﬂE% -lé 7]_ phic with the loss of the airplane
sl 11 Eﬂ775 W O A3E Hr 7%
Shon, WAE S L ARE WA IR on wasnieel 29 wet meaas B 4
AE R vlwel A 37h71#e] NSAsh NIST A 7FE HMele Z=Zgof st} Kol FZo 9
3] =t = 9]
(National Institute of Standards and Technology) . L_Lﬁt n}\eﬂ ?}\ " A= 7;' o o
A AES BAS B CC AT wAsta AF 0 V7] ASUCHDS WHyE wAw 8
£ BANCR A5 AF HRol 2y gy S WA BYE WA S ol S
= o1& A ] olE O OlFHA
2 AXA ?_‘jr[ll 15]. i——_x H oEHi 0'4 Lljr. Table 32 —r]ﬁ oEﬁoﬂ o
i o = mage @ 5FS Uehim gleHie)
201439 RTCA®} EUROCAE® F A=
Fe Aol W 4E Hetdl A3 V1E w4 2.4 ZE Hot /IBEIE H& d ¢
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Airworthiness Security Process) 7155 #4191 DO-326A
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¥31tH10,16,171.
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3= Bok9ld BI85 (Security Risk Assessment
Related Activities), "FA9te 2 F Q3 Hot &
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Certification related activities
1. Plan for Security 7. Communication of
Aspects of Certification evidences (PSecAC
PSecAQ) Summar

2. Security Scope
Definition

3. Security Ris
Assessment
PSecAQ)

‘Airworthiness
acceptability
matrix

Architecture )
under 4. Are Security
consideration risks acceptable 2
Security
Risk

Security Risk
ﬂ Assessment related

activities

Modifications

Architecture

6. Security Effectiveness Assurance

5. Security Development |

Security Development related activities

Fig. 4. Airworthiness Security Process
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oAl HAl = HotE S 5 (Security Effectiveness
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71 f1%k oty 971A HtEgold FFU|Vf
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UEAE YERIT BRE Hrt FAgolA] A7 Al
vzl oo s Aake BFsEr] 913 wetHe]
Hoz Aojd 4 vk v WA= Ay TFS
2 el = 7he3 A9, 24 Het 25ANE

B 1A (PSecAC Summary)® F338t= Aot
Table 4014 doje upe} o] Rk H7t 2}
BeA F= Thsod e AAsr] Sl AR ®Het
T2 =g 2 (Airworthiness Security Acceptability
Matrix)eh= HA91d F7b =47 AMgEnh 73
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Table 3¢l Ags wkel o] No Effect'-H
Catastrophic®] ©h4l @AZ FEHH, A SF
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Hetddol dist 2 rtsoye e Het
T EEAE g85lo AF AHAAI} st
J% 71#o] T3t AAE wEA H
g 7tss 99 FUHH< ®metd H

NI

o oolm

Table 4. Airworthiness Security Acceptability

Matrix
Risk Level Threat Scenario Impact
\ v Il Il |
Threat Scenario
Likelihood No Minor | Maior Hazar- | Catast
Effect ! dous | —rophic
pV Frequent Accep | Unacc- | Unacc- | Unacc- | Unacc—
(1) q —table | eptable | eptable | eptable | eptable
plV Accep | Accep | Unacc- | Unacc- | Unacc—
(109 | Probable | “iople | —table | eptable | eptable | eptable
plll Accep | Accep | Accep | Unacc- | Unacc—
(1079) Remote —table | -table | -table | eptable | eptable
pll Extremely | Accep | Accep | Accep | Accep | Unacc—
(107) Remote —table | -table | —table | —table | eptable
pl Extremely | Accep | Accep | Accep | Accep | Accep
(10 | Improbable | —table | —table | —table | —table | —table
of BhgaA Fg Brvd ARl waA
g 8 99S 43 5 9 nod
o] F@¥|ojok Gt

%w AZEE Aok}
e ATE FAA FAT S

BE AE H AFE A

oF Heb wd DO-326A9]
TAS EAste] A2 dA|ete TR Aol
F2& AdEsklon o] Table 59 A|AI3F3Th
CCY ACM Ze~= FAagd Adg &
o2 DO-178Ce AZEg o] FAga TR~
9} TUsta CCo ADV 2= AZEYo] 7Y
W 2 A e Ulgo] dXgit. a8l CCY

ALC Zd¥ 29 ATE ZFdl2: 77 DO-178C2
AZEFO] A mZRAM 20 AXELO HFT =
Aok dxlstar At skAIRE CCe ADO, AGD
2 AVA Z¥2E DO-178Ce oW 3t L&A xo)
T Adx8kA] @l DO-178Ce ZRAlA¢9 94X
314 e;t Al 7Re] CCY S+ A3 Het dF

7191 DO-326A¢F DO-3552] #3F HeF &5
141%01 A2t QA A FAT 5 gon E@
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Table 5. Comparison between CC, DO-178C FAA QA o] EAst M LASA &
and Airworthiness Security Activities oo solsgitl. wakd CCo AR A @=
CC Class(EAL 5) DO-178C Airworthiness Mol S a7 Felae HA dSvlEdd
Processes Security Activities DO-326A ¥ DO-355¢] ¢1= QFALElo 7 A
ACM 7. Software 33 o]% DO-178C% Aoy FFrIE
Confuaton | JEEIE o ehds Webg AT Shtel FF AT AS
Management Process VEe BT U EAAE CCY A5 &
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Table 6. DO-326A and DO-355 Activities Q A . ' o
consistent with CC Classes which are g o Airworthiness Security Activities
not matched with DO-178C Processes 2
DO-326A
@)
[} . . . - . . i f
@ 8 Airworthiness Security Activities PSSRA(Preliminary System Security Risk
2 Assessment)
@ - Preliminary System Security Assessment is
DO-355 correct and complete ) )
:5 © - Preliminary System Security Assessment is
o] « Airborne Software consistent and complete with respect to system
] « Aircraft Components security scope, system requirements, and system
% « Aircraft Network Access Points security architecture ) )
@ « Ground Support Equipment(GSE) - Preliminary Aircraft Security Assessment is
< « Ground Support Information Systems consistent and complete with respect to system
S « Digital Certificates security requirement and Preliminary System
o Ai ; ; : Safety Assessment
@] * Aircraft Infqrmatlon Secur!ty In0|den_t Management - Preliminary system security risks are acceptable
§ | o Qpcror Avort Inomaten Secunty oot - SSRAISyeam Seairiy Hok Assecement
s . Operator Personnel Roles and Responsibilities ~ System Security Assessment is correct, complete
S . p p and consistent with system requirements and

Operator Personnel Training

SjUBWIND0 80UBpIND DY

DO-326A

« ASOG (Aircraft Security Operator Guidance)
- ASOG is correct, complete and validated
- ASOG is consistent and complete with respect to
aircraft security scope
- ASOG is consistent and complete with respect to
aircraft requirements and implementation
- ASOG is consistent and complete with respect to
System Security Integrator Guidances(SSIG)
» SSIG(System Security Integrator Guidance)
- SSIG is correct and complete
- SSIG is consistent and complete with respect to
system
- SSIG is consistent and complete with respect to
system security scope

JuswSsassy AlIqeISUINA YAY

» PSecAC(Plan for Security Aspects of Certification)

- PSecAC is correct and complete

* PSecAC Summary

- PSecAC Summary is consistent and complete
with respect to PSecAC

- PSecAC Summary is consistent to aircraft security
verification and test results and analysis

- Deviations are acceptable

« ASSD(Aircraft Security Scope Definition)

- ASSD(security perimeter, security environment) is

identified, correct and complete
« PASRA(Preliminary Aircraft Security Risk

Assessment)

- PASRA is consistent with Aircraft Functional
Hazard Assessment

- PASRA is consistent and complete with respect to
aircraft security scope, aircraft requirements, and
aircraft security architecture

- Preliminary aircraft security risks are acceptable

- PASRA is consistent and complete with respect to
PASA

« ASRA(Aircraft Security Risk Assessment)

- ASRA is correct, complete, and consistent with
aircraft requirements, and aircraft safety
assessment

- ASRA is consistent and complete with respect to
aircraft & system security scope, security
architecture, operator guidance, and vulnerability
dossier

- ASRA is consistent and complete with respect to
SSRA

» SSSD(System Security Scope Definition)

- System requirements are identified, correct, and
complete for security concerns

- System security scope is identified, correct and
complete

- System security scope is consistent and complete
with respect to aircraft security scope and adjacent
system security environments

- System security scope is consistent and complete
with respect to aircraft security architecture and
aircraft requirements for security concerns
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System Safety Assessment
- System Security Assessment is consistent and
complete with respect to system security scope,
system security architecture, System Security
Integrator Guidance, system requirements and
system verification
- System security risks are acceptable
« ASAM(Aircraft Security Architecture and Measures)
- Aircraft security architecture and requirements are
correct, complete and consistent with aircraft
safety architecture
- Aircraft security architecture and requirements are
consistent with aircraft requirements
— Aircraft security architecture is consistent and
complete with respect to aircraft security scope
- Aircraft security effectiveness requirements are
correct, complete and consistent with Preliminary
Aircraft Security Risk Assessment
- Assurance actions are consistent with threat
conditions for security measures
« ASV(Aircraft Security Verification)
- Security elements of aircraft verification and test
plans are correct, complete, and approved
- Aircraft verification is correct and complete for
security concerns
- Aircraft verification is consistent and complete
with respect to aircraft requirements and aircraft
security architecture
— Aircraft vulnerability assessment and test results
and analysis is consistent and complete with
respect to aircraft security scope, aircraft
requirements, PASRA, and ASOG
- Remaining vulnerabilities in aircraft vulnerability
dossier are acceptable
- Aircraft vulnerability dossier is correct and
complete
« SSAM(System Security Architecture and Measures)
- System security architecture and requirements are
correct, complete and consistent with system
safety architecture and ASAM
- System security effectiveness requirements are
correct, complete and consistent with PSSRA
- Assurance actions are consistent with threat
conditions for security measures
» SSV(System Security Verification)
- Security elements of system verification and test
plans are correct, complete, and approved
- System verification is correct and complete for
security concerns
- System verification is consistent and complete
with respect to aircraft security scope
- System verification is consistent and complete
with respect to system requirements and system
security architecture
- System vulnerability dossier is correct and
complete
- System vulnerability assessment and test results
and analysis is consistent and complete with
respect to system security scope, system
requirements, and SSIG
- System vulnerability assessment and test results
and analysis is consistent and complete with
respect to PSSRA
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