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Recently, DDoS amplification attacks using servers that provide Microsoft Active Directory information using CLDAP protocol are

increasing. Because CLDAP is an open standard application that allows a wide range of directory information to be accessed and

maintained in a network, the server is characterized by its openness to the Internet. This can be exploited by the Reflector server to

perform an amplification attack by an attacker. In addition, this attack can be attacked with a packet that is amplified 70 times more

than the conventional UDP-based flooding attack, and it can block service to small and medium sized server. Therefore, in this paper,

we propose an algorithm that can reduce the DDoS amplification attack using CLDAP server and implement the corresponding CLDAP

server environment virtually, and implement and demonstrate the corresponding algorithm. This provides a way to ensure the

availability of the server.
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close() close()

Fig. 1. UDP Socket
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Table 1. Countries with CLDAP Reflectors (Internet Scan)

Country Count
United States 17,980
Brazil 6,005
France 3,542
United Kingdom 3,49
Germany 3,426
China 3,177
Russian Federation 2,583
Canada 2,207
Colombia 2072
India 1,987
Other 32,058
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Table 2. Implementation Environment

Component Host Virtual CLDAP

0s Windows 8.1 64bit | Ubuntu 16.04 64bit
CPU Core 8 1

RAM 16 GB 1 GB

HDD 2 TB 20 GB
Network Static DHCP(NAT)
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Table 3. Detection Phase Pseudo Code

Algorithm detect_phase

get CLDAP of Reflectors
while True :
if addr==Reflectors and SearchResponse
Check CLDAP Packet
end if
end while

2) Defense
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Table 4. Defense Phase Pseudo Code

Algorithm defense_phase

get CLDAP of Packets
while CLDAP of Packets < threshold :
Packet bandwidth control
end while
Return End of CLDAP Attacks flag

3) Report of Attacks
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Table 5. Report of Attacks Pseudo Code

Algorithm report of attacks_phase

get End of CLDAP Attacks flag
get Information of CLDAP Attacks

if flag==1
display report of attacks
end if
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victim is received data: SearchResponse
Send CLDAP SERVER #1 Port: 49786

CLDAP Packet is over Threshold 11
CLDAP Packet bandwidth control
Return End of CLDAP Attacks flag

Victim is received from CLDAP SERVER #1
Victim is received data: SearchResponse
send CLDAP SERVER #1 Port: 49786
Victim is received from CLDAP SERVER #1
Victim is received data: SearchResponse
Send CLDAP SERVER #1 Port: 49786
Victim is received from CLDAP SERVER #2
Victim is received data: SearchResponse
send CLDAP SERVER #2 Port: 46828
Victim is received from CLDAP SERVER #2
victim is received data: SearchResponse
Send CLDAP SERVER #2 Port: 46828

Fig. 10. Detect and Defense Result

root@ubuntu: fhome fisaa# python3 cldap_victim.py

Report of Attacks
victim is received data:
1001

SearchResponse

CLDAP Packet Size:
send CLDAP Reflectors IP:
Send CLDAP Reflectors Port: 37859

192.168.153.134

Attack Time : 2017-11-15 17:14:45

Fig. 11. Report of Attacks Result
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