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ABSTRACT

As user of mobile device increases, various user authentication methods are actively researched. The user
authenti cation methods includes amethod of using auser ID and a password, amethod of using user biometric feature,
a method of using location based, and a method of authenticating secondary authentication such as OTP(One Time
Password) method is used. In this paper, we propose a user system which improves the problem of existing
authentication method and encryption can proceed in away that user desires. The proposed authentication system is
composed of an authentication factor collection module that collects authentication factors using a mobile device, a
security key generation module that generates a security key by combining the collected authentication factors, and a
module that performs authentication using the generated security key module.
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