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An Efficient Group Key Agreement Using Hierarchical Key Tree in Mobile Environment

Seokhyang Cho*

Abstract

In this paper, the author proposes an efficient group key agreement scheme in a mobile

environment  where group members frequently join and leave. This protocol consists of basic

protocols and general ones and is expected to be suitable for communications between a mobile

device with limited computing capability and a key distributing center (or base station) with sufficient

computing capability. Compared with other schemes, the performance of the proposed protocol is a

bit more efficient in the aspects of the overall cost for both communication and computation where

the computational efficiency of the scheme is achieved by using exclusive or operations and a

one-way hash function. Also, in the aspect of security, it guarantees both forward and backward

secrecy based on the computational Diffie-Hellman (CDH) assumption so that secure group

communication can be made possible. Furthermore, the author proves its security against a passive

adversary in the random oracle model.

» Keyword: Group key agreement, Hierarchical

assumption, Random oracle model
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Fig. 2. Example of Sangwon Lee et al's Key Tree
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Table 1. Notations
Parameters Details
<lv> v—th node at level [ in the tree
d Height of the tree
n Number of members in the group
m Number of leaving members in the group
p Large prime number
g Generator in the group Zp*
G Subgroup of prime order g in Z;
M, i—th group member
xor Exclusive or operation
PK; Signature verification key of M
Sign Signing algorithm
H Hash function
SK Shared session key among members
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Table 2. Communication and Computation Costs

Yongdae Kim et Sangwon Lee et Proposed
Evaluation al.[6] al.[7] EHBT(8] Protocol
Join Leave Join Leave Join Leave Join Leave
o Rounds 2 1 2 1 2 1 2 1
Communication Messages 3 1 3 1 log,n log,n 2 1
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xor Operations 0 0 0 0 3nt+d 2n+d 2(n—1) 2m
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Multiplications)
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V. Security Analysis

1. Security considerations
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(semantic) SHA < Ao, :oﬂﬁlx}ﬂ A7 "1]"47]
o} Qo9 9x7lE ] ¢ LR L b
fresh@t Qeb I17ol tisfant 233 & qlrh
A, b=10H A A7) SKE =il b=00°]" A7
Zolnkae] qlejo] ~ERS Eejih=t)

A e

2.2 Computational Diffie—HelIman(CDH) problem
Aoket TR EFo| yukelal e

Diffie-Hellman(CDH) &A1& 293t

|2F4 (computational)
a,bEZ  diste]
(g,¢% ") E S12=BlX(instance)® o} ¢® modg #S ALt
3ol sfj(solution) & & 3k= Aot} o]#] CDH &A1& &l
Akl glo], 9lele] g2 vhaba] A7k ghol, ¢ Fhe 2
o glo] dae]F A9 o]el(advantage) Tha
T Stk
AdngH(A) = |Pr [g”b<—A(G,g,g“, gb)lge G;a, bERZﬂ
o] ul, CDH 7M4& RE 354 gata A7k ok, darg
= Aol distd, AdwGPH(A) 9] Fhel FAIE 4
(negligible) 258 e}

oZi e
m°“ oo

E_Iﬂ
)&t

o

m

[e]
Pe NE

(g.9% ¢") Fkol i} 5

Eﬂ’: 9" %k& A Qe oudt. agn
“DH( )= 7)Ao ¢ AZF Ulol] BE FAR ] 93] 28
B daelF A9 o9 AdvG™(A)e) Heigte YeRdic,

2.3 Definition of security

AR dnEF A7F 1§7) go] LREZ POl AW F
o FAANA AAM7)7F HalstA LA A 22 freshdt

ool HAE Aog eged o] Aojol g ghow

Qloje] HIES AEFS Eewhal o]Fof £ HIE bol| o
3 2Zo07 HE & ZH3l G (Correct Guess)E
b=b'2 Alolgl 8} TRES PE FAJ ] o ¥F#

aiE]s A9 o9 thga} o] Hodht,
Adv, p(k) =2Pr[CG]—
Adv, p(k) o] gre] FAIE 5 A& vt AoW ZRZEF P

= A% daelF Ao diste] bdsiriar Ttk

2.4 Security proof against passive adversaries
(] 1] AS AIZE e ol A9 o812 H 9] A ¢, 712 &
o9} g, /0o A3 dolg s,

FANE 54 FAGD s 1o o Aol Y

$4 1Y) 4 RALS

Adv, (k) =2gyq, A0SPH(E ), £ = t+ Oty
A7 by, B GoA AGEg teks o Bag sk A
Ztoloh.

[TH] A7} 1/2+€9] 52 A7 HE bE SHEA 5

a9 e/ (g,q.,) ¢ FEZ G A
CDHE ¥+ ¢18lF BE AZRHFEH T3
(e}

WA, oLy Ze 271 EE(distribution)E <] 3th
Real = (T(S, K) TPy Ty r,,,rE Z{I,ID];E{OJ}I;
2’1:9 Ly = g ez :gruvzzgr;
T Ty T
=g 7I =g ,x, =g 3
h1 = (D ”Il) h - (Dgllxg)v Tty
h = (Dnllxn);
x= i,
X®h17y2 X®h27"'7
Yn—1 :Xeahnfl;
Rand= (T(S, K) TP Tt r,,,rERZq,
ID;, wy, wy, -+, w ,6{071}13
T T2 T T
21 =9 52 =9 5 E, =g 52 =G5
Ty Ty T
T1=9 »Ty=g 5%, =g
hl =Wy, h2 = Wy '"7hn :wn;
n
X=Dh;
i=1
Y1 = XDhy,y, = XDhyy -,
Yn—1 :Xeahnfl;
047]k1 T= (27217227 "'72’,,,17101;721172/27 "'7yn71)o]—]——’
SK= H(yp Yo " "5 Ynps X) O]E]'

(=249 1] F 7FA ¥¥ Real®} Rand T2 3fuolA
U2 (T, SK) 7} 014 wf, A& Ak r el 0 =& 19] &
ot dagFolgl sk W theo] Atk

IPr[A’ (T, SK) =1/(T,SK)<Real]
—PrlA' (T, SK) =1|(T, SK)<Rand)|

< LAdngH(t + QntEXD)

Vﬂ Tﬂl E}uﬂr &2 ]1E ol

9 O(=¢)) #E FH3ke 2u

(9, A=g,B= g)EGd
Qoo ~e,Z 8 Aul,

(modq) & AaH 2, = Bg" & AX¥et 4= Qlek 12)ar [w)

A

B Wgd  pefol1)z Xz@hi% Al

= X®h B T & Atk 5 et 0e RIS 42
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T (S, K) | v1s Yo+ %pr ;' ERZ;;

ID;; hp hgv "'7hn€ {071}]a
™ :a+’)/17r2 :a+’)/27'"7rn :a+’)/n;

Simul =

_ N _ Yo _ Y.
2y =Bg 2y =Bg "z, =Bg";

X= ééh,-];

i=1
Y, = XDhy,y, = XDhyy -,
Yn—1 :Xeahnfl;

1N TSk SK= $1014] Belat 23t 2k, o] FHoZY.
tisled 2, =g¢"(=Bg")olER

B RE ie(lnld
Rand = Simul ©] Y3}
SEE BE SimulolA AEE (T, SK)E A" 949 gke
2 AFsIAA SAl WY 28HE HE AEHCIE gt} HE
Hog Aol As TEY wf WY 285 AlEHA Ho]
A 4ol (IDllz;,") FEQ A Fo shteE o= A9
ooz =2,9 A% 2, =CA"o|22 C=z/(A")'& A

@ 4 9lol CDH 2418 2@ 5 9l €k, weh tuels

o

AT RS RS 5 g 0
(5732 2] AAQ Seol $aE delel TA4 Ao

tjate], thee] dHeith
Pr[A(T, SK,) = bl(T,SK, )<—Rand;
SKy«{0,1} b<{0,1}]=1/2
[5%] Rand AZAA, HE HWAA TEHREH y,
(€ [1,n—1])& v53} 2ol vepd + 9k
Yy, =hy,®hs® --- Bh, =hDh,Dy,
Yo =h®hy®D --- Bh, =h,Dh,Dy,

Yo—1 =h®Ohy® --- Dh, _,Dh, =h, _,Dh,Dy,
5 9ol A& wrske 8 (b, hy, -0 hy,) o) FElE Ut 2
o] A & 4 itk

hy =4,$y, Dh,

hy =y, Dy, Dh,

hnfl = ynfleayneahn
h

n

upeba] s} Fhe ol SHMS by, ghol AL Sl
Jlak

£ A
PrlA(T, X,) =bl(T,X,)—Rand;
X;—{0,1}50—{0,1}]=1/2
o] AHstd, H7} A9 Setgeo|ng T=Ae 27F et
O
o)A Yo AT 1, 28 /AT, BE SimulS TS
delE BE A8 Aisitt. 342 A7F sl A& A
olof| 9]3] EAdslE QEtEdl H2E HoE shrha 7PAsAL

WA daeEE 59 F5 ghow 4o de{1.2, g, =
gzt a9 o8 AS skl A9 & AlEYlE
ot duEEe diA AejE Alefslal, Ae] e Aol dist
o d iz Heth 347 A7 di
7 | Wt (T, SKE 473
ato], A9l a2

Aoof geeict
SNFE d=60lW Golxl e ddele dAE =4
th 187 o, SK & M3l A9 H2E Ao 3ggi.
Uz, A7t 5 #% ve E9sta Edch ady

Prib=0"]=1/2012 Prld=6]=1/¢,°1n% =42 1, 2
o <J3l,
PrlA(T, SX,) =b|(T,SK, )« Real;
SKy—{0,1}50{0,1}] =1/2+,
AdwSPH(B) =¢/(q,q,,)
kA Azl 1o] A st O

VI. Conclusion

B =R Aeket 22 EF2 AAHAE Diffie-Hellman 7}
Aol 7|dksle] 15 AU ERR] Ale] MeNst st vy
# KDC(HE= 71457 dddlle e A3t 1w &
3o AA71E 76 d 5 e 7] T Wrlez olFAo
gk Bk g Agsit,

st A48 Diffie-Hellman (BDH) #Alol 7]¥+at TDGH

(Tree-based Group Diffie-Hellman)& &3+ 7]&9] A+
[7]¢} ¥3)] B o, pairing AAETE 38 W 255 At

S AMEEIGlAL, 71 AT (8] vlas) & o sjA e} xor
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