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Abstract

Recently, IoT and Big Data dealing with voluminous and complex sensitive information is one of

the key issues in the era of the 4th industrial revolution. There have been a lot of studies to store

the collected and processed sensitive

information safely in storage data. Especially biometric

information, if it is leaked and becomes identity theft, is hard to be corrected and results in serious

event. To fix the problem, methods such as FIDO or KFTC have been proposed. In this paper, we
propose a modified method of TTAK.KO-12.0098 according to the environment of this paper and

propose a method of safely storing the generated disposable template in a block chain. We show that

our method is better by comparing the existing method and the security analysis.

» Keyword: Blockchain, One-Time Template, Biometric, Distributed Ledger

[. Introduction

S AP 95 3 A o] 10T B3] BE 7]7]50] A2
A2 ol oF Fal FAHE FHL voles) oF Feslu

2 ah= Hdlo| B9} wE 7]Eo] T3] walstal ik ot
AHEAREE ol Wik AR 7)) ARE FE8] sl B
g e AE Asta ok s AAE R ARE Bas] 9
ID, PWe} 22 AE4 31 & ARS8kl ot 2 oll= Hhol e
FRE o83 AT Wo] 2hs| dvH i Jn{1,2]
o] @ Q142 A Al a3t 5491 A%, A, g A,
A= Folut FEH 5 Baw], A, AS-o] 55 o0l83t]
MRS Ashs Wlolrt Htoll= AR, WA=l 22 A
AZE o] 87 719 TS AlEshs AREZE JITH3-8]
T2 ARSAYe] FHAgle] AREARe] Hlo] QA RS AR 71,
BAb S M REE ARSA] Hlo] AR} frE T 1 v
ARz ] Ak dE 5ol Aol FAls g2 nlo| oA S
1 sto] Q15 SHd AREAE 7]l A 553 who] @ g B}

Frslcld A8 At wel2 g ol
o] ABIZE 1 5 12 Aolch ] Mol 2 AR 15 obie)

A Xi%?‘ﬂ% o] %‘ st

Satoshi Nakamoto7} %2 Aokl HE =

Rlez Qs =549
o] Al F5-2 7] AFFTHIL. SF5AI12 T3] F-gellA
ek OME} ohE ‘:‘OMW &85 EH 101,

R (111 480 A4E 2818 93318 et
s A3 u} —E«%zﬂ 212 ol g5 7 AE

B =72 [l IHATE &sta, A= £
HIZ51E 0] 8310] 2184k Hlo| S RE BEFARl0 55, IF

9 ek 4L Aol VoI B =gl Algae
ol tiel] Hobd H71E lar, VERIAE 48 2 33 o4talA|
o tiaix 7=

II,

[I. Preliminaries

1. Related works
HAAFoN A= Hpo] 92148 A&t ¥ 9 #d AFE
AuRa, FAAE 71esh

* First Author: Seungjin Han, Corresponding Author:

Seungjin Han

*Seungjin Han (softman@kiwu.ac.kr), Dept. of Business Administration, Kyung-In Women's University
* Received: 2017. 12. 04, Revised: 2017. 12. 26, Accepted: 2018. 01. 19.



112

Journal of The Korea Society of Computer and Information

1.1 TTAK.K0-12.0098
TTAK.KO-12.0098%1 4= O‘ﬂﬁ HEY 7lEe o8-8t
Hiol @914 BE8E HEAAS

o oo e wAshs WS Xﬂ kst
)

o oz FeojEst AN olFolA rk 7} 3,
A% BB FeoldEo Al MEALE B A%
Al AFET 223 A8 AFS A8 BB E, 3
9% WE 5% YR vas A2 ) el

4 F4(replay attack)ell o]-&2 4 Ut}

AREA} Hlo] 9914 A1 LZ% FHaslslr] 918, Skl
Ex W3 g o]gste] Ui (&3S WEsta, wEd |
Z-3(transformed template)% 1T Al dEsht, aea
1T M= SEo|JERRH Al wdd "EST) AT
Aol A7gE WgkE HESS vt AR 1SS 449
gtk 5, 1S AW A glESo] opd Wdkd 5 HEE
S At wgh v QISAvt A28 WE s o] 8a)
o] = HEBS At AREAF Q15 o] &Fo=M, f
=9 JE3E o] &% AAE 34 S ixgith d3]E "HEY
& o] &3 AMEA AH| = A AMEAE S5 AR IF
Ao w vz + AUtk

j Create Biometric oTT
B Template Template Generation

Template DB

Fig. 1. User Registration and Initiation
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Fig. 2. Standard for distributed management of biometrics(KFTC)
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Table 1. Notations
7|5 A
{X—=Y: M} X sends the message M to Y
XH( Y) X h:.ashes Y using a strong one-way hash
function(H).
AlB concatenate A and B
AP B exclusive—or A and B
?
A B compare A with B

U sends the sufficiently long random
U, (RNL) number from a hash function results to a
particular Block Chain.
A particular Block Chain sends the
BCH( ) sufficiently long random number from a
hash function results to User Device.
Block Chain receives the sufficiently long
U (RNL) random number from a hash function
results from User Device.
, User Device receives the sufficiently long
BCH( ) random number from a hash function
results from a particular Block Chain.
Upge Public Key of User Device
URK Private Key of User Device
BCPK Public Key of a particular Block Chain
BCRK Private Key of a particular Block Chain
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IV. Security Analysis
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1.1 Privacy protection
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1.2 Replay attack prevention
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1.3 Man-in-the-middle attack prevention

oA AljkehE WA AR AREAL A 9F £
E5AS] Aol A ARE Tk e et AREAL Q15 Tl A]
54 BEFAIQS 7S Dotok atar 54 EFAIQ1Y Y

77 o] Holw 4 (8)3 Po] BEAA #AFlo] gl

BE g3} ulasielel 8] Wil FA $AL Bhsa
oh ER BE NS 9B} sEe] 4557 dEol
F04 370N qrasi,

1.4 Tamper—proof of transmitting data
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V. Conclusions
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