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A Method Verifying Execution Environment Integrity
for Secure Execution of Packed Android Application*
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ABSTRACT

The source code for Android is open and easy to modify depending on the purpose. Recently, this charateristic has been
exploited to bypass the runtime protection technique and extract the original executable code. Unfortunately, Android devices
are so fragmented that it is difficult to verify the integrity of the system. To solve this problem, this paper proposes a
technique to verify the integrity of the execution environment indirectly using the features of the application permission.
Before executing the original executable code, it loads and executes the dummy DEX file to monitor for abnormal events
and determine whether the system is intact. The proposed technique shows a performance overhead of about 2 seconds and
shows that it can detect the bypassing technique that is currently disclosed.
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1: DexFile::Dexfile(const uint8_t *base,

2 size_t size,

3 const std::string& location,

4 uint32_t location_checksum,

5: MemMap* mem_map,

6 const OatDexFile* oat_dex_file)
7: :begin_(base), size_(size), ... {

8 .

9:  std::ofstream dst(location+ “ __unpacked ", \
10: std::ios::binary);
11:  dst.write(reinterpret_cast{const char*)(base),\
12: size);
13:  dst.close():
14 ..
15: }

Fig. 2. Example of modifications for extracting
original DEX (Bold font is inserted code in
order to extract original DEX)

Fig. 3. Diagram of attack point
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Table 1. Fake DEX verification time (Galaxy S7, Android 7.0)
Time
App 1 2 3 4 5 6 7 8 9 10 Avg.
Melon  (1.1MB) | 1.83s | 1.86s | 1.81s | 1.83s | 1.88s | 1.92s | 1.98s | 1.81s | 1.95s | 1.82s | 1.87s
Duna (3.3MB) | 3.88s | 3.82s | 3.95s | 3.98s | 3.91s | 3.82s | 3.94s | 3.91s | 3.93s | 3.87s | 3.90s
CGV (4.1MB) | 3.97s | 4.04s | 3.92s | 4.12s | 3.93s | 3.97s | 4.12s | 3.91s | 4.11s | 3.94s | 4.00s
U+Mem (5.2MB) | 5.03s | 5.32s | 5.21s | 4.98s | 5.13s | 5.33s | 5.01s | 5.24s | 5.06s | 5.14s | 5.15s
Table 2. Other integrity verification time (Galaxy S7, Android 7.0)
Time 1 2 3 4 5 6 7 8 9 10 Avg.
Verification time | 0.31s | 0.29s | 0.30s | 0.31s | 0.32s | 0.29s | 0.30s | 0.32s | 0.31s | 0.31s | 0.31s
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