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ABSTRACT

The necessity of establishing a more secure cyber security system is emerging to protect NPP against cyber attacks as
nuclear facilities become increasingly reliant on digital system. Proper security measures should be established through
periodic analysis and evaluation of vulnerabilities. However, as Nuclear facilities has safety characteristics as their top
priority and it requires a lot of time and cost to construct regarding the activities for vulnerability analysis, it is difficult to
apply the existing vulnerability analysis environment and analysis tools. In this study, We propose a analytical vulnerability
assessment method to overcome the limitations of existing vulnerability analysis methods through analysis the existing
vulnerability analysis methods and the issues to be considered when applying the vulnerability analysis method.
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Table 2. Comparison of tools for vulnerability analysis

Analysis Tools

Penetration Testing and (vulnerability scanner, .
. . . . Checklist
Ethical Hacking static analysis tool,
fuzzing)
- Technical(S/W, Network) )
. - Operational
- Operational M ¢
- Managemen
Scope - Management - Technical(S/W, Network) 'g
i - Physical
- Physical
- Structural
- Structural
Reliability High Medium Low

- Understand basic
security measures within
Usability Identify potential a comprehensive scope
that could cause actual . . . .
of Results vulnerabilities - Binary directions such as
attacks . .
only adding functions

Identify vulnerabilities

can be presented

- Cost and time required to

. . develop technical tools Compliance and
Other Configuring attack . .
. . - Performance and safety effectiveness analysis for
Action scenarios . . . L
analysis of vulnerability inspection items

tool itself
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Fig. 1. Vulnerability analysis and assessment
criteria - control system checklist
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Table 3. Overview of analytical vulnerability

assessment method

Analytical Vulnerability

Assessment
B Technl(.:al - Physical
Scope - Operational
- Structural
- Management
System None
Influence
Reliability Medium
- Security measures for
vulnerabilities
Understand |_ Alternative function
status

- Factors to consider when
securing a vulnerability

Direction of
security
setting

Provide direction of security
measures from multiple angles

- Comparable analysis and
verification with On-site
operation system and

Usability of| simulation system

Results |- Configure Penetration Scenario
and Checklist
- Available for reference of
analysis tool development
Other
Action None
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Fig. 2. Processes of analytical vulnerability

assessment method
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Permissions, Privileges, and

Scope Technical Assessment factor
Access Controls
Detailed
Assessment  Access Contrals
Factor
Improper authentication and access control in possible execution
Description | paths can damage the device or allow access and execute
unauthorized data
* Whether the system is closed when the login attempt fails
Main * Whether the connection is closed after a given working time

Assessment
Item

Detailed Item

Example

Applied

Environment

Whether to terminate the session if it has not been used for a
certain period of time

Whether authentication retry attempts are restricted

Ensure that system startup and functionality can be accessed with default
privileges

Check if file upload is possible with remote control

Check whether the file can be read or overwritten using the protocol
without host login

Check for backdoor account

Determine whether network file systems have restricted security settings
Ensure that the attacker can access the host when the authorized
administrater runs the system

* Check whether the database is access control based on records, not users

Qs, Engineering Software, Network device

Fig. 3.
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vulnerability assessment item
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Table 5. Main assessment factor of Safety class PLC

Main Assessment
Factor

Detailed Assessment Factor

Improper Input
Validation

Buffer overflow, Lack of Bounds Checking,
Command Injection, Path Traversal, Dos Attack

Insecure Code

Use of Insecure Functions, Use of Insecure Algorithm,

NULL pointer Dereference

Permissions, Privileges
and Access Controls

Improper Access Control, Insufficiently Protected
Credentials, Execution with Unnecessary Privileges

Technical — —
Improper Authentication Bypass, Authentication Absence,
Authentication Authentication of Client-Side
Insufficient dat
nsu. 101en. ata Absence of Data Integrity Check
integrity
Communication and Use of Plain text, Use of public protocols, Use of insecure
Protocols protocols, MITM Attack
Permissions, Privileges | Account Management, Password Management,
and Access Controls Identification and Authentication Management
Maintenance Patch Management, Insufficient Documentation
. Insufficient Audits and Assessments, Backup and
Operational . . .
and Incident Response Restore, Log Management, Real time Detection of
security incident
Management

Configuration and
Settings

Third Party and Proprietary S/W, Unnecessary Service,

Default Setting

Network Management

Network Design, Network Segmentation, Firewall,
Security Perimeter

. Environment Settings
Physical and

Physical protection, Environment Controls, Physical Port
for Media interfaces

Structural
Hardware

RPI&EMP, Spare component, Redundancy of critical
system, Removable media Management
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Table 6. Result of vulnerability assessment for
safety class PLC

Unit : Number

T Oo/M P/S
S 16 24 7
Applicable
CR 5 5 1
N/A 3 1 0
26 30 8
Total
64

* St Secure
CR : Complement-Requiring

** T @ Technical
O/M : Operational and Management
P/S : Physical and Structural
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Table 7. Example of vulnerability assessment for Safety class PLC
Assessment Asz%tsasﬂmegnt Design Features and status Assess
factor factor of the Safety Controller ment
Technical
Any external input function is not possible while
Buffer overflow online S
Validating function for Input value exists
Verified in accordance with nuclear coding standard
Lack of Bounds NUREG/CR-6463(4.1.1.5 Utilizing Memory-Related
Checking Functions with Boundary Checking, 4.1.1.9 Proper S
Array Indexing) during software V&V process
Improper Disable of external command
There is no OS Command interface to execute by
Input Command )
o command line N/A
Validation Injection Fixed only task by engineering tools
There is no database SQL query interface
Path Traversal There is no filg system concept to use external support N/A
path specification
Fixed type for transmission data, scan time, task
number and etc.
Dos Attack Provide the function for prevent Dos attack on 5
external interface
Operational and Management
There are separate administrator and developer
accounts on the Engineering software
Account Administrator account can delete, create, and modify g
Management the user account and the encryption information of the
PLC.
Permissions. Separate login required to connect to PLC
.. Password are encrypted and provide the function to
Privileges, o )
Password force them to have sufficient length and complexity
and . L. CR
Management The length and complexity of passwords are limited to
Access two characters sets and eight length
Controls The configuration file of Engineering software is
Identification restricted by encryption
and Establish and implement procedure for identifying S
Authentication when installing application software
Management It need to be review through operational management
process
Physical and Structural
Physical S
. protection The cabinet-key Lock, Serial port are physically closed
Environment : . . . . .
Physical Port The cabinet is designed to reflect the locking device
Set for Media and the building must have an ID card for access. S
interfaces

o}, od R getEl AsE oFF (Secure)2t EF3IloH, Y
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