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Black Consumer Detection in E-Commerce Using Filter Method and
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ABSTRACT

Although fast-growing e-commerce markets gave a lot of companies opportunities to expand their customer bases, it is
also the case that there are growing number of cases in which the so-called ‘black consumers’ cause much damage on
many companies. In this study, we will implement and optimize a machine learning model that detects black consumers
using customer data from e-commerce store. Using filter method for feature selection and 4 different algorithms for
classification, we could get the best-performing machine learning model that detects black consumer with F-measure 0.667
and could also yield improvements in performance which are 11.44% in F-measure, 10.51% in AURC, and 22.87% in TPR.
Keywords: Machine Learning, Supervised Learning, Fraud Detection, User Classification, Feature Selection
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2.1 Anomaly EHX|

Anomaly ®AE $g w4l 29 A= AR
E] E3] 213 =] ewd aFoln ofe] 7ix] Ae|x
2HY Bo] zAds]e] A4 sl= A7), 2y AP,
WAl 18 =], AT A 5 of7] EofellA A
7 #3L 9tk Anomaly AR dlo]E] ZellA )
WA o2 ldiEe HYE vlold Hds Aoll=
Zlolth. Anomaly A7} £8& o]f wW-e Hol
o4 dlele] % anomalyw "% XWAela Foi
g dgE F 5 e A4S Jehlr] wtel) o
=9 W EY = % anomaly EdFL 79 A
= g 4 glon] Wl Hodgk MRI o]
4] anomalyw oM F4S Ve = gick
(2). Anomaly ®# =" clustering Tt
classifications °]83% =4l 2d& 3 dukAd
ol deolelellA] 7= HHE vleld anomalys
AN =E P}

A5 52 WA 18 FAE SIg vA= g
FollAe]  &AAdE HAs]  diE]  AFsiedr
Filter methodE &3l feature selection® 3o

> 2o alu

vl EM, k-means, canopy, density based52]
clustering @ag]&% o]43le] AS 23},
Zy Aggeld HH-IFE  zds 2] 93
accuracy, AUC, TPR %S ol&ste] A3k
AZH3).

RG Staffords2 A73%W Al2HS o83 &
£ olv]z] A4 anomalys SASWE WS
Tdst 254 oA E e A A2 BE
02 o] AW Alxde| #4:A7]2 anomaly
7} BA = B8-S 2ol A A o]u|R|ol|A] ofH F-i
Q1% &elsle whalo|t}(4].

M Ahmed 58 YEYIAE Anomaly ©A

tio

71es 2
clustering, information theory °]¥4 4%¥F=

R LEEEIG)

classification, statistical,

2.2 A 3= A| EX|

A4 7l= AP "A(credit card fraud
detection) anomaly B#5 A4 7l= 7z W
o dloJeol] Hg3t QAT Hofo|rh AlS Jl= AP
A= dolE mloly, WAz, Q¥ A 5o
ofell 2] ofz] 7}A] wh& T3l A=l e gk

o]zl T Ag = A #AE SR
clustering @xzl&elAe o8] 714 feature
selection method&% ol43led A3 & F ZA
e vl A8 AFEE ol ATE A
Falodrt6). g Al 6719 vA= E5r
dve]Z, 107019 feature evaluators z]x 11
79l search methodsE ol43ld A5 nlas)
£ AgS Agsiict
Sam Maess< A4 7k= AP] &A1& 94 2
21737 (artificial neural networks)} o]
(bayesian belief networks)S AR&3slo] o
1 2d 2dE F53 F ROC(the receiver
operating curve)& ol&3l ZIE wlwsidch
(7).
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machine €38]&S AMgsle] 14 old oL
S wWAl gd 2dS 53 £ artificial

neural network,

decision tree, logistic

regression, naive bayesian classifiers9 t}
st AgS A3t A
HlaelE 7t dwE]&9] accuracy rate, hit
rate, covering rate, lift coefficient #t= o|&
3o support vector machine ¥¢aeg|&e] w2
A olg o SellA 7MY 2L A5s BAFH9)
20159 T. Vafeiadis, K.I. Diamantaras,
G. Sarigiannidis, K.Ch. Chatzisavvas® <
TolAe 2 olet o|F R ojz] 7}x]9] g
=5 A4 Blwd ¥ boosting LrEEFES H&
sle] o] mele] & A} Ak AdaBoost
9} Z& boosting FuEEE HE3 mddi
F-measures 4.5-15% &4
Al A5 HE gl &

accuracy+~ 1-4%,
wo] odul mde w3 &
4 H10)].

20179 Coussement, K., Lessmann, S.,
Verstraeten, G.9] ol 14 o o &
d FZol|x9] data preparation 7]&el tie] £
Astgict. o] dFEe] G| Al AFEs
gk whHof| o] ¢d7= data preparation 7]&°]
B A5l oAug dFE Fex| Assid
3 A3} data preparation 7]l wel A5l

gaolgk Aoyl glglen] AURCHA FHx
14.5%, TDLeNAM 1 34%°] A5 &3S e
T ek11).
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AAFHE FHEREA FgE3te FAEE AR &
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S AR HIA R dsr '] mdE A A9 dlelH
Z°| anomalyE Zoh& dele & WA 4
UAE FHAol A= wlolE]o] wisl] B]szdh wlo]E]
£ 2918 W] HslAE labeled® o}-3Fo] ZA)
3= dlolE A& o] &3 A& &< classification

2

S ES AREEhE o] o Atsict

2 ol A& filter method® A 3E feature
o Feow I we} features ¥ ZFoiriy
7} classification @ae]Zelx ] #A feature
setS  Zoprle whAlew  filter methods}
classification ¢g|&s o83k Al #d =d
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7 o]t
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ez e 2] s Vel gAY 5 ot A19E F
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Data Pre- Feature Supervised

Processing Selection Learning Validation =2

Fig. 1. Machine Learning Model Process

3.1 Data Pre-Processing
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Aol wAZE B 23 dolHE
drk. A= g5 wal el M A
typeolghe FFHom it uAy ZuAgpER
labeled=¢13]

B ool A :rL#sbJ} e mdle] Bl )7

& 32 22 delet Jgusle ul sl o)
BF Helols FAARIS 2L 2 typeS L of
S A4 AR5 E 98 e Aeldh 1
Huz g slge] e oW lEon BaAs
e BRIl w9 mde] gad 2a
G0 o5 AshE depAlch & o] Y WAL
54 wlole] Aol S|£4e]7] 7] W] ke 79

& 7b3 gl Hlolel A3k 1 7]8lel
A dlolElol] HaHE & Q7]
A7 e FAsA Aeobssi,

&2 QATelA 2d doely Ae

feature B|2Eo|th FHE= &5 on] gle

P e AR FEE] EAE Ay
M- 71538 integer® X3k Table 2
dlole] Az Fo dole] Al feature B2E

KIS
9
=
>

Table 2. List of features after pre-processing

Feature Format
Accepts marketing int
Subtotal int
Lineitem taxable int
Payment method int
Source int
Payment attempts int
Shipping and IP location match int
Billing country and shipping .
int
country match
Web proxy int
Type int

5ol X 3l features? format® dle] glole] Mz & dlolg] E7te] tlEIA =
H Azt dastd A %ol dha) NumXL =g Ea 34400
stel. ERHSE Tl AZoEA wm AdAer}
Table 1. List of features before pre-processing AR 4F o)A} Eox] =2A3l= wpAlo|c)h AXF A
Feature Format 7} dle]g] A o] F 7t SBE"‘% 7ol FEAAL
Accepts marketing object ZA5}A] SFol B ol A3l A3El do|g Alde
Currency object shalslelc).
Subtotal float
Shipping float
Taxes float Multicollinearity Test
Total float Variable | Tol. RA2 VIF | Present?
Lineitem requires shipping bool 7 96.8% 3.2% 1.03 FALSE
Lineitem taxable bgol B 99.7% 0.3% 1.00 FALSE
Payment method object 3 816% | 184% | 123 | FALSE
Source object
Presentment currency object 4 83.0% 17.0% 1.20 FALSE
Payment attempts int 5 71.2% 28.8% 1.40 FALSE
Shipping and IP location match bool 6 83.0% 17.0% 1.21 FALSE
Billing country and shipping bool 7 92.7% 7.3% 1.08 FALSE
country match 8 96.3% 3.7% 1.04 FALSE
Web proxy bool 9 603% | 397% | 166 | FALSE
Type int

Fig. 2. Multicollinearity test result
3.2 Feature Selection

Feature selection< dlo]e] A2l ofz] 7}#] 3
F F wAl #d mdo] sty A e =F 3
9 o) 7P 2 ARME Py 9= FES

A2 S A Er
£ FAolr}. Aol AL FELE A7 AR
Aol 2 555 =k oy Al AdaE 2o
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8% Search Method:

(overfitting) +Al& g )
Attribute ranking.
t% H

Feature selection ®H
embedded method °]ZA
dch(14].
Filter method& feature® %5 7}
3 A7S ke s Fe w0t 2 feature
B s AA S U b £ feature setd
zholfl= Wiolrt, vlad R FAiAF EA7} &
A 7FsAel o Jow o & qfre] dlolE] Alej
28kt whyoltl. Wrapper methodA¥ %
gy dwe|Sddse] Hxue AeS e feature

subsets A¥FZ F= walo] oid By dxEFH

Attribute Evaluator (supervised, Class (nominal): 1@ Type):
Correlation Ranking Filter
Ranked attributes:
514638 Payment Attempts
39652 Shipping and IP Location Match
19361 Billing Country and Shipping Country Match
16834 Web Proxy
.09474 Accepts Marketing
08997 Subtotal
.B5677 Payment Method
82725 Source
.00163 Lineitem taxable

=
[s)

7}
)

OOOOEOOOO
wmaw'—-\omwm

Selected attributes: 6,7,8,9,1,2,4,5,3 : 9

1:
—_

Fig. 3. Correlation ranking filter result

3.3 Supervised Learning

[e)

L

o 2 ey dae|Hel| F45E %
Wrapper methode Zt 29
w3} feature subseto] 7}
Zoll= whaloz
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g SollMe = A3t
feature 47} ®WaL 5F57
HAg FA7E A dA s

Embedded method® filter method®}

wrapper method® A& ZAg o]t}

Wrapper method¢} 7te] 7+ 2y are]Fel4 <]

A 9| feature sets TFalWA|R Hel o FEA

22 Fohli= Who|r},

& AFeMe ANATE FAVE d EAEka 2

due]ZozHE 5324 filter methodd |4

3 7t featured RS AU A 7ol

U 02 feature NG4S b Alejsie] 7 o

2| EelAe] mAl ey A3 g vl 249

feature set= ZroPES & Flo|rt},
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attempts, shipping and IP location match,

billing shipping
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subtotal, payment method, source,

item taxable 22 A7} gt

A9 feature set= A= MAlzyd =9

aElE #HAste} A Agste] mEsd Aot

= 3 (supervised learning) <l
Lé ol

EAstE dlele] A& a8 wAalg )]
A7 T AR olFEd dgk o} -FEE o=y
Ay wHeldl(15). A& e EE
classification®} regressionol AR&-=t} 2 A
o4 FHIa = HalEY Bl
classification X#e]t}  Classification
9] o} dlolElEo]| =] YrelA
$-2 el B QFoxe A &
R
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QAF3} o
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=
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Aol A= WEKA®NA4]
classification @& 471 Aq ZA¥E v
slo] 2o wulg FEslaal ok AFdl AgE

=0

d e 52
SMOe]t},
Random Forest Leo Breimanel ¢js] 7|
" daelZo 2 classification Ae= =0]7] 9
3l oz /N9 decision treeEg ‘R FH&
forest= 343kl decision tree?] - g A
s3] o] gt AAE 4& 5 deh16).
J482 Ross Quinlandel <& 71Es C4.5
decision tree?] 2E Fare]Fo|eh(17].
Decision tree= Y59} & mofo] T9j== %
dAE= oaF AA wale] & FFelrh. Decision
treex= class® FH7F vl FoAAl= AR FF
classifications|AF=2 2xo]n] dHo|E wlo]y,
2 3= dd dr] 59 EokllME vl R85
2xo] 51 glTh(18]).

Naive Bayes+ Bayes theorem<

Ag3he

4 random forest, J48, naive bayes,

p

=
5
[<)

h=}
RUS

=

=
Eoatal

country and country

web  proxy, marketing,
line S
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aElEe g RE featureso| FHAoIZL 7S

sta A4S st WAoltH(19). HlHelgle A
o] AldlZ H 7HHo] ohe} dAH o7 At &
9x] kS 4 At AAZ o2 classification
dwe]FE3 vas w 2 A5 HFE 7
a3

SMO(sequential minimal optimization)+
John Plattel o8 7%l dxe]Ze|ct. SMO+=
Support Vector MachineselA 7|5l A3}
HAE dAs] S8 ApEEglen S A edlA
AAALRE FAE v Az 20).

3.4 Validation

Feature selection®ll 4] 9] correlation
ranking filter® Fa 2 A3 Fholld AHA
grlo] F& featureES I AAsH 7
feature setell SkA] AFEe 479
classification ¥xE]ES ALkl 7 A<
feature set¥} classification <ie]ZS oy
=5 gith 7 AgelA classification ¥xE>
10-fold cross-validation= %3l & ®<] A3
Z7] vF2 107HA 74929 test set, train setS
Ag3te] o] AEg A3 e =Eedc21).

Data Set

Test

1%t iteration fold Training fold
2" jteration 'fl:s; Training fold
3 jteration ::r; Training fold
4t jteration I::‘: Training fold
e e
10t iteration Training fold o

fold

Fig. 4. 10-fold cross-validation example

R < Ve o o B L P B S e < B i o=
confusion matrix® A#stz ZAz} Zrell Wit
F-measure, AURC(area under ROC curve),
TPRE H7} 7|22 A2 3ich,

Confusion Matrix+ classification 23} 3t
< AA FHze) d35F FHAE VEeE AHEE
Folth, ThPw AA s} 3% 2 25

positivedl - FP—E— AlA Fed 2 negativeo]
Ak positiveZ <538 A5, FN2 A4 FHae
positiveo] A"t negative® of|&3F A viA|2to
2 TNE AA Z¥xst o=d" ZFg~ 2%
negatived 745 vebdAri(22].

Table 3. Confusion matrix

Confusion matrix Predicted class
Positive Negative
Actual Positive TP FN
class Negative FP TN

True Positive Ratio (TPR)< A
ole] Fol| positiveZ LA ==

A positive
B85 W3t}

TP
TPR= b N 1)

False Positive Ratio (FPR)<  AAl
negative ®lelE] Fel positive® 5 o5 ¥
o w3

FP
FPR= o b 2)

Accuracyx A Holg] ol oA o= A

3 o] v &g B,

TP+ TN

Accuracy = b ENT TN 3

AURC(area under ROC curve)> TPR%}
FPRe #AE Jebd A= classification &L
21&e] T84S eI (23).

F-measure classificatione] A3} ghell4] A
A FHzst " FHa Al AFEE
precision® recallgts ol&3l Akt xsi+t
(harmonic mean) #t°lvH(24). Precision¥}
recall ko] ae{=|e] AXlE= Fheol7] wlie]
accuracy s ©|-&3F 3rkRc} AA| mdde] sfuA} gz
A& A= Fst=A| o g Frp) rlssi

Precision< positive®Z o|&% ZE Fk Fol
AA positive HlolEl9] v]&& vepdct £ AT
e EAZAFHE oASE A Fof AA S



AH B 5334 (2018. 12)
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Precision =

Recall2 AA|
positive® |2

=

TP

TP+ FP

positive HoJE] =]

dolee] wlgg bl &

(4)

A=

<)
feature selections #leJgt A A3 HES
Table 5 shte] =2 Aelsisict.

Table 5. Test results with filter method

AL A FaAge] Fol o= A Wl
& mdlo] YAREAE ek},

= AL

TP
Recall—m (5)

F-measure= precision® recall 374 A4kske]
T 7 AR eE 2% e HF g A% 4 9l
t}. RecallZ} precision® Fel 28E recall®
precision®] & vhr Fhelrh. F-measure #to]
Lol 7P+ o] A& meleleta P74 & 9

_ 2(Recall X Precision)
£ Measure = Recall + Precision (©)

3.5 Result and Optimization

2 dAFexe AY A g9 F-measure,
AURC, TPR #& wlaste] melo] A5 47
Aol H7} 3E9 priority($A4) e #A 5
HE 714 A Ho{FE F-measure, 2545 2o
T+ AURC, Edzlm] Fol AA A9 v&&
o

Table 4= 2 <lold Aglo] ARt 4714
classification 48]&E)4] feature selection
< 7] A9 A= el

Table 4. Each algorithms' results before feature
selection

F of Classn”l.catlon F-measure | AURC| TPR
features| algorithm
Random 0.667 | 0.901 | 0.600
Forest
J48 0.552 | 0.739 | 0.457
Naive Bayes | 0.481 | 0.685 | 0.371
SMO 0.608 | 0.945 | 0.686
Random 0.645 |0.912 0571
Forest
J48 0.552 | 0.739 | 0.457
Naive Bayes 0.608 0.948 | 0.686
SMO 0.509 | 0.699 | 0.400
Random 0.667 | 0.928 | 0.600
Forest
J48 0.586 | 0.739 | 0.486
Naive Bayes | 0.623 | 0.954 | 0.686
SMO 0.500 | 0.685 | 0.371
Random 0.621 | 0.796 | 0.514
Forest
J48 0.621 | 0.796 | 0.514
Naive Bayes 0.650 0.946 | 0.743
SMO 0.528 | 0.700 | 0.400
Random 0.544 | 0.905 | 0.514
Forest
J48 0.645 | 0.795 | 0.571
Naive Bayes 0.535 0.908 | 0.543
SMO 0.500 | 0.685 | 0.371
Random 0.468 | 0.862 | 0.314
Forest
J48 0.409 | 0.795 | 0.257
Naive Bayes | 0.543 | 0.873 | 0.543
SMO 0.108 | 0.529 | 0.057
Random 0.431 | 0.863 | 0.314
Forest
J48 0.409 | 0.795 | 0.257
Naive Bayes 0.543 0.873 | 0.543
SMO 0.108 | 0.529 | 0.057
Random 0.444 | 0.863 | 0.343
Forest
J48 0.409 | 0.795 | 0.257
Naive Bayes 0.543 0.876 | 0.543
SMO 0.054 | 0.514 | 0.029

Classification g o surel AURC | TPR
algorithm
Random Forest 0.667 0.901 0.600
J48 0.552 0.739 0.457
Naive Bayes 0.481 0.685 0.371
SMO 0.608 0.945 0.686

& feature

4719] classification dae]Eol|A] 12 454
A7 FHE D]
correlation ranking filter®] Az} A+ =)o)
T2 F Pl s Fe7he 7

o=

A=
N5
1o

=z

dare|FelA of
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g0 Z1a) Ade] wokt) 7 okwe|Za
A 7V £ A W feature NFE theat 2l

Random forest <xE]Fell = 979} 7749
featureZ AL uo] FUsA F-measure
0.667°] uskel. ol =9 A& wlasby] sl
AURCE 712 Hwstgda 709 feature® %13
g AfellA 7 2 A3t st

J48 dae]Ze| = F-measure 0. 6457} v
5719] featureZ %3t Agelr 7} £ A3
7} skt

Naive Bayes %¢x2|Zol4E  F-measure
0.6500] & 6709] feature® #a§3+ A&elx 7}
& 2 A3t st

SMO ¢aE]Eel|l4= F-measure 0.608°]
- 9 feature EFE AREHES dlel 7 F2
A7} et

Asphom odqifo] 7 M2 27K feature®
A7 = T/09] feature® random forest ¢
?/]10 01_9:3}0:1 %L&_s]. 1;11}\]3-]1/] 11'\:—“0] 7].;4 =0
o= BoAFlel. oe] Table 6% #d =Hl9|
A3} 3+& confusion matrix® ZE#3F Folr}, A
A 35708 Lzl A dlolE F 21712] wlo]E]

g

O
-

it

2 AU A e 4144709 ik 37 FolA
w7l lolElue Belgee ekl A
719 el e Yol 93 Al
G gl ov] sl 472 TPR3

Table 6. Detection model's confusion matrix

Confusion matrix Predicted type
Black(1) Normal(0)
Actual | Black(1) 21 14
type Normal(0) 7 4137

Table 7. Performance comparison

Results F-measure | AURC TPR

Average of
results before 0.577 0.818 0.529
feature selection
Average of the
best performing
models of each
algorithms

0.643 0.904 0.650

9] Table 7 feature selection $<] 2
I e FHaws A Felth  Filter
method& §3 feature selections #1133k 7
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