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ABSTRACT

Web application services have diversified. At the same time, research on intrusion detection is continuing due to the
surge of cyber threats. Also, As a single-defense system evolves into multi-level security, we are responding to specific
intrusions by correlating security events that have become vast. However, it is difficult to check the OS, service, web
application type and version of the target system in real time, and intrusion detection events occurring in network-based
security devices can not confirm vulnerability of the target system and success of the attack A blind spot can occur for
threats that are not analyzed for problems and associativity. In this paper, we propose the validation of effectiveness for
intrusion detection events using TF-IDF. The proposed scheme extracts the response traffics by mapping the response of the
target system corresponding to the attack. Then, Response traffics are divided into lines and weights each line with an
TF-IDF weight. we checked the valid intrusion detection events by sequentially examining the lines with high weights.
Keywords: Intrusion Detection, Web Traffic Analysis, Text Mining, TF-IDF
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Fig. 1. Hierarchical security practices for
Web-centric business(7).
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Table 1. TCP status in HTTP (Compare
Sequence Number with Acknowledgement)

SPort|DPort Seq Ack Flag [MSS

9159 | 80 | 57fc1991 | 00000000| S -
80 19159 | d0ac8312| 57fc1992 | S A| -
9159 | 80 | 57fc1992 | d0ac8313| A | -
9159 | 80 | 57fc1992 | d0ac8313| P,A |1354
9159 | 80 | 57fcledc | d0ac8313| A 1460
80 19159 | dOac8313| 57fc2490 | A | 0

57fc2490 | d0ac8313| P.A |1178
d0ac8313| 57fc292a
80 19159 | d0ac8313| 57fc292a | P,A 1323

57fc292a | d0ac883e 0
80 | 9159 | d0ac883e| 57fc292a | F.A| -
57fc292a | d0ac883f
57fc292a | d0ac883f| FLA | -
80 | 9159 | d0ac883f| 57fc292b
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WA Oty o R U A2 3habEic

<address>Apache Server at <a
href="mailto:admin@localhost">%3Cscript%3Ealert(4); %3C/script%3E.xce.xxxxxx.xxx < /a>
Port xo00x </address>

<p>The requested URL /boot.ini was not found on this server.</p>

<address>Apache Server at <a href="mailto:admin@localhost">[::1]' UNION SELECT
'/</a> Port xoo</address>

Low -Term Weight- High

Fig. 4. Responses of server with status code
"4xx" by attack
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Fig. 5. Validation through line segmentation of
response page
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%3t} Appscan ET-(release. 2017. 12)Z o]
S8 AdS A M Algshe wE selA
(page)& %73.3}‘}?\4 Sqlmap =(release.
2018. 01)& ol&3t AL shie] 54 djejvle
(parameter) 28 SQL Injection$ F#3sl A
HollA] A8-g 4 A= 53 (14,25570)2 Snort e}
Suricata %ol A$4%E Community, ET
Rule(17,18)& AMg-33ict.

4.2 A8 LI

FARTE ol4slel EdgE WAAA

S
=
A A% 99

N

SnortellA] EJ'X] gl 9
THe = B —’F FFoJek#] (over-detection) 9]
£ Table 2.¢ F71st9lon, FHalegr] F5&

Snort®] AR o3 FUg EdES i ®
Xlt‘f}ﬂl e 495 48Ktk Appscand] A

< OWASP Topl0(19)¢] 55 7|22 Table
3.011 AANE-E B}

Table 2. Intrusion detection events detected in
the experiment

Snort Matching

Tool | HTTE- 0
Request| Rule | Detection ver
detection
Appscan| 6,668 | 291 9,916 3,268
Salmap 414 18 1,102 683

Table 3. Details of detected intrusion detection
events in experiments using the Appscan tool

OWASP | HTTP- Snort Matching
Topl0 | Request | Rule | Detection Ovey
detection

Al 1,125 29 2,971 1,846
A2 561 4 568 7
A3 10 1 10 0
A4 1 1 1 0
A5 1,702 25 2,409 727
A6 131 7 184 53
AT 1,924 63 2,190 266
A8 470 2 471 1
A9 6 3 8
A10 - - -
Etc. 738 156 1,104 366

Total 6,668 291 9,916 3,268

4.3.1 Appscan =75 0|23 A

ol

Appscan =72 g AW 2E Ho]Ald] Ex
I AEE AR oM ES] 4= F 9916712
Z AR 1 F 33,2687 Al Al 9
FeJekA|oln] WA B A3t SHEHIS
6.66871(2xx: 2.6037, 3xx: 1,070%, 4xx:
299571)e] =t $HI=IF 2xx'dl S
71 =2 A E Ze el FATEe] adE
HhgtE = 2Rl AeR FalHgn oo
=2 JEHE Zd= #elE2 XSS, Directory
Listing 24 o2 galzgir}

Fig.6.914 7Fx7F A vehd FHdeldE2
HTML ®zZE =3tz 7] wiel] <html),
(/htmly ejzut ZA8le= S AAste] Fig 7.

A Aokl g 4 HF 5 99l

LS

@ Vulnerable Line ONormal line
2950

2450 -

1950 ~

1450 -

Term Weight
[ ]

950 g
L J
450 °

°®
oo o

50 150 250 350 450
Line

Fig. 6. Distribution of lines in the experiments
with Appscan tool

T

<img sre=
& C:rusersdvwakDeskto

404 - File or
directory not found. Compare Al Levels

The resource vou are lookina
>

Compare Al Levels |njected Link™>
A

o
E
3
&
~

Internet Explorer

= _
- file:///C:/WF _XSRF2798 html 2|
e 6 [y cpmsmmns

Fig. 7. Analysis of vulnerable lines (ex. XSS,
496 : 2604(line : term weight) in Fig. 6.)
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432 Sqimap =7 E 0|83t HE

Sqlmap =7 Gde]A] Wl sfvte] 54 gt
Vg2 EdEE HAAAE d, Snorteld 1,102
A(2xx": 41470)0] A=y F2¢ SHEHY
2 414702 F=Ede}h. 2xx$HelA AA T4

har)
o

Mysql "i7de] w-go] wist
Fel=odct. DB o9t #3d W8 27e] ©H
o] #d 2Rl EL =2 A E 72 Aok
Fig.8.el4 7}217F 714 &2 457749 =l&
Z 132719 =l Fig.9.4% SQL Injection
Aol gt Aol whgo R Sxwe] DBAHEI}
vepdon FAXT7} Hex 32 o443l DB 2
EE RYAT F2 dHeleE Frsle A9t

A#5e}.

@Vulnerable Line O Normal line

550
450 -
350

250

Term Weight

150

50

—T0 T T T T
50 150 250 350 450

Line

Fig. 8. Distribution of lines in the experiments
with Sglmap tool

Vulnerable Line

<pre>|Diasd’ UNION ALL SELECT CONCAT(0x716a6b6b71,
IFNULL(CAST(column_name AS CHAR),0x20),0x7a6171776266,
IFNULL(CAST(column_type AS CHAR],0x20),0x716b6b6b71),NULL

FROM INFORMATION_SCHEMA.COLUMNS WHERE
table_name=0x4348415241435445525{53455453 AND

table_schema= 0; f726d617- 736 56d61--aghS <br />Fstrame
qikkqCHARACTER_SET_NAMEzaqwbfvarchar(32)qkkkq <br />

separation

0x716a column_name 0x7a61 column_type | Ox716b
6b6b71 71776266 6b6b71
ajkkq CHARACTER_SET_NAME zagqwbf varchar(32) gkkkq
qjkkq COLLATION_NAME zaqwbf varchar(32) qkkkg
qjklq COLLATION_NAME zagwbf varchar(32) qkkkg
ajkkq TABLE_CATALOG zaqwbf varchar(512) qkkkq
ajkkq GRANTEE zaqwbf varchar(81) qkkkq
qjkkq ENGINE zaqwbf wvarchar(64) gkkkg
aqjklq EVENT_CATALOG zagwbf varchar(64) qkkkg

Fig. 9. Analysis of vulnerable lines (ex. SQLi,
455 : 413(line : term weight) in Fig. 8.)

Table 4. Number of Lines per status code for
each experiment

Total number of Lines

Http | Sections (TF-IDF calculation)
Tool | state
To be

code | T |UT | Before | After checked

2xx’ | 42 | 13 |123,029| 1,602 | 845

App e 16 | - | 2141 | 10 -
scan

Axx’ | 24 | - | 30.768 | 2.047| -
Sal o | 1| 2 | 27,057 | 537 | 457
map

T: Trusted, UT: UnTrusted

Appscan =TE o]83 A¥
2xx'l ASele 123029709 s £ =2 7}
Z2]9] 845709 2hale] EdE 13709 wjAl® 77t
olA Heksl whg-S el & & gk By
[e]

3xx'¢} dxx'el A 7VeAE 7t
A2 YRz mF AZFZE el E23hEe] Fekgt

AZAAE g G EA2 80 eele shiel

E2PE AL, WA £ 7keA]e] 45778 ekelelA
= Felssict. Auie] whgel SHEHY

Tl SAe] S A A wsk(dd
E, 7t Aula F)dE st Aue
FHobrroh AsldAeoES] f3AS ST +
oS

o
o,
2

:

17h e Bl ogedE
S Q7] Al Y A Aol E WA gl
T 5 loda, SHERLS APEARS gAY
oy HES AYPAMEE F7 Ho G &
olsleh. w3k, 9 Aue] JFo] gl AUPA el
EE 3909 EHY0E A BRst e
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