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ABSTRACT

While biometric authentication system has been in general use, research is ongoing to apply biometric data to public key
infrastructure. It is a significant task to generate a cryptographic key from biometrics in setting up a public key of Bio-PKI.
Methods for generating the key by quantization of feature vector can cause data loss and degrade the performance of key
extraction. In this paper, we suggest a new method for generating a cryptographic key from classification results of
biometric data using multiple classifying models. Our proposal does not cause data loss of feature vector so it showed better
performance in key extraction. Also, it uses the multiple models to generate key blocks which produce sufficient length of
the key.
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Flow of proposed method
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Table 1. BCH code parameters

Index string Message Recoverable
bit bit (k) Message bit(t)
16 16 3
24 24 7
32 36 5
40 45 3
48 50 13
64 64 10
80 85 6
96 99 23
128 131 18
160 163 12
192 193 43
256 259 30
320 322 22
384 393 79

ECCE o]&3te] tj2d ¥+
t}. o] =A== ECC F shial
4-3ksiet.
BCH #Z=ejA 4&7]'*—5} gevle 7} 24w o]
7] Wl AR Aol wWAA| (k) =y T
stk AR e Hoele} <ldlx Falde] AHolr}
1314 e 75 QEs Expdo|
padding)dted A3 & 5 9l= wAA] HIER
‘:]' B 7ksgk wAA vE(D)E AR
F BUT F gle vES 275 e
] /\F&ﬂ BCH Z=¢| wslzlulel& Table
& 4 it

ofl, _D‘ 0
N

—~

=
mln

2
E

13

0o
>

H
o
2
A‘lﬂ"‘
rz

AE o33 22 3300 Fasisich. 94
A= Ubuntu 16.04, CPU= i5-4570 % 271¢]
Folnks AMgsRela, HRels 6GB, ZEoew
deli= C++115 AHEsR et

7|1E AFENE 71 (9)= Fd} 20| W3}
7} AL Essex Faces94 dloJeluo]olr 2
des AN, thekst 22} Fedo] uked ¥l dlo]
Eullo] o s 7H-E A48 AF 8ol A3}
Al 9=t} olo Extended Yale B(16)(17) ©l¢]
ElHjo] ~ 5 ARE-3le] thekdt Felo] EH A elA

>

O



o]4-3t o3 ErA 7] A uld

= =17

©
i
Md
=2
>
M
a2
<t
o OH
Y,
)
jincs
rlo
o}u
L
X

N

Y
g PIN# g1ej9] & oln|A| & slHshe=
=5 97 oln|Ae} 9l9l9] PINS ¥sh=
th o] 7W& PINel E3& A

FAR(False Acceptance Rate)o] 0o <
ool PINo] &% Aefjels A& $1=4t

g A FAslet

o i
FF
o
01-;1 ) (S
b
2 e U

o
f el 3 o
o

R A
2 N

O

4.1 2F7|0| ME 85 24

Table 29} Table 32 Extended Yale B Tt
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Table 2. Performance of the proposed scheme
using LFI classifiers with Extended Yale B
database

Enroll |Authenti

Model | Class | FRR | FAR | ment | cation
nunber | nurber | (%) (%) time time
(sec) (sec)

4 0.26 | 75.3 | 0.028 0.002

1 8 0.00 | 47.8 | 0.039 0.004
16 0.00 | 30.5 | 0.055 0.007

32 2.89 | 484 | 0.111 0.015

4 0.00 | 6.49 | 0.064 | 0.018

8 8 0.00 | 5.92 | 0.107 0.033
16 0.00 | 0.13 | 0.289 0.059

32 3.16 | 0.00 | 0.713 0.113

4 0.00 | 3.23 | 0.102 0.035

16 8 0.00 | 3.11 | 0.216 0.074
16 0.00 | 0.04 | 0.546 0.119

32 6.58 | 0.00 | 1.322 0.222

4 0.00 | 2.34 | 0.166 0.071

39 8 0.00 | 1.79 | 0.302 0.124
16 0.00 | 0.00 | 0.987 0.233

32 0.79 | 0.00 | 2.619 0.445

4 0.00 | 1.28 | 0.307 0.137

64 8 0.00 | 0.94 | 0.647 0.261
16 0.00 | 0.00 | 2.044 | 0.484

32 2.37 | 0.00 | 5.426 0.908

Table 3. Performance of the proposed scheme
using DiaPCA classifiers with Extended Yale B
database

Enroll |Authenti

Model | Class | FRR | FAR | ment | cation
nunber | number | (%) | (%) | time time
(sec) (sec)

4 1.05 |73.94| 0.047 0.000

1 8 2.63 [47.43| 0.057 0.000
16 3.42 129.43| 0.075 | 0.000

32 3.16 [49.52| 0.122 | 0.000

4 0.26 |11.42| 0.132 | 0.002

8 8 1.84 | 8.69 | 0.197 0.002
16 474 1 0.83 | 0.349 | 0.003

32 10.00| 0.14 | 0.643 0.003

4 1.32 | 6.51 | 0.200 | 0.004

16 8 1.58 | 6.75 | 0.354 | 0.005
16 6.05 | 0.48 | 0.651 0.005

32 9.21 | 0.12 | 1.244 | 0.007

4 0.79 | 5.28 | 0.382 | 0.008

39 8 2.89 | 4.25 | 0.695 0.012
16 6.58 | 0.23 | 1.309 | 0.012

32 8.95 | 0.07 | 2.481 0.014

4 0.79 | 4.06 | 0.779 | 0.017

64 8 1.05 | 3.83 | 1.444 | 0.034
16 8.95 ] 0.14 | 2.683 0.029

32 7.89 | 0.06 | 5.147 0.031
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Fig. 6. Images with (a) good performance and
(b) relatively poor performance by poses
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