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ABSTRACT

The k-means clustering algorithm groups input data with the number of groups represented by variable k. In fact, this
algorithm is particularly useful in market segmentation and medical research, suggesting its wide applicability. In this paper,
we propose a privacy-preserving clustering algorithm that is appropriate for outsourced encrypted data, while exposing no
information about the input data itself. Notably, our proposed model facilitates encryption of all data, which is a large
advantage over existing privacy-preserving clustering algorithms which rely on multi-party computation over plaintext data
stored on several servers. Our approach compares homomorphically encrypted ciphertexts to measure the distance between
input data. Finally, we theoretically prove that our scheme guarantees the security of input data during computation, and also
evaluate our communication and computation complexity in detail.
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Fig. 1. System model of User Privacy-
preserving k-means Clustering Protocol
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Fig. 2. User Privacy-preserving k-means Clustering Protocol

S b o e T - B i o
A A hyohy & AR CSPeE Wbt
Atele] Amatgor Feizeld ddate] o]FojAm
2 ARgARE dlolelE Bk Anlel] A dR=T
£ Aslstae ekl e FAE 2art Yk
Alzglell 239 37l vt 2
« AR 1 AREAE wE AR EIE 23 dle]E

w, = 7HAAL Qlek. CSPe] FN71Z 57kt Alwe]
AAle] dlolel s shzstate] Aggiet

o 7t B ks tEske diely She] A
2 7h dlelele] deoliat Al tiEgE d=ch
7k Apgate] LetoluiAlE AshebA] kL AAl o]

2] EA4& Fofsls Alo] Fxolr)

« CSP @ CSPx s =ds & &
A sebvle g st AHEAkel FoAAbeAl L 3k
&+ Afg}. CSPe H7ApE mdE d53le F
Qb Zefo]w Al Adl| 58] $lo] A F3 A 2 Hlo
Al BlEEA Q] QAaks tjAlEkE *11:'1 25 Alggct

UP-kCPE thg3t 22 o @9 /47 A3
=Hrh AAAQ AL Fig 2.9ll49} e}

1. E¥)A - CSPE ¢&std 283 A" 3
e & AAst o AoRelA o gE ASE
ot} AH8AlE CSP7F Al Azl ghebv]gd

u}z} dlolEl 2 <tz slele] HrialeA HA4g}

2. H7lA : FHrkake BExe](Voronoi) thel
ojz1#llel| wie} zpzke]l A3k (observation)S
Fota Zex Hel&S AXksk] $siA CSPel
E53}t dofg gt

3. FA AAADA - HrAks 2 deld
a3t dole e g2 Ak k
A CSPell %33t Aol
#lo 1&0] w357 ggg rtH?/}Z] ~ %741% Elrissy

a
% ab"_ g “H e ez ashe

H7Akek CSP+= BT 37|41 7Fl (honest-
but-curious, or semi-honest) FZA2}x 714
g}t 7S 7 AR 71eE Al 9
N TREZS FA8 wEAN FrlE spsd A
BE 7] AF AEE e 73;{}0]1:} w3k Hr}h
29t CSP= A2 FReA] ¢dtha 7FAgle). of
2gk 7} oA °d:|1[17]°ﬂ/ﬂ’: S AFE
Bz AleIA geldolek melloisie. W7}



A 81 533

(2018. 12) 1407

A7} de] AbgAs Fustiehe
2 Asslat AgAle] dolele] ojat ojwa Hu
T o} 5= glofof gl 3741 sk TAR wdo)
R S GEREESL R = S I

el ~EE A3}

2

« AHaL dole A3 D= {p,lu e [Lnl} o =
@ Zelm A Ashale} OSP 2F AR
olefell disl Felxel® AdE Afldtae ojuldt
HEE & 4 ik B Qe AeAs g
sfeiehe eia) Akl delelel ok g o
obd 4 gt}

o ZY2 ol Bl WiF Zpo|HA 1 CSPE

SelaE s A7ke] dlolele] ol Wi ARE
ol z\r o—lr/].

Y el CSP/h 9AERYEA~d st
Wle] 44 ol ol ALgAle} HAAelA AR 2
719k QAFA7F AFH Ak 7H et

IV. AFZAH Z2|0[HAIE
E2AHE ZEE

Z£5l= k-means
Z2(UP-kCP)

4.1 FH| A

1) CSP= HlFdtaA A sefrlee} &
=% dlole] HHol w3t detvle]E A}
CSP+ dlole]9] 21 d, Fel=e9] Me k, Bt
b aeh &g pE Add A S 21E I8
et & o, 3 Rl el A dlolH ) Uz i
F HE delee] Hd e NS N> M,
N- M<|R|Z w5sh= A5 WA A
H|E7E Qi AMStaal & wis FTHH L
HE dolee HlE 5 = llogp | +1
t}. CSP& Ao A& oz sbds3tsA
289 (pp, pk, sk)<—Setup(1*) o4 EHH F77)
pket W7 skE AR FNFevEE
(d. k. p, N.M, pp, pk) = T},

2)  CSPx=  #ozxet B Ad(secure
channel) & A4 F7igElrlelel CSPY <%
A 3 BE FofztelAl At}

) AR we IR w2449 o]
=] uu% st slsle] Al Al Bl A= A5
o} ALgAlE AH4uhe lmEe Aulsls Ao
HElib(13]%, ®|E &9 139 (p=2)< Ad=st

%ol TFHE(16)22 <tadler 2 Jsis
Bk WS AREalA] bRkl Al A Eget. wlolE
o] 7+ 2}81e EA(feature) HElol| o33t 7
Mo orgsigict, webA dlolel p, = (p,
fa) € R= dAR9] 13E C, = (e )l
S . St dlelElZE nold W, ARk
e GE 52 n-dle]la vE 78k Q=
= noed- Delth AL FhsEeE e
slgshe etaEs Bk pE vl A4kl
2E Fofzle oy DAE Sls FHlE vHEIh

4.2 It A

1) e ZC’W
agoz g Al

niel ¢z G, C, oA
W] 27] A b h, OE

e
*

2 WhHe nAel gl den gEE
h }

u :(Cu417 : 7cu d)J+ zr /g
ole} HehE A2l O, :ij,i—cu,il—;;’— Ak},

T okEare] A Adgke] A4k Harika $(18)
9 AHELdye]Ze o]L3). ALl s Eo

Q

Aoghst vl Ewele] qha el olghe st ol
A},
» B5usle] ERe] g

0, 2] welel &she geE & RO A%
o, g]oﬂ sk, [-4,0) Helel Fahe g

#F RAA A% B+1p-D2 deaeh sy

Jolele] Hgkal MO] N-M<|R|, N> M=
AL utEseg L9 AHiwr) oke] Lo ot
o] R $1IA o 2 ghe HAIch weby s d
cel HEe ARt dgske dsE
C,,C,)<—SORT(C,— C) oA C, 9 Zrt. Hwe
el o 22 0. 7F 09 Adigkel st
|EkeY ta o] AUzt

vjEhele] ksl AYge hsw 0o HA
SHIE ¢, ol8alA Thast o] A 4 9l
ot 37} 9l=(signed) o1xlg #7]ellA A4
Ex ofpold (o2, SeEhd 1R FEE FAF

n)

M B

o

—

3
n:



1408 =3 doleell W3t Lefo]lw Al BESH= k-means FE2FY 7Y

Evaluator (G, ,G,)
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i=m ()
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6. idv<—Dec(sk,sum)
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abort

Fig. 3. Secure Minimum Protocol
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Evaluator (C,,,n)

1. Choose rl,r2 ER,
2. Set C., '«—C -'rEnc(pk,rl)

sum sum

3. Compute n'=n*r,

6. Coy=Coy * Bplry)—E,(Lr/n1)

avg avg P

4. Set sum'<Dec(sk, C.

sum )
avg 5. Compute tmp= Lsum'/n"]
C "<—Fnhc(pk, tmp)

avg

Fig. 4. Averaging Protocol
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Table 1. Bit-wise equality check algorithm

Algorithm EQL(C.. ., O

min’

Input: G, = (¢, ), C=(c',-d)
Output:d;

Dec(sk, d,) =1 (if Dec(sk, G;,,) = Dec(sk, O))
{Dec(sk’, d;) =0, (o.w)

1 tmp:= Fnc(pk, 0);

2 forje [1,]]

3 tmp:=tmp OR(d
4 return NOT(tmp);
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Table 2. Computational and communicational complexity for each phase

Phase Computation Complexity Communication Complexity
Integer-wise Bit-wise Integer-wise Bit-wise
Preparation O(dn) O(dnlogp) Oldnk,) O(dnlogpr:,)
Evaluation O(dnk) O(dnklogp) Olnk,) O(nlogpk,)
Recomputing Mean O(dk) O(dklogp) O(dr,) O(dlogpr,)
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Table 3. Complexity comparison with previous works

. . L . Data Number
Computation Complexity Communication Complexity Privacy of Users
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