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Utilization and Optimized Implementation of Format Preserving Encryption
Algorithm for IoT and BLE Communications*
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ABSTRACT

Bluetooth is the key technology in the wireless connection of many Internet of Things (IoT) devices, especially focused
on smartphones today. In addition, Bluetooth communication between the IoT device and the user is mainly performed via
Bluetooth Low Energy (BLE), but as the Bluetooth technology gradually develops, the security vulnerability of the existing
BLE is more prominent. Research on Bluetooth accessibility has been conducted steadily so far, but there is lack of
research for data protection in Bluetooth communication. Therefore, in this paper, when sending and receiving data in BLE
communication between IoT and users, we propose effective methods for communicating with each other through the Format
Preserving Encryption Algorithm (FEA), not the plain text, and measures performance of FEA which is optimized in
Arduino and PC.
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Fig. 1. Infringible scenario through hacking of
hospital information system (5)
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BLE Advertising channel Packet Frame

| Preamble ::;::s | Header Payload | CRC ‘
2 byte
PDU type RFU TXADD  RxADD  Length RFU
BLE Data channel Packet Frame
| Preamble ::;f::s | Header Payload | MIC | CRC ‘
2 byte
LLID NESN SN MD RFU Length RFU

Fig. 2. BLE packet frame
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Smart Phone loT (BLE)

1. Includes its own
serial number (128 bit)

2. Paiting request for connection: Pass pin number o the loT device

3. Accept pairing for connection : Enter pin number
4. Pairing completed

5. Create 6 digit TK 5. Create 6 digit TK
when pairing are when pairing are
completed completed

6. Encrypting 6-digit 6. Encrypting 6-digit
TK with serial TK with serial

number creates STK number creates STK
(128bit) 7. Use the same STK between users and loT (128bit)

devices as a private key for cryptographic
communication

Fig. 4. Generation method of private key used
for data encryption

Smart Phone loT (BLE)

1. TBC.KS(PK), TBC.TS(Tw) Users and loT devices own the same private key |1 rBc. ks(PK), TBC.TS(TW)
generates Round Key  |and Tweak generates Round Key
(RK), Round Tweak (RT) (RK), Round Tweak (RT)

2. Encrypt data to send

4. Decrypt with Round Key,
(Encyyr(Data)

3. Send cryptograph (Encyyr( Data)) Round Tweek
(Decgy pr (Encypr( Data)))

7. Decrypt with Round
Key, Round Tweek
(Decyy pr(Encyy pr( Data))

6. Send cryptograph (Encyy xr( Data)) 5. Encrypt data to send

(Encyy gr( Data)

Fig. 5. Encrypted data communication between
user and loT device
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Table 1. Optimize division operation using shift
operation

// Replace with »)5 operation
temp = a ») 5

mov eax, dword ptr

mov edx, dword ptr

mov cl, 5

call _aullshr (0BE1230h)
mov dword ptr, eax

mov dword ptr, edx

Table 2. Optimize Modular operation using and
operation

// Replace with &0x1f operation
temp = a & OxIf;
mov edx, dword ptr
and edx, 1Fh
mov eax, dword ptr
and eax, 0
mov dword ptr, edx
mov dword ptr, eax
Clock Cycle Clock Cycle
20 19 20 19

8
8 5 8

6
:
: [ ]
o

Optimizing modular operation

Optimizing division operation
=mod 26 =& OAF mdiv2s m>> 5

Fig. 6. Test cases 100 million modular, division
operation optimization result
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128, 192, 256bite] 7] Hels za, 4l 28 TBC

2 783 Py nEtse ”bﬂﬂ ]iﬂ FaAl gl
t}.

Arduino Megadl4 & 2 EﬂiE AL
43} Zr} e PJynEgks TTA 23(6)S
Z3led  FEssl,  (8)9] Look Up Table
(LUT) 2KB WA1& ARgste] dejreqtse) 2|3t
(SBL)# 24t (DL) &5 Ak & 5=
Bl 2~E Ao~ 100070 (¥ 39 FEA A #4 +
3ol gt 4byte Hw & - B33} £EE v
Zo|t}t. Arduinoel4 LUT (2KB)& ARt Az}
A3} AR} 8wl AT &£5r} A= 7S el
¢ odrh, ® =FolAe] el A~EE Arduino Mega
2560014 a3 erz  SRAMe| 8KBZ LUT
2KBE ¢Zrdx EAIge] Add & A
ATmega328% Aglg Z¢ SRAMe| 2KBo|B&,
z2a¥9 =9} LUT (2KB)E AF 42= &
Ak webA eolzldt A% SRAM Hr} £=Fo] Z
Flash Memoryf’ﬂ LUT (2KB)E AA3tL ¢le]
2 #=} (9). % 3% Flash Memoryol ##s}
3, ¢ °LL“ 7&"%‘{{ B WS e

PCellA +d g "~E %75,% z 69} Z} PC
xe FHE o} AR ( 1& Fxste
?fﬁ@}"ﬂ , 2 = #HAs) 7]“3 zﬂi =435}
ark. % 73 128, 192, 256bite] 7] Ael& 7+
H2E Aol 100070 A& 22t 8byte H+
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10003 33pols v AzhE vehie, 1 23

b ke

=

Table 3. Test for read and write from flash
memory

#include {avr/pgmspace.h)

const uint8_t save()] PROGMEM = { 0x01,
0x02, 0x03, 0x04, 0x05 };
int k;
void setup() {
Serial.begin(9600):
}
void loop() {
for(k = 0; k { 5 k++)
Serial.print(pgm_read_byte_near(save+k)):
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Table 4. Test Environment for Arduino and
Program

Table 7. FEA performance improvement in
8byte encryption and decryption before and
after optimization in 1,000 test cases

Optimization of SBL,
DL Function
(AVR-GCC)

Table 5. FEA performance improvement in
4byte encryption and decryption before and
after using LUT in 1,000 test cases

Method FEA
Timing 46 sec

FEA (LUT)
5.75 sec

Table 6. Test Environment for PC and Program

Processor Intel Core 15-8250U CPU
1.6 GHz

Memory 8GB (DDR4)

Operation Windows 10

System

Implementaion Microsoft Visual Studio

i C++ 2010 Express x64

Environment
tools

Optimized

Compile 02

Options
Functions for TBC
operation type 2
Implementation based on
TTA-Standard and

L9 Optimization of SBL, DL
Function, Ranking
Function, Cycle-Walking
(C Language)

(7. 8)9) Hl2E Ashuct o wE 45U HAg

% siet,

Processor ATmega2560 (8 bit AVR)

Flash Memory 256KB Operation Mode Timing

SRAM 8KB FEA_128 0.052 sec

EEPROM 4KB FEA_128_Opt 0.006 sec

Implementation Arduino IDE FEA_192 0.060 sec

Environment FEA_192_Opt 0.008 sec
Functions for TBC FEA_256 0.067 sec
operation type 2 FEA_256_Opt 0.007 sec
Implementaion based on

FEA TTA-Standard and v A =

E =idlMe AHEAEY BLE A4 334
A "?*75@, M4 EHEcl AT o] Azt d
18] 7184 ZdolAd denEgdss 383y o] &
Ao g Heksle wale Akl 71 &
Z s delelE taststd a7k solviAEL,
P 2N E AMSP 5T heane] =)0 A
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S FApAelar, g Wl A2 ofe dHlolelE Hule
BLE FAldA tzslst® dolele] =717} 5o
Al ddete we & AAe] sldh =g
8bit-AVR Arduino Mega 256004 3e]x=s}
35 AVR-GCC=E A3} +d3te A5 H7ks &
33lal, SRAM £=Fo] =& $HHelA aspdor
v welE Fejshe el s 7k Adwstgict
PC 37golM T8 HerEstss 128, 192,
256bite] 7] Aeo] z ]
CFFE
stod A x= Ao )7
&k o Ao, F7}E Spoofing Tool7FA]
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