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ABSTRACT

OAuth 2.0 bearer token[1,2] and JWT(JSON web token)[3,4], current standard technologies for authentication and
authorization, use the approach of sending fixed token repeatedly to server for authentication that they are subject to
eavesdropping attack, thus they should be used in secure communication environment such as HTTPS[6]. In OAuth 2.0
MAC token[6] which was devised as an authentication scheme that can be used in non-secure communication environment,
server issues shared secret key to authenticated client and the client uses it to compute MAC to prove the authenticity of
request, but in this case server has to store and use the shared secret key to verify user’s request. Therefore, it’s hard to
provide stateless authentication service. In this paper we present a randomized token authentication scheme which can
provide stateless MAC token authentication without storing shared secret key in server side. To remove the use of HTTPS,
we utilize secure communication using server certificate and simple signature-based login using client certificate together with
the proposed randomized token authentication to achieve the fully stateless authentication service and we provide an
implementation example.
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Fig. 2. MAC Token
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Table 1. Implementation Environment

0S Ubuntu 16.04

Server-side .
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Framework
Database MongoDB
Client-sid
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Crypto libraries | node-forge, berypt
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Fig. 3. Server certification information in initial
load of main page
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Fig. 4. Local storage information after
successful login
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Fig. 7. Selected message encryption using
randomized token authentication
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Table 2. Comparison of performance

Bearer MAC RTA
token token
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server-side
token X Y X
management
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initial login certificate
security in
keeping HTTPS HTTP HTTP
authentication
computations | _ HMAC 1 | HMAC 1
in auth req.
computations HMAC 2
in auth verify AMAC 1 HMAC 2 Hash 1
stateful/less
in keeping stateful stateful stateless
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