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ABSTRACT

Although the IoT market is steadily growing, there is still a lack of consideration for increasing security threats in the
IoT environment. In particular, it is difficult to apply existing IP security technology to resource-constrained devices.
Therefore, there is a demand for reliable end-to-end communication security measures to cope with security threats such as
information tampering and leakage that may occur during communication between heterogeneous networks do. In this paper,
we propose an end-to-end message security protocol based on lightweight cipher that increases security and lowers security
overhead in resource-constrained IoT device communication. Through simulation of processing time, we verified that the
proposed protocol has better performance than the existing AES-based protocol.
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Fig. 2. A structure of proposed protocol message
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Table 1. A definition of Message Type

Name Val Description
Reserved 0 | Reserved
CONNECT 1 | Request to connect
CONNACK 2 | Connect acknowledgement
PUBLISH 3 | Publish message
PUBACK 4 | Publish acknowledgement
PUBREC 5 | Publish received
PUBREL 6 | Publish release
PUBCOMP 7 | Publish complete
SUBSCRIBE 8 | Subscribe request
SUBACK 9 | Subscribe acknowledgement
UNSUBSCRIBE | 10 | Unsubscribe request
UNSUBACK | 11 | Unsubscribe acknowledgement
PINGREQ 12 | PING request
PINGRESP 13 | PING response
DISCONNECT | 14 | Disconnect
Reserved 15 | Reserved
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