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ABSTRACT

The rise of Online game ESD(Electronic Software Distribution) like Steam, the method of game piracy are more
diversified. In Online Game ESD, Software DRM is applied to game because we have to play in offline situation, but it is
easily bypassed due to low security level. In this study, we analyze crack files of pirated games to learn how to bypass
Steam DRM and to establish countermeasures for based on API call birthmark. The generated birthmark showed more than
85% resilience in representing crack groups and 95% credibility in detecting cracked games. With this study, it is possible
to enhance the security of the online game Electronic Software Distribution platform, and to provide a high level of game
piracy protection for indie game developers, especially those who can not purchase Third Party DRM to protect their own
games.
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Fig. 1. Structure of Steam DRM Version 2.x
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Table 1. Security Features of Steam DRM

Version 1.0 1.5 2.x 3.X
Checksum 0O (6] (6] O
Protection ID X Steam Stub Steam Stub (new #1) Steam Stub (new #2)
. XTEA (DLL)
Code Encryption X CBC AES-256 (Game) not used
Debugger Detection X X O (0]
Basic Valid Digital Cryptography Cryptography
Verification Ownership Signature Signature Signature
Check (steam.dll) (steamclient.dll) (steamclient.dll)
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Fig. 2. Structure of Steam DRM Version 3.0
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Table 2. Example of DIl Emulating
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DIl Search Order Hijacking= DI1¢] A3}

= o]&sl= whloltt. Windows 93 AlA ol 4]
= A e A3 DI 23 of dAT 4]
o w2l DIl &A oA5-5 At A4 Azl f
A% Dlle] Z‘*—ZH s Ale) 9l g DllS Z=3)
A =eh21).

A24A el Steame o]&3 AY AL Steam
oJEFeAloldE Fd o]FelFt Steam o1EHA
olAdg o] &3l A 2EskA =W DIl A &4
of wel 2%%1¢l Steam oZE|A)A ti=E el
EAsh= DIIS 2=35HA €t} whiel Steam =23
A2 Steam olEe|AolAE T4 AAATIA
% I A e A gedolvt MEe] |
A5 Eal AL AgsiA ok AgE =2 A
< Steam®| olZe|AlelAl vdE2e gl DI+
Zr3bA] ¢x 591l dA) e el gl =
At zE Aejdede] e ole oEdeldH
Dll& Zx=sH Hrf,

steam_api.dll Steamclient.dll
(Cracked) (Pure)
SteamAPI_ISteamClient_ | steam_ConnectTo Table 3. DIl Search Order
ConnectToGlobalUser GlobalUser Search Order Description
SteamAPI _ISteamClient_ | Steam_CreateSte 1 Known DII
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Fig. 4. Overview of S.0.S (Shield of Steam)
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Table 7. Result of Resilience Test

Table 8. Result of Credibility Test
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Group #3 83.36% 81.69% 85.77% 82.43%
Resilience
Grroup #4 79.70% 86.58% 85.37% 88.75%
Resilience
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