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Flight Software Reprogramming for Next Generation LEO Satellites

Bum-Soo Yoo, Jae-Yeop Jeong, and Jong-Wook Choi Regular Members

o ot
O O
A9 A F8 EFol] dAsHE 2ZEY Y e XA TARES ofrlste] A4 AAY] dF AIE AT = Ak
ol& 7] Q3 LAY FEL HAES HE5S st HaAZE ) 22 AIEE AYESE W&o U [1]. 3HAT
do] WAL & Ao SeEpzks o stuglo] SHA Y FA|, S 1] B W 59 oA g FAEe] EAaE FE Qi
o] A HPAZEAE AL oA FARR 9o &M AFE AT F drk B =RodAE AAE $4]
reprogramming capabilityS 2¢135}3L reprogramming bl ts] ol i =3}

Key Words : Satellite Flight Software, LEO Satellite, Reprogramming

ABSTRACT __ .
In satellites, even a small error in flight software could cause a failure of missions. Therefore, there are strict development
and verification processes for a high reliability of flight software. However, satellites on orbits could meet unexpected situations
including hardware malfunction. In this case, it is necessary for flight software to be updated to cope with the unexpected

situations and to continue their missions. This paper reviews reprogramming capability of next generation LEO satellites.
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AHA © F reprogramming S $-33HH 7]152] codeR Tt}
patch $-9] code?t AX A Hrh. whebA] wELE] AellA] off
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— Parameter
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— Linking
Linking®ll= =LA static linking % dynamic linking®] %}

T} Static linking & A2EgJo] 9] §H4= 9l WigSo] A F
25 7HAA Aol T i, dynamic linkingS operation
system (OS)o| A AA 7o 7 FAE Sdgsit) xpAt YA
oA AREsl= VxWorkse] 4% windows/linuxe} €2
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— Compiler & Linker

Code”} assembler® ¥ & | compiler ¥ linker © we}t
datate] thE Xo g o] Hr}f 19 12 compilerol A
R s &3t agolrh B a7 1(a)dlAE stringol
local data® 7}al integer #< assembler?tC & S0zt
Hbe 728 1(b)o| e stringS local HCe.® ZEl static

double & .bss FHdo g ZIt}l F7F2 doubleol] W3t %7]
HES data & o] HQAk o)A 7 wWwe] dgo] vk
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ool ol

shal 739l

Result = %d

? Assembler
40000998 | 52657375 | call  Ox89a3d76c
4000099 | 6c74203d | call  oxfldesade

C code

void test (void)

UINT32 a, b, c;

a=1;
b 2;

prlntF ("Result = %d", c);

400e0920 | 20256400 | unimp  ©x256400

save %sp, Oxffffff8s, %sp
mov. 1, %00

st %00, [%fp - oxc]

mov 2, %00

st %00, [%fp - 0x10]

ret
restore

9de3bf88
90102001
de27bffa
90102002
de27bffe

400e0924
400e09a8
400e09ac
400e09b0
400e09b4

400e09e8
400e0@9%ec

81c7e008
81e80000

(a) Local integer and string in assembler

I case | | fesemiter |———————
void test (voi

call 0x89a3d644

call 0xf1de8968

unimp  @x256600

save %sp, Oxffffffo8, %sp

4000870
4000874
4000878
400e087c

52657375

static double a, b, c; 6c74203d|

9de3bf98

b 400e08b8

Y
"

=1.
= 2.
a

+ o9

c53a2108 | std %f2, [%00 + 0x108 ]

81c7e008 ret

printf ("Result = %f", c); 400e08d8

} 400e08dc_ 81e80000  restore

1.9 2.9
data area | 400e@8e0: [3ff0 0000 0000 0000 4000 0000 0000 0000

400e08f0: 0000 6000 06RO 0000 [SFTO AP0 0UAD 0000
a

bss area

400e0900: [4000 0000 0000 00004008 0000 0000 0000

b c

(b)
a8 1.
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PM697 TCT™
SGM
(A data
NVMEM-A
NVMEM-B
Code patch Area
SRAM
data
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3. Reprogramming Scheme

AAE 4L SRAM, SGM, NVMEM, % 37}49]
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— SRAM Code Patch

SRAM H|gAhZEg|o]7} Eolrbe wiRe]&2 SRAM

code patch= 3% WR oA A LAZEY S $H5H=
H o]t SRAM code patcholli= 27k« Who] gt #

AE B 7= 22 EY ] g2 BS54 inline
code patch method®} &AI7} ¥+ F& AAE A=

jump logic return method”} 1t} [3].

Inline code patch method+= patch dtaLA} 3} codeoll th
7} A Q3 instructionZ+S over writingdh= Zo|th 19 3
© inline code patch method®] thE &l F2FQ1 A< #
patchE HolFrh A4 3h& 10014 2002 nptaixt &g
code®l] 3}k instructions &<l “add %00, Oxa, %601
golak 2 9lglth 1 & “add %00, Ox14, %ol % upF=
instruction?] 0x92022014= Z oA g Wy
0x400E09D0°] Y=t} [4]. o] WS FHASHARE over
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writing©] 7] W&ol patch 3}+= instruction®] © & % A}

£317] ofgrh ®uk olYz compilerE ESHA &
assembler= code hand-writing method® #4sfoF 3}7]

whio] Ak} o] WE A9 A ol

CMD
Type
04 0000 10

D0 Length | Week | Address SRAM data CRC

0000 | 400EQ9DO 92022014 0204

{  ox400e09d0 :

92022014 add %00, 0x14, %ol

int func_a (int a, int b)
{

int result;

result = a + b + 10;

0x400e09c4 +0x00c: 1d [%fp + ox44], %00

0x400e09c8 +0x010: 1d [%fp + ox48], %ol

0x400e09cc +0x014: add %00, %01, %00
il (0% 40020900 +0x018:  add %00, 0xa, %ol|

0x400e09d4 +0x01c: st %01, [%fp - Oxc]

return (result);

}

%! 3. SRAM patch with inlink patch method

Jump logic return method: patch® instruction oA
over writing®. =& A7} E7Fsd o), sld BE JAE
nHE= W o|t) 19 45 jump logic return method®] &
2He- HoJF U function_a AAE $4317] 218) function b
= 4 w2g] g Yo upload = code patch#lS =333t}
% function_a®l| inline code patch methodE &3
function_b= jump sHEE 9] A2t F-E9finstructions
TA8H= code patch#2E G383t} o] w function_boll A+
A8 operationS G233+ F, ThA] L) function_a®] 4
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Fa7t HAEE < 7] Wil code patcholl 2%
7} gtk Bk oy} VxWorksoll A= wlig] g go] -7
7] wj ol Z+2+e] text, .data, .bss&COMMON < &wujch

reserved 9 9S FrRSof sty wiHHEtez 9] 271X
SRAM patchE 3F=dl UoJA patch $olli= REEA]
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B 4 ek
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Code patch#2

void function_a()

(void) function_b();
return;

void function_a()

int a; }
int b;
for (a=0; a<10; a++)

Reserved

VxWorks

addr = 0x40000000 + a;
Function_e1

Function_a

Code patch#1

Function b void function_b() <

int a;
int b;
for (b=0; b<10; b++)

Reserved area for code patch

*addr = 0x40010000 + 2*b;

1% 4. SRAM patch with jump logic return method

— SRAM Code Patch

SGM2 PMB970] obd TCTMe] vlxg|olt}r} 9 =] o]
HE ¥o] Fi, uzol Al 7yl wel SRAM
code patchE 33l= Aotk SGM X & SRAMI} H] L
shH, B2 dloJHE el s fXE 3T 4 9l
th agla B4 X E vE SEsktt B ashtha s
o] =& uf x| ASlel wet A8 4 A7) ol S
FASHA, RHEA o2 & 4= gtk 914 9] reconfiguration ¥
booting sequenceE RWH, NVMEMel| 1= H]gAZE Qo]
£ SRAMO.Z v FARst we}A] SRAM code patch=
reconfiguration¥-ol] A}, AT SGMe]  data™
reconfiguration ©]$ol% Hol9l7] ol =] 7MYS
%3] upload §1°] code patch Z-&o] 7}53sit)

SGM code patch¥ SGM patch tableol| &3 #&]7} €
t}. 29 5= SGM patch table® data®] 722, dataol:
code patch data’} #°d¢] =31 39 code patchE patch
table %3 #2]3lt} Patch table Z}2Fe] patcholl S8byte
A skdE]o] number (2 bytes), address (2 bytes), size (2
bytes), CRC (2 bytes) ko] A7) @} Addressi= code
patch W-€-¢] ojt]dl] 21+=2] code patch data area®] E4 4
9 AT, size 3T FGolA 9 data 2715, CRCE
25 HAF #-& vreERdIT) Patch table 2ol header$} 2
70€] patch 7} EoE=A] count kol 24tk SGM memory
upload command”} £ 29 31 datas SGM code patch
data areacl] #7343t SRAM¥} SGME] patch tables 4 d]
ek 9 S wkEhs ) 4770704€] SGM code
patchE Aty =% 54 patch numbers 483l
A2} command’} 5012 79, SGM patch dataol|A #+<
2]o]9}A] patch tableel 4= CRCE o] &38ko] OF AALS
et} @ 771 ¢18 7% patch dataS SRAM cod patch
Hk2lS o] &3le] A-&3lth Reconfiguration®] SRAME]
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SGME] patch table #+& HAMHL7] wlito] SRAM 2]
patch tableo] §lolA %= EA7} x| gt}

Patch Table in SRAM SGM Patch Table

S G
Header M P
00 | 00
Patch Count | @0 02
Num #| @0 | o1
Patch | Addr 00 00 Patch | Addr 00 00 —
#1 Size | 00 14 #1 Size | 00 14

|
I s |G
I
|
|
|
|
CRC_| 6E | c7 | CRC_| 6 | c7
|
|
I
I
|
I
I

Header M P
00 | 00
Patch Count | @0 02
Num #| @0 | o1

Num #| 00 02 Num #| ©0 02
Patch | Addr 00 80 Patch | Addr 00 80
#2 Size | 00 | 14 #2 Size | 00 | 14
CRC 6E Cc7 CRC 6E Cc7

Num #| ©0 03
Patch | Addr | DF 00
#447 | Size | 00 00
CRC | FF | FF

Num #| ©0 03
Patch | Addr | DF 00
#447 | Size | 00 00
CRC | FF | FF

SGM Code Patch Data Area

p 64bytes .
0000 (4002 (9478 (5347 (4D20| ----:* 0000 | 0000 [«
0020 [ 0000 | 0000 [ 0000 (0000 --:-:* 0000 | 0000
0040 [ 0000 | 0000 [ 0000 0000 | --:-:* 0000 | 0000
0060 | 0000 | 0000 [ 0000 (000D | - 0000 | 0000
0080 (4002 (9478 [4B41 (5249 ~----:- 0000 | 0000 |-
00AQ [ 0000 | 0000 [ 0000 (000D --:-:* 0000 | 0000
00C0 (0000 | 0000 [ 0000 (00O | ----:- 0000 | 0000
OOE® | 0000 | 0000 [ 0000 0000 | ----:- 0000 | 0000
0100 | 0000 | 0000 (000D | 0O | - --* 0000 | 0000
0120 (0000 | 0000 [ 0000 0000 | ----:- 0000 | 0000
0140 | 0000 | 0000 (0000 | 0O | - --* 0000 | 0000
0160 | 0000 | 0000 (0000 | 0O | - --* 0000 | 0000

12 5. SGM patch table?| X

— NVMEM Code Patch

$4d ] reconfigurations 3k 7] =33 SRAM
code patch+= A5 Alepzick, wheba] B Q3 74-9- thA] data
uploadF-8] A5 thA] $=883)of gt} SGM code patch®] 73
< SRAM} €] data uploadE & 8+ AT 242
NYE Fall AHF o] tF 485 sljof sttt o]= $14ddl &
A7F WS W A= 22 critical path A= ARE]
E7Vssth o] & #ldstr] Yl NVMEMe A A= o] 2l
= HPALZEY ]S $43= NVMEM reprogramming 7|
5ol B 23}t} Code patchd NVMEM-2 booting sequence
o 4] SRAMC.2 HA7F Eo] reconfiguration ©] 5ol %= 7]
& A go| HArk

718 6= NVMEM reprogramming2 H.oj 5t} XAkl A
2] A AF T2 SRAM 49l dataZ upload 3t} 1 &
NVMEM reprogramming commands 29 7% 256 byte
A over writing= 4335l NVMEMS code patch$tt}.
NVMEMS] £olli= NVMEM ©f| th$t length®} CRC AR 7}
E017} 9t} webA code patch ol 2= CRCE length
#HoZ FAF o 5 o/ AAE T g ArE PM697
o= NVMEM A, B, 2717} &A%t} 271E sAlll patch®
745, code patchE &5 F=3shdl ¢hds] b4 ek ot

24 NVMEM 1709F code patchste] &2 o F-= &<l 3+
=], Y4x] NVMEM 1709l % code patchZ 33+c}

256 Bytes ritq

i 2MB NVMEM Bank A
AT697F SRAM §
0x0000.0000

'
#1 NVMEM data(256bytes)
#2 NVHEM data(256bytes)
#3 NVHEM data(256bytes)
. ] L{C
#15 NVMEN data(256bytes)
#16 NVMEM data(256bytes)
0x0000.1000
Address SRAM data CRC
NVHEN data

Address SRAM data CRC
00000040 NVMEM data XIX2
Address SRAM data CRC

00000080 NVMEM data XIX2

2MB NVMEM Bank B

Address SRAM data CRC

000080 NVMEM data X1X2
Address SRAM_data CRC
960070 NVHER data XXz L[C

1% 6. NVMEM patch diagram
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