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The middleware in the IoT system is software that acts as a messenger to connect and
exchange data between humans and objects, objects and objects. IoT middleware exists in various forms
in all areas, including hardware, protocol, and communication of different kinds, which are different in form
and purpose. However, IoT middleware exists in various forms across different areas, including hardware,
protocol, and communication of different types and purposes. Therefore, even if the system is designed
differently for each role, it is necessary to strengthen the security in common. In this paper, we analyze
the structure of IoT middleware using Service Oriented Architecture(SOA) approach and design system
security requirements based on it. It was defined: Target Of Evaluation(TOE) existing system development
method and the object is evaluated by Common Criteria(CC) for verification based otherwise. The proposed
middleware system will be correlated with the security problem definition and the security purpose, which
will be the basis for implementing the security enhanced IoT system.
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[Fig. 1] SOA—based loT middleware domain
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[Fig. 2] Security Layout to Consider in loT
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(Table 1) Security issues and considerations when
building loT platforms

Security issue Considerations
- Limited security computing capabilities
Security - Encryption  algorithm  requires  higher
Algorithms processing power
- effective encryption
- The lifetime of an embedded device may be
longer than the life of a cryptographic
Decryption algorithm
- Cryptographic  algorithms have a limited
lifetime before breaking
Physical - Theft of Mobile Devices
protection - Possibility of moving a fixed device
Operation - Always on: High turnout, more energy, faster
detection detection )
- Periodic  detection:  Reduced  energy,
technology and -
desion reduced detection rate
o - On-event push: minimal energy, no detection
- For example, in the case of smart power
Multi-Party syslgms, stakeholders ;ugh as pqwer
service users, local associations, suppliers,
Network
Management and s on.
- Who has access to provisioning?
- Who has authority?
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(Table 2) Terminology by system function

Terms Definition

- The data collected by the application
installed in the loT user terminal is
stored as [S.

IA(IoT Application)

- Object to be evaluated: In this paper,
middleware in the step of storing

TOE(Targel of information  collected  from  loT
Evaluation) o ’
device in physical system and cloud
form.
IS(OT Storage) - Itis stored as IS where the collected

data is stored.

- Archive data: In this paper, the data
stored in the IS is authenticated by
the TOE before being stored and
used.

AD(Archive Data)

- Object Data: In this paper, we define
the data to be archived and basic
data and meta data collected in IA
required to explicitly reconfigure
business transactions on services to
be used in future.

OD(Object Data)
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