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The fourth industrial revolution and so on, the manufacturing environment is based on the
latest IT technology, and ICT-based convergence that links with various industrial fields is actively
proceeding. For this reason, convergence security based on changing environment in the field of security
1s emerging as a new issue, and various demands for convergence security are increasing. Such changes
in the industrial environment not only provide advantages of convergence environment, but also cause
various fusion and complex security problems. In particular, the government is actively promoting policies
to build 10,000 smart plants by 2020, and has implemented projects to build 2,800 smart plants from 2014
to 2016. Therefore, we will examine the security threats and countermeasures against smart factories that

are being built on the basis of ICT rather than the existing closed type.
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[Fig. 2] Industrial control system network diagram
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(Table 1) Security Threat Cases

Year Threat

2010 Natanz nuclear facility, Iran

EMC RSA & Lockheed Martin, U.S.A

2011 Mitsubishi Heave Industries, Japan

Financial computer network, Korea

Waterworks control system, U.S.A

2012
0 Financial computer network, Saudi Arabia

Business computer network, Korea

201
013 Defense industry, Korea

Computer control system, Europe

2014 Nuclear computer network, Japan

Korea Hydro Nuclear Power, Korea

Power grid system, Ukraine

2015 Airport computer system, Poland

Broadcasting computer system, Korea

Adex Exhibition, Korea

Michigan power station, U.S.A

San Francisco city railway, U.S.A

2016 Power grid system, Ukraine

SWIFT, Bangladesh

Korail computer system, Korea

Warner Cry(Ransomware), Worldwide

Petya, Petra(Ransomware), Worldwide

2017 Honda automobile company, Japan

DDoS Hack(Saad placement), Korea

Deface Hack, Korea

Internet Nayana(Ransomeware), Korea
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(Table 2) Response Guide Status (KISA)

Div.| Year Title
IPv6 security technology

‘10 Intrusion procedure

Wireless LAN security

‘12 DDoS corresponding

‘15 Hosting provider security

‘16 Private sector intrusion
Infringement response team
IPv6 operational security
Wireless LAN security
Corporate security
Smartphone security

‘1 Smart Work activation

Cloud operational security
VoIP security advisory

Public wireless LAN security
‘15 Wireless router common security
loT common security

‘16 loT password authentication
Central control system security
17 Smart Factory security
Homel(appliances) loT security
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