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Internet of Things(IoT), which is developing for the hyper connection society, is based on
OSHW (Open Source Hardware) such as Arduino and various small products are emerging. Because of
the limitation of low performance and low memory, the IoT is causing serious information security problem
that it is difficult to apply strong security technology. In this paper, we analyze the vulnerability that can
occur as a result of compiling and loading the application program of Arduino on the host computer. And
we propose a new attack method that allows an attacker to arbitrarily change the value input from the
sensor of the arduino board. Such as a proposed attack method may cause the arduino board to misinterpret
environmental information and render it inoperable. By understanding these attack techniques, it is possible
to consider how to build a secure development environment and cope with these attacks.
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[Fig. 1] Arduino board sample
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