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In recent years, cloud computing technology has been socially emerged that provides services
remotely as various devices are used. However, there are increasing attempts by some users to provide
cloud computing services with malicious intent. In this paper, we propose a property — based multi - level
hierarchical approach to facilitate authentication access for users accessing servers in cloud environment.
The proposed method improves the security efficiency as well as the server efficiency by hierarchically
distributing a set of attribute values by replacing the order of the user ’s attribute values in the form of
bits according to a certain rule. In the performance evaluation, the proposed method shows that the
accuracy of authentication according to the number of attributes is higher than that of the existing method
by an average of 15.8% or more, and the authentication delay time of the server is decreased by 10.7%
on average. As the number of attributes increases, the average overhead change is 8.5% lower than that
of the conventional method.
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(Table 1) Term Definition

Term Definition
Dy, Property information
q The private key selected between [2, n-2]
Q The public key computed via g x P
SK Shared key
£, finite field
t, t, Random key
ak; Access control key
sk; Secret key
FE Elliptic curve on finite F;)
EF) Number of points on elliptic curve
P Base point
I Total number of distributed user property
information
ur Union Identifier
h() one-way hash function
52} XOR operation
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