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Abstract Along with the expansion of areas in which ICT and Internet of Things (IoT) devices are utilized, open
source software has recently expanded its scope of applications to include computers, smart phones, and IoT devices.
Hence, as the scope of open source software applications has varied, there have been increasing malicious attempts
to attack the weaknesses of open source software. In order to address this issue, various secure coding programs have
been developed. Nevertheless, numerous vulnerabilities are still left unhandled. This paper provides some methods to
handle newly raised weaknesses based on the analysis of histories and patterns of previous open source vulnerabilities.
Through this study, we have designed a weaknesses analysis system that utilizes weakness histories and pattern
learning, and we tested the performance of the system by implementing a prototype model. For five vulnerability
categories, the average vulnerability detection time was shortened by about 1.61 sec, and the average detection
accuracy was improved by 44%. This paper can provide help for researchers studying the areas of weaknesses analysis
and for developers utilizing secure coding for weaknesses analysis.

Keywords : Open source, Secure coding, Secure weakness, Weakness history, Weakness learning,
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and Smart Mapping
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Fig. 6. The vulnerability analysis result for Analyzed
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Table 1. Test results for vulnerability detection accuracy of
proposed system

Number| 1ty 10th 20th 50th
of]
A Tests| pT | DA | DT | DA | DT | DA | DT | DA
Security (sec) | (%) [(sec) | (%) |(sec)| (%) |(sec)| (%)
Vulnerabilities

Race Condition |2.34|359(2.82(43.8|1.68[52.8|1.12|73.1
Divide by 0 3.26(41.82.61 |555(2.10 655125875

Not Reachable |3.69|24.2|3.23|32.9|2.84|49.5(1.49|77.2
Null Pointer

Exception
Assertion Errors | 2.01[34.9 [2.15|45.6|1.91|67.8|0.89|76.8

* Juliet codes : http://samate.nist.gov/SARD/testsuite.php
* DT: Detection Time
* DA: Detection Accuracy

2224421248543 (1.82]64.6(0.72|86.4
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