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Digital Forensic Model Suitable for Cloud Environment

Gymin Lee* - Youngsook Leesx*

ABSTRACT

Cloud computing is a service that to use IT resources (software, storage, server, network) through various equipment
in an Internet-enabled environment. Due to convenience, efficiency, and cost reduction, the utilization rate has increased
recently. However, Cloud providers have become targets for attack Also, Abuse of cloud service is considered as the top
security threat. The existing digital forensic procedures are suitable for investigations on individual terminals. In this pa-
per, we propose a new investigation model by analyzing the vulnerable points that occur when you investigate the cloud
environment with the existing digital forensic investigation procedure. The proposed investigation model adds a way to
obtain account information, and can apply public cloud and private cloud together. Cloud services are also easily accessible

and are likely to destroy digital evidence. Therefore, the investigation model was reinforced by adding an account access
blocking step.

Key words : Digital Forensic, Cloud Computing, Cloud Serwce Digital Evidence, Procedure of Investigation
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