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A Study on Big Data Based Non-Face-to-Face
Identity Proofing Technology

Jung Kwansoo' - Yeom Hee Gyun' - Choi Daeseon™

ABSTRACT

The need for various approaches to non-face-to-face identification technology for registering and authenticating users online is being
required because of the growth of online financial services and the rapid development of financial technology. In general, non-face-to-face
approaches can be exposed to a greater number of threats than face-to—face approaches. Therefore, identification policies and technologies
to verify users by using various factors and channels are being studied in order to complement the risks and to be more reliable
non-face-to-face identification methods. One of these new approaches is to collect and verify a large number of personal information of
user. Therefore, we propose a big-data based non—face-to—face Identity Proofing method that verifies identity on online based on various
and large amount of information of user. The proposed method also provides an identification information management scheme that collects
and verifies only the user information required for the identity verification level required by the service. In addition, we propose an identity
information sharing model that can provide the information to other service providers so that user can reuse verified identity information.
Finally, we prove by implementing a system that verifies and manages only the identity assurance level required by the service through
the enhanced user verification in the non-face-to-face identity proofing process.
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Fig. 1. Authentication Factors for the
Non-Face-to-Face Identity Proofing [2]
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Table 1. An Example of Identification Information [2]
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An Example of Attribute Information

Identification

Attribute

Alias, name, birthday, birthplace, address,
phone number, resident registration number,
email, bio information, etc.

Corroborative

Attribute

Other names, relationships and associations,
reference numbers for identity evidence,
related information on the identity evidence
provided, etc.
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Table 2. A Level of Identity Proofing [2]
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Level Objective
LoIPO . . . .
(Iifo e No identification method is required.
Credibility (using ID or password)
LolP1
Low e Identity is unique within context
Credibility
LolP2 e Identity is unique within context
Middle e Jdentity is existed in the information source.
s e Information entity is weakly associated with
Credibility . .
identity
LoIP3 e [dentity is unique within context
Hich e Identity is existed in the authoritative source.
.g. . e Information entity is strongly associated with
Credibility . .
identity
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Fig. 2. A Concept of Big Data Based Identity Proofing Model
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