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ABSTRACT

Lightweight Encryption Algorithm(LEA) was developed by National Security Research Institute(NSRI) in 2013 and fargeted to be
suitable for environments for big data processing, cloud service, and mobile. LEA specifies the 128-bit message block size and 128-,
192-, and 256-bit key sizes. In this paper, block cipher LEA algorithm which can encrypt and decrypt 128-bit messages is designed using
Verilog-HDL. The designed IP for encryption and decryption has a maximum throughput of 874Mbps in 128-bit key mode and that of
749Mbps in 192 and 656Mbps in 256-bit key modes on Xilinx Vertexd. The cryptographic IP of this paper is applicable as security module
of the mobile areas such as smart card, internet banking, e-commerce and loT.
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