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ABSTRACT

Lightweight block cipher (Lightweight Encryption Algorithm, LEA) , is the most promising block cipher algorithm
due to its efficient implementation feature and high security level. The LEA block cipher is widely used in real-field
applications and there are many efforts to enhance the performance of LEA in terms of execution timing to achieve the
high availability under any circumstances. In this paper, we enhance the performance of LEA block cipher, particularly
on ARMVS processors. The LEA implementation is optimized by using new SIMD instructions namely NEON engine
and 24 LEA encryption operations are simultaneously performed in parallel way. In order to reduce the number of
memory access, we utilized the all NEON registers to retain the intermediate results. Finally, we evaluated the
performance of the LEA implementation, and the proposed implementations on Apple A7 and Apple A9 achieved the
2.4 cycles/byte and 2.2 cycles/byte, respectively.
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Table. 1 NEON instruction set for ARMv8

Instruction Description
TRN Transpose
DUP Duplication
SHL Logical shift to left direction
SRI Logical shift to right direction with insertion
EOR Exclusive-or
ADD Addition
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Fig. 1 LEA encryption on ARMv8
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Table. 2 Loading 24-plaintext in NEON instruction

1d1.16b {v0, v1, v2, v3}, [x1], #64
1d1.16b {v4, v5, v6, v7}, [x1], #64
ld1.16b {v8 , v9 , v10, v11}, [x1], #64
1d1.16b {v12, v13, v14, v15}, [x1], #64
1d1.16b {v16, v17, v18, v19}, [x1], #64
ld1.16b {v20, v21, v22, v23}, [x1], #64
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Table. 3 Alignment of the plaintext in NEON instruction

trnl v28.4s, v0.4s, v1.4s
trn2 v29.4s, v0.4s, v1.4s

trn1 v30.4s, v2.4s, v3.4s
trn2 v31.4s, v2.4s, v3.4s

trn1 v0.2d, v28.2d, v30.2d
trn2 v2.2d, v28.2d, v30.2d

trnl v1.2d, v29.2d, v31.2d
trn2 v3.2d, v29.2d, v31.2d
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Table. 4 Encryption of the plaintext in NEON instruction

eor.16b v3, v3, v29
eor.16b v27, v2, v31
add.4s v27, v27, v3

shl.4s v3, v27, #29
sri.4s v3, v27, #3

eor.16b v2, v2, v29
eor.16b v27, v1, v30
add.4s v27, v27, v2

shl.4s v2, v27, #27
sri.ds v2, v27, #5

eor.16b v1, vi1, v29
eor.16b v27, v0, v28
add.4s v27,v27, vl

shl.4s v1, v27, #9
sri.ds v, v27, #23

Table. 5 Re-alignment of the plaintext in NEON instruction

trnlv28.2d, v0.2d, v2.2d
trn2 v30.2d, v0.2d, v2.2d

trnlv29.2d, vi.2d, v3.2d
trn2 v31.2d, vi.2d, v3.2d

trnl v0.4s, v28.4s, v29.4s
trn2 v1.4s, v28.4s, v29.4s

trnl v2.4s, v30.4s, v31.4s
trn2 v3.4s, v30.4s, v31.4s
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Table. 6 Storing 24-plaintext in NEON instruction

st1.16b {v0 ,v1 ,v2 v3}, [x0], #64
st1.16b {v4 ,v5 ,v6 v7 }, [x0], #64
st1.16b {v8 ,v9 ,v10,v11}, [x0], #64
st1.16b {v12,v13,v14,v15}, [x0], #64
st1.16b {v16,v17,v18,v19}, [x0], #64
st1.16b {v20,v21,v22,v23}, [x0], #64

=

. 95 7t

& ol A= ARMVB “ofl A 9] LEA thA7] ¢f=st
g T Al 3l e BAskT Bkl =
292 XcodeS AFESRe] RAE|Qlom KAl
A Apple iPad mini 22} Apple iPad 9.7 Aol A 4=
A= Qe = ZE2 77k 1.3GHz Apple A7 1811
1.84GHz Apple A9 ZZ A A S 71x] 11 glon 64-H]E
ARMV8 722 w2tk Z2Ie C ¢lofe} ojal
28 Sof TEEUON okl Ofast FHS AL§
53t} 10So]| A<= objective CE A5-517] wi<zof| of
A mgo) vh shsaieh A B2 A7
tubo] 2 Ao A Aol ARPAIES 7|Hke 2 A ikst
iy

A

i

0:

Table. 7 Comparison of LEA implementations on ARMv7
and ARMv8 architectures (c/b: cycle/byte)

Method Speed (c/b) | Architecture Processor
Hong et al. [1] 20.1 ARM9 ARMO926EJ-S
Seoetal. [2] 10.1 ARMV7 Cortex-A9
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