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ABSTRACT

With the rapid increase in mobile device users, there are many cyber attacks using SMS messages to infect the mobile
device. The monetary demage from those attacks are also increasing. Since those demage are generally related to mobile
micropayement systems, we study the details of the incidents on smishing and mobile micropayment. We have identified
several limitations of current regulations and laws of them. Thus, we propose new regulations and laws to reduce the
financial demage from simishing and to strengthen the security and responsibility of the mobile network operator, payment
gateway, and content providers who are participating in the structure of a mobile micropayment systems, such as a
regulation for information security evaluation system, several laws for compensation of financial demage within mobile
micropayement system.
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Fig. 1. A process of SMS payment using SMS
message verification
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Table 1. Number of Monthly Simishing Detection (2014~2015 Year)(15)
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