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ABSTRACT

In these days, cloud environments such as cloud platforms, cloud services like Amazon AWS, IBM Bluemix are used in the
Internet of Things for providing efficient services. These cloud platform environments have various security threats according to
increasing of use, so the recent research results on cloud security and privacy protection technologies and related regimes and
legislations are written in this paper and we suggest prospect of research on cloud platform environment security and privacy
preserving.

Keywords: Cloud Platform, Privacy, Security, IoT, Cloud Service

M E o elujols AgAEel w AFE T Aol
A e ¢4 Al ARE AT g ol

T T BE AME(Yupe]x)Eo] 541 ol He AMula 2 Jess fEE AEAEY
ENaE E4 tefsly $HS dolHE: A = (IoT:Internet of Things)elgtx F=23, 3z} Ab
= B4 Mue] AAsta gleh m=dt o] & &4 3 EE S F43 R Ajn] A9} tiuto]sd ds]

gk od g sl 213 Fof i) AMEQIE M
Received(05. 15. 2017), Modified(06. 20. 2017), ‘3l *Ashs w2 dlolHE AAsia o2 )
Accepted(06. 23. 2017) o[BS HAste] $-EloA L3 dolg] 2 W3t &
* R ene 901TdE A stev)sle] MR S = ) D mgo ols

v A W s 7;%] e T 11_33-7} vk, webd doelele A 4 %fﬁé 4 _H
C R AT 0ITAE AYEAANe Aoz ] STeolE FEHREEh dele e AN A4S 4

2714947} (KETEP) 8] A9 wkol 43 oA 3] 43k it FER-E AMulae 73 HHE EA)

gy} (No. 20152000000170) S sogel.axEde] T A% 498 s

“H <k

2}, pth5804@pusan.ac.kr

) ) = Wy 2y AR QS x| FEte Au| A2 WA
WAIAAF, howonkim@pusan.ac.kr(Corresponding author) = e b 153t 1 L 7H

[ = =1



1150 FEHE EYE A e Zefolw Al ey A7 w3 2L AW

Acs
o
[rt
>
I,
[
i
o

sto] of ZE|7 o]
Ag wHE7] Sldl F23 7l 2 = AEE o
o} Sk Au|as 7PEEE 71EE o] 438 A
22017] wjitel], 7Hgsl Aol wpE Zejo]wA] A
B BFo #g EAZE A shsAe] ofF &t
ol#gt Zejo|w A Al FERFE AMu)~ H Fe)
SE ZYPF] o] gA}t WolAw gl H Aol
s Fodk wAE Aesta glen &4 & davt
ek, B =EellMe @Al FEs 37 Abelld 8
A 9l ofe] Mol 918 84 da dolrar,
o] T Zilo|WA] B3 7o Wt A7 FF 2 A
Foll W3l THA o2 g Zojrh & =79 74
o5 R 24elA FeERE ZEUE
Zeto| Al BE7|Hel gk d-Eafel Alvin
34 BEolME FSE EHRFE A Rt Y
oA BE FAle} FERpr FYF Aelre] =
ol Al BE7Y A Aol ol Ak

o 4Apol|a] B =te] AR A AR

od

KON RS

Il 2= SH0AMQ 2ot I S&t

B Aellde Febrs ERE HE 7)Ee] ot
AT 2 s} ZelelwA] Bur|y o FFel o
3 Abwf it

Hot 7l FAREG(1). FEes ZYE Hol
o] 84| 71EA 2 dlole kmsh, ARl gl
3 A, dlelee] 744, M4 2 B 4
A 2kl g 7k wAl BE vES=E Bt Y 8 B
5o FAEIG(1). FEE AHAFE HebsR
= ke 7ME 7%, AR HlelH B3 % %
1%, #71E Sol k2], 7tEVCM+= ZFE9
= AR Het 91F HoE 918 slel=ekle A
J8t 9leh1]). 20119 10¥€elle =izl ey
(KISA)ollA+= "k Mu)~ AHHE S ShlA"E
Wrkslgleh(3, 4). FEH-E EUEe] Bkl djsl,
el ARAE el e AIAR 2 el Het

N o

o

N

>~

A2, Nel Hele el gk A E2e rhy 59
Ay AR 4 glow ) 7)9]e] A Au|x S
a4 AR HE/4E AV AT S Qo).
FeheE FAE Beke] dEAQ AHEE o
4 Mu]~(Amazon Web Service, AWS)7} 9l
o, AWSe] A, Eeld ®ek ] EC2 Bk
S3 ®eok, DB Hot 59 71e& A3t e AL
2 2el=glc3, 5). IBMS Bluemix® 7%
Bluemix IZeH(AZE AZF) 74k 7154, 3
A, A Boks AlFeh(2). 53] EuA Hek
79 GemaltoAte] SafeNet HSM(Hardware
Security Module)< 7|HteR2 3o tus} 7] 2
F8 doled W& RIr]eE AlFsta lrh4).
Bluemix Z#¥E H<F] 7%, ACL(Access
Control List)E 7|Hke2 & AHIZAle], AR} a1
% % o7} 7153} DoS(Denial of Service) 2 Al
28l A g R37]eE Agsta doh2). T
=9 FEs FYEQ FF o ARl AS, T
s 7] W] AulaE Ed FEhe=
2be] dlole <tz 9 okesl 7] deEE E3
e AFsta Qlehe). vlelaRiax El] ,
A 7] AF(Azure Key Value)s} #& Za%-
7] tzst =5 Fd, FERs EPEQ Azure
ke dlole] tEsE Alwsta 9o

i

=
=2

A
0

ol,
o

$, PR QdFhdAE FehE ARG 24

Aulx As) 93 e AAS wa)siedtH8, 9).
2.2 ZZI0|HA| ES7|H o7 S5

7ol Ssgl Zetolia] BEAY Qe 4
WA, AwA SRS Apasist 716d SH
AAe] AT At T 7S] A9E PRl 4 gl
WA, G Aulast A An w5 A
o ol WA, ARA SlH BA QT A3 Y

A A RA, AR B3 Fe U HA B4
AsE AAska Qeb10, 11). 232 == 4
FE 3 AbellAY] mel ]S $13 slel=glel o
T 4 slol=glel g AR AF(12)7) 9o, Fe
= AT oA MAAHEEE ZA] Wk o
3 AT Azl 9leb(13). F=RE Au|a AbellA 2]
ZalolH Al Al 2918 2 AR 2 Mu]x AR 5
A GANE Mula/AzE P s Muls 4]

tlo

EA g AAE A e|xe ZzlolwAl A 89



A 81 533

(2017. 10) 1151

Ak peld, 716 e oS gere ANG o
AR e, FHEE B A
i% | we nel 5734 Bl o A77h gl

a8y AHH BE ] AA(ISMS)d dig
%xﬂﬁ%ﬂ ISO 27002°] W43} KISA-PIMSE »}
oz FeElpr 3ol MelAnns $8g 2 ¢
ol dl-gslr] $I3 chekdt Bk TARES 23
A3z} oleh(21). Fehs-t 34 AellAe] Mgk <l
27)mke} peddk WS odwl AR Hel e
(FISMA)¢F =4 %39l I1SO 27001 z8]a vl=F
o] FERe-E AlF 2 AR Sell o3k Bel
A7) ez 2UEE A ~EHlel FedRAMP, =}
$-= Hel AdgtAelA wEI CSA-CCM 52 4
gk A7) ginh w3k BAE AnE wiglo g tofil
25 2 AxA M FEks el mgt
1ol gk a2 HAE AAst 9lrb(23). oldt

c)

el

n:‘i ofN ot

WA AEA ZHeie] ATl Fehes Az
Pl A B4 AT nel W)E 913 el
ehel w2 Wkl o Ak glovd, Yung
B FAREEE o2 FSs BN w
PYS T 1% AFh A g

71%4el Zuol] 9lejA walel RFID vlEg=

K

3474 AbollAe] ZefolmA] A A H Zale]n]
Al H37IWE AARE AT AR16)7F e
RFID A|2g] Ael|xfe] xzejolwiA] ®Bar|w At
9)zt 4718 RFID $H7elAe] a2l =Z&}
oA BF ZREFS At =Ho] UrH(20]). =
o ZEbelwAl By AT Ad vES=Z 3
7o ek At glem, A UEH A AblAe]
dlole] wlZ A Zzlo|HA BRI E 917 -2 T
A md 7k Zetolw A B3 7Y Al = (17)e]
adeH, F 8 I dE Alnwls Agste] of
5.35}%l tﬂOlEi ek A 75 2 AHE Al 7)E
S 5% BEA ZefolwA B dlolE]l ¥ 7|H
of whgt 0311 A7} 9leni(18), A 74k B3 oF
3 7|HE ALste] deolg 7EAR A J5E F
Alell Algshe A w3 gIch27). AR} dHleolE
E531 2 i) hest w 7|uke] dlelE] 71wHA
2 FAA AFs 58 AR dlolE B3 ukks
AAgE QA7 9dek(22). FERE 3 elA olnA]
ZefolM Al M3 E 94|, AwstEl o]vlx] g3t 7|
W Aotz olerni(24), =M= g Aol ~
Egd wt]e] HAe] 7153t o]nlA] ks A~
g AlMESICH25). FEheE kR Abxe] 7]

l

o_oﬁt

o 71HE Agst 2- facto 1Z WAlE Al
T A¥} wgk 9lrh(28). ZejoA] BB Mgk
g 714 A3 dHo ]H °LE§‘r, Ao HlolE]

& A7k A= s

o el Hlsfel HE ek 9]
@ Fe wAle 49 54 A8A 42 we) 74

ZAF VA AZA AAFHe] 9rH12). Fekecs
758 mek Aol oha) NIST, /b=y Sela 2
2% FEeE FEe) dEdel mek ARge v}
st Aobd, Ausiel mE An £% 93, A
T % AT v Auls gl w tekiel

2 AN §F, 24 Aeldl 0 nek A4 o7
=, W 2 ?rxﬂ/l A Fo] sirh8]

Z mplo|A| B 2|

<

S SYE AEA AdedAe] MRS 3
eabeh2 fl o] oA AR 93], HlAE B
X A wE we] oA olg, PR BE H
7)ok &L EA(13)e wel efsforght. a2|a
S 3. 1.ellAe] Fehem EEUE A R wA F
S AR A 2], dlelee] slxlek Az] A
el w2 AR fF 97, O ot e A
B FF S0l 2EHpE SUE Al Zejolni
BE wAe dkEleislet. &, ARgAke] dolE el of
RIS L B - R e S Lt B R o
BokpAZp e 5= gt
ol2l3t Mot wAE Ay Sl el A5
NAAH BT (29)3} AHEAH(30)S niee



1152 ZeheE ZIE 3

Aollale] Zelolw A HE W AF 3 2 Av

ZefoliAl B wAll gk HEH AAE vt
Ark A BB TH] A$-
FARFA, FRSERE 9 7]g el A HE (o
AWE, AR s 5ol uig DB hast 2
Ul AR kssks Ao AA ks A
o2 A =HA

AREAMe] A9 A28x MRS RER

+

-

o, ARFA AlE 44 AR B3 A9x
o] 28elA FeA Rl i w2 AU H
A5 At gled, ol dd 2AE HHew
o2’ S S} tEe] =7t 3
718 2 g7 A, AR Asex, s
AlaE 69x9k AAbggAtsatA 153l 273t
7P RSl M-S el dEnE wme AES
A -gafofstr, %7}7@1%0% %F’”ﬁ Asd ¢z

A As Q)

= AA Xﬂ?"l %ﬂ‘ﬂ"?‘&}% Ao}, olegk A
SolA] WS F53 Hel AFLES do|euo]
2 Ao A9 Alsle]n] FAQ A
(31)= <= = AFeE(Oracle  Label
Security) €742 DB AAle] 2 dolg &
3h5 A9dska glew, gnigel 4 DB o
332 AYsle ‘Eel=wo]~(Solidbase)' st DB
HAAe] &7 Holx(Face)7b slE Aot}
T ZEel UiE AR EY Y gy
sAlelA ashe dlold ofssh, AIAl,
/A7t S0 7% AHgo] Hadk AelH, o]F F

%}EE'—%ﬂéﬂ]‘: 2 349 Bk HrkE A
Z ZeE FAE AlE W] 283k Aot} o]

918k A7kl ®at 7l (dleld otk AAle],
/97t S)ell digh A wo] sejglxut, et
S ZYE AR A4 9 A A A 5

|95l e A7)} o3 Rew welr)

N

o,
e
(e}

3.3 EaIRE EUE

HoMe Z2o|HA| 23T|Y

oAl BE7IY od7Edel dsl WA, A=A

AT S e AT FHEE o] ARSIt
olF F3l, = EHE AFY AT, ot
AWS, IBM Bluemix, 72 %4 <z % U}Olﬂig_
ZE ofx|e} 72 714 AlFelA HE AFs)
= AR =g S FAE ﬂﬁ"ﬂ*‘]ﬂ
BokS 93k 4% U BekS 93 WA Axx
ol Hiqto] wiEEeiglon A& FA E—?—% 7|\ke.
2 3 Fehps 37 HobA st Aot o] FelAw
e Alew galwdet. 7]E A7 FHelA = o]
B ksst HIAo], dele A 2 AF/At 7]
Sl tigt A7t B AdE gl Aor el
Hlen, 3,13} 3.2"6l4 AHE Fehps SYF
Hol g =eouA] B3 FA A, = sidA
BRI A AL ARl JRIA R
of Wigt ¢rws}, AHIAle], /At fl/HE WA
S TR ELAA A% A5d derE g5
Hobd3 7 WAl A7t BlEE Al
ghetElglel, EAQ R e2kF bl A5 E e}
D - = Rt I EaV N Pat ad S S |
F2 delelre]x e 2R AlFQ Ao,
°W A ZEhs EAE AE e HIAR
B °ﬂ"i/] LA
ek, 7R BekH
]v"] ozl wHS 714
7134 &g37 el ol gl
A7) HaME 7ls AT
BA4 AZ7]H
374 A4 2 HA-s A5t

il o o ri‘j

2 T

o,

% x

NE,

n

ftlo oL OIN 1-
é’l‘é

e

Nrﬁm&l;‘.:.tl}l'igﬂmi_?ﬂl-m
ol fo o

o

2

A Zéi%*l““” S W s
7 2 W dokme] A4S A3 ekt ¥ W
Az WY 55 A% d77F 28F ez Ha



A 81 533

(2017. 10)

1153

golulA] BEZ 93 AT EakS Amgi) olu}
&, IBM, 72, wolazirzee 2 224 7|9
o] FEHE FdF AFAAE Bt
d23, AZAll Fo ok HebEs A
slem, 71E Ae] A, Kok Lefo|uiA|
% & szt A2, #2471 Sl &
d%’—ﬂ ik WA, AEA SRedA= EPJ?‘&
arell dis) Se] AR RSt
7l R Fal Wk ekt ﬂﬂﬂ
Aoz Amugit olE . 7]eA —i%ﬂdoﬂl
Ae Hob Y zeloluA] BE g 913 A7t
ol FoiAv], WA, A=A SwldAe] A=
Y 153 5o AxE 7ule s Feps
A7 ellAe] Hokd g 77k A= e A
%Wiﬂiiﬂ A, FEHE EE Bt AlF
e R R R s} A B eAl el A
%L*W~ 5 = gl AlFel A9 Sl A
gelslglon, oo AFe] woleulolx

2
o
tlo
do,
o

&~ oo
B e 2 o ol fz o fmo oo
0 o foi

l

S L aE 1o o oE

i

o % ﬂ 2 o{N ru{o _
l

ol

F

lni””ﬁni’
{o

@30l AFHISE AL AT 474 ek ol
& WF B4 Fa FF BREE B4 ¢ 5 U
e EFYE HH FuE 99, B wobls
o g Qpsl Fom THE B9 W] e
WA, AlEA EReldel A QT 2 B ) E
F3 A7k DL Zow A

References

(1) Cheol-soo Lim, "Cloud computing security
technologies,” Review of KIISC, 19(3), pp
14-17, Jun, 2009.

(2) IBM, TBM Bluemix security,” https://con
sole.ng.bluemix.net/docs/security/inde
x.html#security (accessed MAY 13 2017)

(3) Jae-gyu Choi
"Security technology research in cloud

and Bong-nam Noh,

Journal of
pp. 371-384,

computing environment,”
Security Engineering 8(3),
Jun, 2011.

(4) IBM, "IBM Bluemix Hardward Security
Module(HSM),” https://www.ibm.com/
cloud-computing/bluemix/ko/node/2361
(accessed MAY 13 2017)

(5) Sung-kyung Eun, "Trend of cloud comput-

ing security Technologies,” Review of

(6]

(12]

KIISC, 20(2), pp. 27-31, Apr, 2010.
Geun-mo Park, “Google Open the Key
Management System(KMS) on Cloud.”
Korea IT & Industry News, (2017.01.12.),
http://www . kinews.net/ news/article-
View.html?idxno=102595
MAY 2017)

Microsoft Azure (2017.04.27.), "Azure Sec
urity Document,” https://docs.mic rosoft.

(accessed 13

com/ko-kr/azure/security/azure-securit
y (accessed MAY 13 2017)

Tae-sik Son and Jong-bin Ko, "Trend of
IoT (Internet of Things) security on cloud
computing,” Review of KIISC 22(1), pp.
20-30, Feb, 2012.

Sung-jae Jeong and Yu-mi Bae, "Trend
analysis of Threats and Technologies for
Cloud Security,” Journal of Security
Engineering, 10(2), pp. 199-212, Apr,
2013.

Yeun-Dek Chung, "The legal study of pro-
tection of personal infomation in cloud
computing service,” Review of Korea
Association For Informedia Law, 15(3),
pp. 31-54, Feb, 2012.

Kee-chang Kim, "Cloud service and pro-
tection of personal data,” Policy research
report for improvement of personal in-
formation protection law(Privacy Policy
pp. 72-83, Feb, 2013.
Hak-bum Kim, Eun-jung Jeon and
Sung-jun Kim, "Study on security man-
agement in cloud computing environ-

Research Forum),

ment,” Management Consulting Review,
2(1), pp. 127-144, Feb, 2011.

Woo-yong Yu and Jong-in Lim, "A study
on the privacy security management un-
der the cloud computing service provide,”
of the Institute of
Information Security and Cryptology,
22(2), pp. 337-346, Apr, 2012.
Jeong-hoon Jeon, "A study on the privacy
threats
ices,” Convergence

Journal Korea

factors  of  cloud

Security Journal,

Serv-



1154 FEHrE EUF 3CIA Y] ool A By A % 2 A%

15(5), pp. 87-95, Sep, 2015. (24]) Jang-young Chung and Young-sik Hong

(15) Heung-yeol Yeom and Mi-yeon Yoon, method, “Distributed image encryption
"Trend of international standard on cloud schemes for privacy-preserving of ultra
computing security,” Review of KIISC, high resolution images in cloud environ-
23(3), pp. 14-18, Jun, 2013. ments,” Journal of Korean Institute of

(16) Il-jung Kim, Eun-young Choi and Information Scientists and Engineers:
Dong-hoon Lee. "A RFID privacy protect Reality and Letter of Computing, 20(4),
scheme based on mobile,” Journal of the pp. 262-266, Apr, 2014.

Korea Institute of Information Security (25) Byung-rae Cha, Dae-kyu Kim, Nam-ho
and Cryptology, 17(1), pp. 89-96, Feb, Kim, Se-ill Choi and Jong-won Kim,
2007. "Design of searchable image encryption

(17) Min-kyong Seong and Yeon-don Jung, "A system of streaming media based on cloud
model for privacy preserving publication computing,” Journal of Korea Institute of
of social network data,” Journal of KIISE Electronic Communication
: Database, 37(4), pp. 209-219, Aug, 2010. Sciences, 7(4), pp. 811-819, 2012.

(18] Doo-hyun Jeon, Ji-young Chun and Ik-rae (26] Mok-ryeon Baek, Dong-min Kim and
Jeong, "An efficient privacy-preserving Ik-rae  Jeong,  “Privacy-preserving
data sharing scheme in social network,” self-certified public auditing for secure
Journal of the Korea Institute of cloud storage.” Journal of KIISE, 43(4),
Information Security and Cryptology, pp. 497-508, Apr, 2016.

22(3), pp. 447-461, Jun, 2012, (27) Hyun-sung Kim and Sung-woon Lee,

(19) Seung-koo Lee, Sang-soo Yeo, Jung-sik "Homomorphic encryption scheme and ap-
Cho and Sung-kwon Kim, “Secure and effi- plications for cloud computing se-
cient privacy protection scheme in RFID curity,” Journal of Security
system,” Proceeding of KIISE: Korea Engineering, 10(2), pp. 213-224, Apr,
Computer Congress, A, pp. 196-198, Jul, 2013.

2005. (28) Hyun-mi Jung, Jae-in Sin and Gang-soo

(20) Sang-jin Lee, Jin Kim and Kwang-jo Kim, Lee, "Design of user authentication meth-
"An efficient privacy protection scheme for od in mobile cloud comput-
low-cost RFID.,” Proceeding of KIISC ing,” Proceeding of Korea Institute of
Summer Information Security Multimedia, 2010(2), pp. 516-519, 2010.
Conference, pp. 569-573, Jun, 2005. (29) National Law Information Center,

(21) Dae-ha Park and Tae-seok Baek, "Trend “Personal information protection act,”
and assignment of cloud computing pri- http://www.law.go.kr/eng/engLsSc.do?
vacy protection research,” Review of menuld=2&query=PERSONAL%20INF
KIISC, 21(5), pp. 37-44, Aug, 2011. ORMATION%20PROTECTION%20ACT#

(22) Ae-ri Lee, Do-eun Cho and Jae-young Lee, liBgcolor15, (accessed 19 JUNE 2017)
"A study on the protection of user data (30) National Law Information Center, "Act on
in the cloud system,” Journal of digital promotion of information and communicat
convergence, 10(11), pp. 389-394, Dec, ions network urilization and information
2012. protection, etc,” http://www.law.go.kr/e

(23) Jong-hwei Shin, “Cloud security au- ng/engLsSc.do?menuld=2&query=AC

thentication and assignments,” Review
of KIISC, 22(6), pp. 28-33, Oct, 2012.

T%200N %20PROMOTION %200F %20IN
FORMATION%20AND %20COMMUNIC



AR W33 =14 (2017. 10)

1155

ATIONSZ%20NETWORK%20UTILIZATI
ON%20AND %20INFORMATION%20PR
OTECTION%2C%20ETC.#1iBgcolor0, (ac
cessed 19 JUNE 2017)

(31) Tae-hyung Kim, “Attention!” db access co

(M X290 )

ntrol solution for protecting personal infor
mation leakage’, Boannews, 2016.05.17.,
http://www.boannews.com/media/view.
asp?idx=50623, (accessed 19 JUNE 2017)

ut &) 3 (Tae-hwan Park) 3439

2013 29 FAHSL A RAFE T b 24

20134 34 ~&A: At st A7)k e st AL A 3kl
(FAEok) st3 3l 78 [oT vlnfe]~ B3l Post-Quantum Cryptography

o] 7} 3 (Ga-ram Lee) 3%

20164 29 At A B FE T sl 24

20169 34 ~dA]: Fabdsta A7 A A4 55E sk A AA

(FA)F-ol) SW o3 A3} 73, [oT Bk, o943 duit= wek mAalzy

7 3 9 (Ho-won Kim) 413

19934 249 A Eoista A3} gAF Z4

19959 24 xehg-adista Az 7|3t AL 4

19994 29: EGFeh st AAA 71Tt} 9t

20084 24 g=AAEAlATd AR TAet Adglodd/ "R

20084 39 ~8Al: YA SaL A7) AFE LAY P

(el ~vteael= Hel RFID/USN AHES 7|%, PKC s, VLSI AA,

embedded system 28t IoT



