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ABSTRACT

Unidirectional data transmission system, which allows physical one way transmission, removes the backward link
physically to prevent the intrusion from the outside through the network. However, the system is difficult to apply to the
environment requiring either backward transmissions or bi-directional communications. In this paper, we proposed Limited
Two-way communications system, called as LimTway, which only allows outbound TCP two-way communications. LimTway
uses two one-way links(forward, backward). While the forward one-way link is staying to be activated so that an allowed
outbound UDP traffic could be transmitted one-way always, the backward one-way link is activated while allowed outbound
TCP sessions are established. In order to prevent the intrusion from the outside during the period, the software of LimTway
is designed to allow only the transmissions of both outbound TCP two-way communication traffics and outbound UDP
traffics.

Keywords: Unidirectional Data Transmission System, Limited Two-way communication system, forward one-way link,
backward one-way link
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Table 1. NIC1 Packet Processing Procedure

Table 2. NIC3 Packet Processing Procedure

Function. NIC1 Packet Processing Procedure
1: Definition:

2. ST: TCP Session Management Table

3:  WL: Whitelist

4:  4T: 4 Tuple (Src¢/Dst IP, Src/Dst port)
5:  5T: 4T+ Protocol(TCP/UDP) type

6: NS: NIC3 On/Off Status

7  Buf: Buffer

8: Input

9: P! a new packet captured in NIC1
10:Start

11: if type(P)==ARP request

12: Proxy ARP function

13: end if

14: if type(P)==

15: if proto(P)==TCP && 3a&ST:4T in P==a

16: TCP Session Manager function
17: forwards P to NIC2

18: else if 4beWL:5T in P==b

19: TCP Session Manager function
20: if type(P)==TCP and NS is off
21: NIC3 On Request

22: Inserting P to Buf (buffering)
23: Goto post-processing

24: else forwards P to NIC2

25: end if

26:  else delete P

27 end if

28! post-processing:

29: waiting until NS is On

30: forwards Vpacket in Buf to NIC2
31: End

typee] ARP request 7l 7d$-(Table 1.9
line 11) Proxy ARP 7]%5%& 33} IP 3
(Table 1.9 line 14)°]® TCP ZREZ<l 7%,
TCP A4 e HolE&(TCP  session
management table)el 50| Ex|sl=x5 et
(Table 1.9] line 15)3cl. EAls= 745, &%
g 7§A(TCP Session Manager
function) (Table 1.¢] line 16)3kx, 4l 7=
NIC2Z E$dgct. 541 H7le] TCP AlA e
gol o= FHelEa A= ot whitelistol
£ EA8lE 74$-(Table 1.9 line 18), TCP Al
A e 35S AASk] HeolEel ARI(TCP

Session  Manager function)dt=}.  NIC3
On/Off Status7} v]1&A3H(0fN) < 3% NIC3E
FA3(On) g & 2 (NIC3 On/Off

Manager)& F, A& wWuo] AAgcH(Table
1.9] line 22-23). NIC37} &Adst=w, wszd

Function. NIC3 Packet Processing Procedure
1: Definition:
ST: TCP Session Management Table
WL: Whitelist
4T: 4 Tuple (Src/Dst IP, Src/Dst port)
Input
9: P! a new packet captured in NIC3
10:Start
11: if type(P)==IP and proto(P)==TCP
12: if 3a€S8T:4T in P==a

0o &~ W DN

13: TCP Session Manager function
14: forwards P to NIC1
15: else delete P
16: end if
17: else delete P
18: end if
19: End
HAE2 Al

NIC2& e
(post-processing). Whitelistel]l &A13}A] =
AN 2% A= HTable 1.9 line 26).
NIC3olH Al AL AHelsts A
Table 2.9} #Zt} NIC3ZHE FA3 719
typee] 1P ]98] & »5F AbA|stH (Table 2.
9] line 17), IP #izlal 7% &l TCP AlAd 3
2] "Ho]Edl| o] EAet= Afelt s FES
7JA(TCP Session Manager function)3kx,
NIC1oZ 89 H7& Y3}t = TCP AA
] "eolEel o] EAFA %= A5 NIC3=
eSSzl =FE

olAl Proxy ARP 7]%& A ®zaL Proxy
ARP= Wi¥e] AA7p 5o A= ARP
request HZ& B o o]F whAlsle] Fedt=
7Is°let. H module Fig.4.4 LimTway A%
A A E 7[HEe 2 Table 3.3 & Proxy ARP
lists A4& 4 sich ol& 59, Fig.4.9 Ale]
Target IP address”} B13l ARP request %
S BrEofsEdty ZMASEA H module
ARP request #Z& 43t ¥ Proxy ARP

)

Table 3. An Example of an Proxy ARP list in H
module

Sender 1P Sender MAC Target IP
Address address Address
Al's IP Al's MAC Bl's IP
Al's IP Al's MAC B2's IP
A2's 1P A2's MAC Bl's IP
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Listel o9& weksla, BlE oiilste] Alom
ARP reply #ZE& AFgc} o] o], ARP reply
HZ1-& H module®] NIC1¢ MAC address®
¥33ta gtk Al ARP request A& o]t
o2 A=A =rt. ARP reply A& A%
Ale Bleg 7 A% A, Destination MAC
addressel H module®] MAC address& A%
ato] AE3he},

Whitelist 7]¥F #1701 Zej2) (Whitelist based
Packet Filtering)& NIC1SZXE whitelist
A LuEE AR FAEIS o e =
71%% $38tt. Whitelisty 7|24 02 wo] A}
43l 5 tuple(Source IP, Source Port,
Destination IP, Destination Port, Protocol)
3 A 8447 (second) 22 FAHL}. Fig.4.9
LimTway A& A& 7]49Fe 2 (Al's 1P, 1000,
Bl's IP, 2000, TCP, 100)3} & 52 A
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4 9l H modulee] Al224e dz7l& F4l
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s o] EAlsle Aol sl sl ARlS
NIC2E &3l L module® ZH g}, Whitelist
Uloll &A1 o= 7%, & whitelist A 9]
== A e Azl =Eg

TCP A4 ] Heol& 7]“’ A7 FE]F (TCP
AA T el E 7uk H3l JEH)-S NIC3=HH
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e HolEed &4 v Al FAlES
T H3h= 75 YT

TCP Session Managere TCP9] AlAde] Adg]
Hu Fud dq7iAe] AxrE dske Vlee
gJglc}. TCP Session Manager+= whitelist$]
5 tupledl sl@sle TCP SYNZ NICl_i—rEi
wrom TCP Al 2] do|&o shte 528 A

0
Ak o] W whiteliste] A4 54 A7 F=
sl g @Ee] AelARE S AR,
NIC3(9F-h 24E TCP SYNE w2 A5+= 3l
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NICl ¥+ NIC3Z%¥ TCP FINS H"konl
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FIN/TCP FIN-ACK/TCP ACKeZ TA%E =
E AR Bo] AHE w3tE ool EEEHAR wE
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35 & 4 gleEm® TCP FINS F#Alslw oA
A7 FHell, 12)ol 35S AHAS E% AA g
%, TCP Session Manager= #3322 S+
A 3Ee e, TCP FINS FAlsu 344
o] mtmEH AAIRIC}. o] W, Ffdk= TCP A
o] ] oAt ¢§l& 7%, NIC3 On/Off Managerel

Al NIC3 A S Off2 A3kt 718 843}
NIC3 On/Off  Managere Packet
Processing® #A43H(On) £4 == TC
Session Manager®] ®]ZA3H(Off) 84l we}
NIC3E #43}(On) == v|EASHOf) & A3}
= 7153 NIC39 AeE Ieste 3.
NIC39] 'On'& W= o 3 =(H module «
L module)E ZA3ch= ¢frle|r}. NIC39]
Off v W$l= ek = (H module < L
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NIC2 Packet Buffering NIC37} &3}
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A5} AR AZE7 A= dA A ] 8=
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3.2 Rx/Tx Agent(L module)

o]A L moduleel dis|A AsBz}l L module
< H modulezt "I7AZ 3709 NICS A
(NIC1, NIC2, NIC3)3sla 9le=dl, NIC19 A%
]} dAd=e] 9lew, NIC2&= H moduled]
NIC2¢} NIC39] 7% H module®] NIC39} z+zt
whilsko 2 odAd=e] 9jrl 3kA%, H moduleo]
28 ookt 713 2=, L module
Packet Processing 7]s% $3&Ht}.

L module®] Packet Processing 7]e<
NIC1(&Fvhe2hy W= 757 NIC2(H
module) 2%¥ w¥e AZES E9 3=
F3gic}. NIC12 24 $Algt H7l5S 4"‘5}04
TCP JH ‘°L 79 NIC32 EYdsic} NIC22H-
H FAg ARES FAHe] NIClew xdst
t}.

345 outbound TCP A4 7MF NIC3<
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H module¥ Proxy ARP list9 3
tuple(Sender IP Address, Sender MAC
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=& H module®] whitelist®] 5 tuplee] (Al's
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