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ABSTRACT

With the advent of Internet of Things (IoT), the number of devices connected to Internet has rapidly increased, but the
security for IoT is still vulnerable. It is difficult to integrate existing security technologies due to generating a large amount of
traffic by using different protocols to use various IoT devices according to purposes and to operate in a low power environment.
Therefore, in this paper, we propose a normal network behavior profiling method based on big data analysis techniques. The
proposed method utilizes a Hadoop/Hive for Big Data analytics and an R for statistical computing. Also we verify the
effectiveness of the proposed method through a simulation.

Keywords: Big Data, Intrusion Detection, Simulation, Security Data Analysis, Normal Behavior Profiling

= T = Fale) AAAQ &g FAl doA
% sk A4 FASZ Aol dzlell A3 214
HT F7F FL AEES dAoR k= AlolH = AEA FsicHl)
279 o] 2715 Stk 20104 olzke] 417} 20164 # $=zjol ks A RobE TYT T}
] s e ® g A8~y (Stuxnet) ©1F T8 AdEe] 6500719 A4S sk, o F A
AR 77 T8 AEES AR 3 FHAES & 5= AT AAA/ A IdE 3o 2). =2
glolu} F4 F3(Ministry of Finance)elA+&
Received(05. 02. 2017), Modified(1st: 08. 01. Aol FAoZ ol UEYT Au|ESe] IS ¢
2017,2nd: 09. 05. 2017), Accepted(09 05. 2017) 3 &4 1 v
Ae] A g e} 3=l 71%°3—7—4°é°1 (No. NRF-2 Ael AN Erbe 5 AdNE e Aoz sletds)
015R1D1A1A01060236). o} AERolAs  Saelelu Fmel  Fle|=
t F47, ksjskyblue@ajou.ac.kr o) Aol Aol MEAlE el glolel AAL
¥ WAIAA}, kangskim@ajou.ac.kr(Corresponding author) (Kiev)Alefl Aol tshe st dsict. A2



1118 diele] ¥4 7% (Hadoop/Hive) 7IWF MEH= A4 14 W

1A17E 15+ dbell B7=lgl ot 20154 $-=ete|vt S5 Wdlele] ¥4 WS o] &3] Y8 wiEa
A7 Akare] o]e] m thA] Ale|H ez & A o] WA a¥pd oz slolgicl Akl 7y thfg ZTRE
sto] Aloluiele]e] $3AS oA A71AFT Fo] AMHEE Sl AMEQIEY M U ESY =
olglgt FAES S F8 7[ukAAelA A} Al FAE 918 712A4 A7l 2 B 54
Melew Wske zlow oadct AU A A AAkegle] A B g v Zlew
o ez Qe AFE ot 717159 AR AR E 53] A9 E ke R A9 v -3
T sl ot AFEQIEIYl Boke o} R-E3 A = A A5 Al A 7FeAE AEE 5 ol
goth AFEQIE S thekglt B4 wet oj=] 7]7] £ S84 (known-unknown)} A 7H5AS AR
Eo] A7 Wi Z7] tE TR EZE] ALE of AW = 9li= 84 (unknown-unknown) &
=ar 9le] 7|E Hel VEES AHE] o7, Rl A 7yelr] wiie] nESE FAE
= 71A12] Aol mlsl B akel dle]E ) A A3 W o7 dAgkE
o] 2 HeF 7|eSs Je = gt} B 27l HElely B4 7)ent mot
A AREdEY Ao E=sidlel® Eekar = AST kgt A5l e AR, 3%el|A
AREQIE Yl 717] el g FAo] oln] whAsledr}. = ddely] B4 7&Ee ds =93t} olF 4
s Heol A TEZZEYE 20139 1294H-E Aol AR Alde]y B4 J|eES iR
20143 19712 AA ZAGel] wdE sddd F A A s Zﬂ?l'b"_ 57FellA AlAl g7
25%7} EH)3HEl 2~vtE 7177 oll A i AEle S frabstAl mdd she] Akl W] faAdS A
st WA Avke WAT A3 e TV ath sl egelde 7@%@ FF 7ol o
A 5 ekt FAER 34 7kedel gal=det =2] gt
o] #lel= Fig. 13} % °] A7} g FAH
—% b‘ﬂ%"& A = A g4 [l. 27
9 Fig. 1 Adre]e T’:‘—ILE <8 AA Z 3
sl AEHA] @kAIRE, ool E VA AL el A Hlidle]e] A 7)eS vthokgt IT EofellA 285
HE Aaws AR A4S detae] AR s a9l 7| Agrt Brbsatold dlg=ke] )
gk Ago)7] wistell 1 @Al sl i8] e olE] & EAIBle] A2E FoJvlgh o[ & whadle]
Ze7} 9lrh wste] Falel ik ApolH Holexm 7]E Hol
olg]gt AFERIEIY 77|58 Hot wAA A S 714l Hldlely] ZleE AEdee AmEe]l wel
Al & =ellAs At FAE A Sls M EAEkAL glom, olu] d¥= AFLERE A 4
dlole] A4 WS A8 MEN=Z AN 4 3o},
S Akl ) "AE 918 AR B Helole]  Zlge] P wEA AHEH AL

SIEM(Security Information and Event
Management)e]™, IBM, Splunk% JAEE
gkt AEFES AT QdtHE). AlCIA=
APT(Advanced Persistent Threat) 22 %
<+ 9wk o g Hldele] 7]&E o83k SIEM
< Akt sl AET 59 A= APT ¥
A el g 98 oy £2F Fd) deleE —’F@?}J—
ol & HA3lE A5 Bt Al~HE Asldrh6

2~elo]] gk A W-E-Eel el {—45]7(]
= ogkon) 7|Eo Hel y|HogE Holr) Brbs
& APT %74% "#7] %’4?‘& *ﬂi% Axe} ghbsic),

N
>
[
nm,
e
_\|L
_?L

ir
>
g
M
& F
Ng,
-

Fig. 1. Hacked direction sign 5



A 81 533

(2017. 10) 1119

1 940115 ZOIO%TEi ﬁ‘ﬂﬂl A
= DARPA(Defense Advanced Research
Projects Agency)®l CINDER(Cyber Insider
Threat) Z2 A= FA VEHFY HE
245 2] Sl vkl e9] A el wdlolE 4
7S 243k o8],

olg} zro] HdlolE| 7|&S HEdte A5l

T3] A8 oo, Hdlely 7S A5 Al
EM‘H Al & olg] Bel o]Ee] WA & 4 gle,
i 52 olgfd ol ES ol rE AHES
3 dlolg] AAF 4 A A 9 $o] BA &
T7hE Bk o]qEel el =2kt 9).
A= ey A4 7eS AS5AA o vk
= ﬂ?ﬂ} s gl
o7 A wlelolE] EA F1EEE Aols
%t 7%l %}71] A 457 ol Al E
wollAe A ZlsEd A AlEdeld Ve &
g3te] Aokshe 71 fEA ASS st
gl o AolMe E =EedA Agksle 71WS
AHEE7] 918k ldlele] #A =5l ds] 7heks]

(&l et

N

o
pan
4,
g

|

o

ke

i

[l. 2IColE] 24 7| ¥ EF
3.1 YH0|E] 24 ZZE : Hadoop/Hive

dldle]e] Ao Alg== o}stx Hadoop(10]
< HEAE 53l 2 R dlolelE whEA A=
& F EE = ZY YR ddolE] EAdlA
713 *F/] AHEEE Eelth. Hivellll®
Hadoop A¢lelA s2bele S4zmagiow Al
bl A o143 SQL QueryE o]&3to] wldo]E]
o] 71e3lES 3 = Eolr). Hldle|E]l 4
9] 71 7ol Hie EF-ER dlo|eld] A¥AHQl §
AEE AAE] Bt AR dlo|eelA] v
HA #Felsls BA HES =F3tw, F7F 4o

H
283 eSS e o A T 5 9k

__Bi 4

R(12)& &4 AxE A3 Z2aw o2 A
529l dlole] Aol &4 = 5 i) vlekat BA
ANES elolBE|2 At 9la, dHeleE 1
Hz2 A7) $13 glelBee] e AlTE
3 gle] 718 dlelg e 2= FlER] e 54 A
ol gk +Ae] 7hssieh. s & o] dlo]
HE A3l $A-3sl] wtel BldlelE] 4|
A A 4708 Hadoop/Hived o] &ste] =
EE5S TEdla, olF B $EE AMEde A
o] nlgA s}

3.3 O[2h At ZeiEl 9l AIZYI0|M : Arena

Arenal13]& o]4AM (discrete event) AlE
#o]d E=42 vz 7kt qlEHo]AE ke R
thekgl o]ababz melg el A EHo|Ale] 7hsdith=
o] gt HS de] ARSE= ohekst Al EHelA
| }—ZH??W“* Arena ] B} Zhedgk qlefe]

N

o

?%7 *lgﬂl"]*ﬂ = ‘*H A o= kql
-’F 3lem Hldo]e l‘ir‘—i‘ﬁ]/ﬂ Arena¥ dlo]E]
q 4-S EUE o)lE ASse AEAA 4=
g

o] 7hsatet.

}m r-1m el X, mlru
_\_4

<

YHOlEl 24 7122 0128 HEYT §
a9l 7

oT

]_

ru{n

SEFIRE CRCEERCD L MR IS
el S A BelD Al
Falsich. olol wel A VEY £
Aoz Zrhsee. o2l BN E
A, 7122 nek 7|4 ol F
S17) el Al AFERUE S
4.8xe] 2753 giv.
CGIECERURICE FIR T
EE%EI = Sk J1E S
2REEEHE 9o A A $E

s Az el A% xeeaiol
%741%01& 7 qAEe oE z2E
st oleh14). meby 7% MEga =
%—7}6}04 CERE DR

|
Sict.

Nlﬂ-l ol

&2
i

N
olr
e

i Y

]_

ol
>

s
N
m
U

],

ﬁ)&é.ﬂ’;‘é%ﬂ
]11

B O s
CRL
H 2 rﬁl
o <
°l

-

i an
>, S0 )
ruzi

T 2
o[:o J_‘J
< olo

x
o
_

rE ol S oo M
m&é

R

B o

o,

tlo & o af



1120 dlo]e] ¥4 7|4 (Hadoop/Hive) 714F VES = AHAFaRS] 4 W

EERE R EEERS
| 2gah 7ol ohal Al
99 Hdelr] 714¢ 98w & 4
E2 otne] Edge] A4 % AHgs L o, 4
3 woleel Yok xEE TPy
Bapm7} E7kste] Welolel Sue] #4 sl =
SJo] Agsieia gt

wele ¥4 7% B

LT ES
e PET gtk o)F Bl B e )
=l el Al sk 3 e Ay 2
7 AR ARRSE e, o) Eil 3
YIAE FaAske TE A Fig, 2% Ak
she Mlole] #A1He S43 ARA ]ele)
Arel 719e Fig. 29 2] % 4717 S
TR A A B B MENZ 2 4
He Adoz B gl dEdas] dAe
A Zlolth olu) SAHE Heles] & o)F
wieko 2 AR E TR B YR we o

of Yol AsHE Aol B4Aolc)
o1F AAsHe WA Fo P FEE vy
o/ ¥4 FAEE ol gale] thktt A=z Hlole]
& At selr). olul Ealn wslst A7 @
. 2

= el delElE ¥4
A% 470 et & 4 ik weby Edest 7
elsl el delelE #4920} Ak
2 dolelE A ste] felvlet Al P

o
EdY SAEE o] WAlelA FE3h

(1) Collecting target network traffic

]

(2) Extracting major field |~ = Using Hadoop/Hive
(3) Regulating normal behavior |- = using statistic analysis tool (R)
(4) Modeling and Simulation I~ — Using Discrete Event Modeling tool (Arena)

Fig. 2. Intrusion detection process based on big
data analysis technique

o1F AN 4 WA FEQ 545 F
A BAE Sasel A AAAsE AT
o dez 7ol 5zz e Age] rks A
& ulole] #4 FAFANE Hol & 5 ek 3
A o] BAE 7|FOR HolHE FEle] EAA
B4 EFE B850 BAE 20 T AT A
Folsh 93 W91 AL & 5 o7 wel EAA
Q ¥HE o1 g3t APANE FAI. 0% Fal
943 ulole] FAFS Fol AAANT P
Aol i) AT A9 0] Thsste] A A
o] Ag A g eFES AT S olek

»
>
)
=
e
ol
N

o] Apzle]7] wjtel] o]Ak k-85l

F AR FdEE AdERE AT AL
A= 3%elA 7§ Hadoop/Hive, R,
Arenaz} 7t @Al 45} o bAoA = ALE
el 34 F shal Ak AREQIEYE e
B 7S ALste] A whE shE
V.4 #

Helole] 4 714S uAY EdZe HiwA]
Zleell AEe we faAdS ASs] Sl& A
Alzweld F2  AH-E= DNP3(Distributed
Network Protocol) E#E ZaE o]&sle] A
< Fyslct. A AMEE= DNP3 Z2EF2
WA SCADA(Supervisory Control and
Data Acquisition)Ate]®] FAlelA AR T 9l+=
ZzeZo|t}(15). HAE HR £AL $3 B4
T =+ Fig. 33 %ot
FAAE FEPoldEdAle A IPE W7 & o
718 o] 83t FAE FY3taL, MudAle FEtold

FA 57 =] 9 FEfoldES
o|-4-gk 3A4E& Fasich

pil

o4

[
—
5
e
a2
ol
=8

IP(10.0.0.7)

Al Bl e Fig. 33 #o] AA AR}
723} she] she] FEP(Front End Processor)
9} shte] RTU(Remote Terminal Unit)7} %
Alehs ZdS AMshct AAE RS 29 Fot
23MB. 158.40370¢] A2 Table 13} zFo] A
A Edgs FAsla, Table 29 %] Digital
Bondeld Algshs a4+ 7oz 34 Edgs

e



AR KB 583 =F=] (2017, 10) 1121
Table 1. Elements of normal traffic m o
e e
Type Data Type Period 1IN /"-l
Attack
Analog Input 10 s @ S:;cﬁ“g) a:\st,:::fli(ng)
; Attack
o Binary Input 5s ,
Solicited -
Binary Output 5s orised
< Authorize: S
Internal Indication 60 s Communication
inar horized Cli horized Serv
Unsolicited | Cimary Input Change - tTY YT i 000
/ Confirm
Connection B _ Fig. 3. Topology of experiment
Initiate

Table 2. Elements of attack traffic

Attack Name Description
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Fig. 4. An extracted protocol field and log form
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r Result Report

|Queue I
Time
Waiting Time Minimum Maximum
Average Half Width Value Value
ACK.Queue 0.00120250 0.000038518 0.00000128 0.004638949
Server Ready?.Queue 0.00028857 0.000012409 0.00000005 0.00192855
server.Queue 0.00001153 0.000012396 0.00 0.00282546
Other
Number Waiting Minimum Maximum
Average Half Width Value Value
ACK.Queue 2.4666 (Insufficient) 0.00 12.0000
Server Ready?.Queue 0.2234 (Insufficient) 0.00 3.0000
server.Queue 0.00893211 (Insufficient) 0.00 6.0000

2ol 4ZEee,

=,
o
o
HE e
12
b1
i
mﬂ’/ H
ofo
S 7
2
oL o rlo
o
oL,
o
o (m

Fig. 9. DNP3 intrusion detection model for simulation
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